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ICT Trends for device growth  Towards Trillion Node Net 

(cum grano salis) 

"[In 10 years' time], everything has 

connectivity. We're talking about 50 billion 

connections, all devices will have 

connectivity...” Håkan Djuphammar, VP of 

systems architecture, Ericsson (2009) 

 

“...at least 20 billion connected devices 

by 2020 and a 300-fold increase in traffic...” 

John Woodget, global director, telecoms 

sector, Intel (2009) 

 

... the smart grid network will be “100 or 

1,000 times larger than the Internet” Marie 

Hattar, vice president of marketing, Cisco 

Network Systems Solutions 

 

“The next billion SAP users will be smart 

meters” Vishal Sikka, CTO of SAP (2009) 
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The SmartGrid City– a collaborative System of Systems 

Weather Prediction: 

Sunny, Windy, 23ºC 

Wind leads to more 

electricity generation 

Complex System of 

Systems in 2020+ … 

Lower electricity 

production 

Green Electricity 

available 

Energy production covers 

(estimated) needs 

Heat generators are 

not needed 

Sun leads to increased 

electricity generation 

Electric Car can get 

cheaper recharge 
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Smart City: Growing Complexity Management Challenges 

The Spirit of St. Louis (1927) 

Source: www.charleslindbergh.com   
Airbus A380 (2005) 
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Trillion Node Era - A Security Nightmare? 

 Trillions of Devices available! Are they going to be “secure”?  

 What does “secure” mean ? How do we assess it system-wide? 

 Who manages the devices and their lifecycle (e.g. updates)? 

 What about the info they emit? What is the benefit vs. misuse ratio? 

 What about privacy issues in a fully-interconnected Future Internet? 

 What is the impact on the real-world? 

 What about critical infrastructures? 
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Towards highly interconnected complex systems 

Source: IMC-AESOP Project 
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Trends 

- Increasing usage of Internet Technologies e.g. TCP/IP, web services etc. 

• Information Driven Interaction vs. Communication focus 

• Distributed Business Processes 

• Virtualization and Cloud Computing 

• Multi-core Networked Embedded systems and GPU computing 

• SOA-ready devices and systems 

- Commercial DBs and tools for vizualisation & management 

- Integration with business systems e.g. ERP, GIS etc. 

- High performance analytics, asset management, reporting, etc. 

- Drivers: minimize cost  + optimize performance 
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Machine-to-Business (M2B) Interactions 
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Cross-Domain Heterogeneous Device Collaboration 
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Stuxnet capabilities 

 Utilized zero-day exploits i.e. security holes that the software developers were 

unaware of. 

 Its code was obfuscated and difficult to reveal its functionality. Even today we do 

not understand it in its hole. 

 A custom encryption algorithm was used for its configuration data. 

 It took advantage of the private network (not connected in the Internet) to 

automatically update itself once a new copy of it was discovered. Hence an 

infected machine with newer Stuxnet version in the network would result in all 

existing Stuxnet installations to be upgraded to that version. 

 It utilized peer-to-peer networks to dynamically discover and communicate 

(update) with all Stuxnet installations. All of the actions were done in memory and 

therefore no disk evidence (files) exists.  

 It kept an infection counter 
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Stuxnet capabilities 

 Had a highly modular architecture. 

 Was masking under legal programs. 

 Deployed anti-virus detection mechanisms. 

  Could detect Internet connectivity and only then would attempt to connect to its 

Internet hosted Command & Control center. 

 Elevated privileges (via specific exploits) in an unpatched machine in order to 

have the necessary execution rights 

 Would infect in a very specific way only targeted systems (highly target-

customizable). 

 Had strict self-scalability control i.e. it would contain safeguards to prevent 

infected computers spreading the worm to more than three others. 
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Stuxnet capabilities 

 Had an un-install mechanism which removed itself (self-lifecycle management). It 

was programmed to erase itself on 24-June-2012 (stop spreading only -- the 

malfunction continues). 

 Contains, among other things, code for a man-in-the-middle attack that fakes 

industrial process control sensor signals; hence processes and tools relying on 

the data it generates would falsely depict further ``normal'' values and 

functionality that did not mirror the actual real world.  

 Deployed legitimate digitally signed device drivers (with stolen private keys of 

two certificates that were stolen from separate companies) 

 Had external websites configured as command and control (C&C) servers. This 

would enable various monitoring and control activities (if Internet was available) 

including industrial espionage by uploading information (originating internal 

connections to external servers are usually ``acceptable'' flows by firewalls) 
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Stuxnet: Lessons Learned 

 Security awareness low and risk assessment is faulty. 

 Many live on the “don’t touch a running system” / “I am not on the Internet” motto 

 Security problems of 2+ years old were not addressed 

 Lifecycle management of assets and processes has to include security and be 

adjusted/revised on-demand for critical systems 

 Do NOT trust single sources of data / verify independently (multiple information 

paths / checks). 

 Security 101: ask/verify/check security/safety/quality requirements on supplier 

 Prepare for the known threats, and plan for the unknown (e.g. via heuristics) 
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SCADA Evolution 
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Next generation of SCADA/DCS … towards cloud-based 

CPS systems 
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A new cloud-based approach for industrial automation 

www.imc-asesop.eu 
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What is this? 

Should you worry about it? 
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“known” physical world camouflage in an office near you 

• Onboard high-gain 802.11b/g/n wireless. 

• Onboard high-gain Bluetooth (up to 1000'). 

• Onboard dual-Ethernet. 

• Fully functional 120/240v AC outlets!. 

• Includes 16GB internal disk storage. 

• Includes external 3G/GSM adapter. 

• Includes all release 1.1 features. 

• Fully-automated NAC/802.1x/RADIUS bypass. 

• Out-of-band SSH access over 3G/GSM cell networks!. 

• Text-to-Bash: text in bash commands via SMS! . 

• Simple web-based administration with "Plug UI". 

• One-click Evil AP, stealth mode, & passive recon. 

• Maintains persistent, covert, encrypted SSH access to 

your target network [Details]. 

• Tunnels through application-aware firewalls & IPS. 

• Supports HTTP proxies, SSH-VPN, & OpenVPN. 

• Sends email/SMS alerts when SSH tunnels are 

activated. 

• Preloaded with Debian 6, Metasploit, SET, Fast-Track, 

w3af, Kismet, Aircrack, SSLstrip, nmap, Hydra, dsniff, 

Scapy, Ettercap, Bluetooth/VoIP/IPv6 tools, & more. 

• Unpingable and no listening ports in stealth mode. 

 

http://pwnieexpress.com/pages/pwn-plug-software-release-1-1
http://pwnieexpress.com/pages/nac-802-1x-bypass
http://pwnieexpress.com/pages/plugui
http://pwnieexpress.com/pages/remote-access
http://pwnieexpress.com/pages/pwnplug-toolkit
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Searching for Devices online 

www.shodanhq.com 
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Duqu, Flame, Operation Shady RAT, Gauss … 

Flame can spread to other systems over a local 

network (LAN) or via USB stick. It can record 

audio, screenshots, keyboard activity and network 

traffic.[6] The program also records Skype conversations 

and can turn infected computers into Bluetooth beacons 

which attempt to download contact information from 

nearby Bluetooth-enabled devices. This data, along with 

locally stored documents, is sent on to one of several 

command and control servers that are scattered around 

the world. The program then awaits further instructions 

from these servers. 

 

Duqu looks for information that could be useful in 

attacking industrial control systems. Its purpose is not to 

be destructive, the known components are trying to gather 

information. However, based on the modular structure of 

Duqu, special payload could be used to attack any type of 

computer systems by any means and thus cyber-physical 

attacks based on Duqu might be possible.  

 

Gauss: another example of a cyber-espionage toolkit 

based on the Flame platform 

Source: wikipedia 

https://www.securelist.com/en/blog/208193522/The_Flame_Questions_and_Answers 

http://en.wikipedia.org/wiki/Local_network
http://en.wikipedia.org/wiki/Local_network
http://en.wikipedia.org/wiki/Local_network
http://en.wikipedia.org/wiki/USB_stick
http://en.wikipedia.org/wiki/USB_stick
http://en.wikipedia.org/wiki/USB_stick
http://en.wikipedia.org/wiki/Screenshot
http://en.wikipedia.org/wiki/Keystroke_logging
http://en.wikipedia.org/wiki/Keystroke_logging
http://en.wikipedia.org/wiki/Keystroke_logging
http://en.wikipedia.org/wiki/Packet_capture
http://en.wikipedia.org/wiki/Packet_capture
http://en.wikipedia.org/wiki/Packet_capture
http://en.wikipedia.org/wiki/Flame_(malware)
http://en.wikipedia.org/wiki/Flame_(malware)
http://en.wikipedia.org/wiki/Flame_(malware)
http://en.wikipedia.org/wiki/Skype
http://en.wikipedia.org/wiki/Bluetooth
http://en.wikipedia.org/wiki/Industrial_control_systems
http://en.wikipedia.org/wiki/Industrial_control_systems
http://en.wikipedia.org/wiki/Industrial_control_systems
http://en.wikipedia.org/wiki/Industrial_control_systems
http://en.wikipedia.org/wiki/Industrial_control_systems
https://www.securelist.com/en/blog/208193522/The_Flame_Questions_and_Answers
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Only always-on devices are under continuous threat… 

Let’s turn off the computers / 

devices … to be secure! 

Quiz: Would that work out? 

Intelligent Platform Management Interface 

 

- IPMI is active once the server is connected to power. 

It does not depend on the server to be actually 

"switched on".  

- IPMI is implemented as a specific circuit on the 

motherboard. Sometimes, you may find it on an 

optional plugin board. But it does not require CPU, 

RAM or other components 

- It may use an existing network card, and doesn't 

necessarily need a dedicated network card 

- Aimed at remote admin monitoring 

Source: https://isc.sans.edu/diary.html?storyid=13399 
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How do we capture reality when perceptions vary ? 
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Remember that … 

Up to now most security problems in Internet  

resulted in disturbing services and/or image/money loss … 

… but in Cyber-Physical System (CPS) dependent Infrastructures … 

the impact might be more real than ever… especially on the physical part! 

 

Most of the CPS driven Industrial Infrastructures (and critical ones) rely on 

Europe, Japan and US.  

 

Targeted attacks may have devastating effects. 
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