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• Several active threat intelligence sharing projects already implemented   

• Fairly trivial problem from a technical perspective 

• Standardized frameworks for “sharing” available 

• As with many CERT topics, it is subject to the risk of over analysis and 

unnecessary complications due to a priori assumptions 

• We will observe some of the key properties of a successful sharing 

projects on a national level

THE CURRENT LANDSCAPE
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• Codenomicon cooperates with several CSIRTs around the planet, many 

of which operate on a national level 

• We had the pleasure of witnessing successful threat intelligence sharing 

projects materialize between CSIRTs 

• Considering the potential benefits of these projects, it is hopefully 

useful to examine some of the important properties that (with high 

probability) determine their success 

THE CODENOMICON CONNECTION

EFFICIENT THREAT INTELLIGENCE SHARING IN THE REAL WORLD



‹#›

EFFICIENT THREAT INTELLIGENCE SHARING IN THE REAL WORLD



‹#›

• How do we leverage the linear growth in the maturity level of a CSIRT 

against an apparent exponential growth in abuse 

• Since the dawn of time, the human race has been facing this 

fundamental problem of CSIRT operations 

• Codenomicon has been addressing that problem in cooperation with 

CSIRT for many years 

• The governing factor in our approach is automation 

THE FUNDAMENTAL QUESTION
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• Automate everything and let the analyst sort it out 

• Focus on automating the critical components to any CSIRT operation; 

data-(acquisition, processing, reporting) 

• The main objective is to provide CSIRTs with stable framework for 

implementing automation on the labor intensive parts of its daily 

operations 

• Enable a rapid but sustainable gain of CSIRT maturity

AUTOMATE EVERYTHING*
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NCSC-FI, THE CSIRT FORMERLY KNOWN AS CERT-FI:  
DRASTIC INCREASE IN PROCESSED INTEL

• 2006, from 1000 processed 
incidents to 100000 

!

• 2014 estimate is 600000 
incidents

IMPACT OF AUTOMATION
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AbuseHelper
https://bitbucket.org/clarifiednetworks/abusehelper

AbuseSA
http://www.codenomicon.com/products/abusesa/

AUTOMATE EVERYTHING*

https://bitbucket.org/clarifiednetworks/abusehelper
http://www.codenomicon.com/products/abusesa/


APPROACH GETTING POPULAR!

Adopters
Looking to adopt
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• The inconvenient truth is that even with the availability of efficient 

methods for sharing threat intelligence, the success and sustainability 

of the sharing project will (with high probability) be determined by the 

maturity level of the CSIRTs involved 

• Should emerge as a natural extension to the CSIRT operation after a 

certain maturity / confidence level is reached 

• Premature / forced sharing efforts tend to end up as a recursive 

requirement analysis loop

IS THIS BUT A DIGRESSION?
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• Building TI sharing projects between CSIRTs on top of compatible 

frameworks makes everything better 

• Sharing threat intel is then a trivial effort on the technical level 

• Data integration to existing workflows becomes trivial (the response) 

• Extensions are readily available, shared knowledge through 

collaborative augmentation etc. 

• Sharing becomes more about building lasting trust relationships instead 

of bonking heads over implementation details

AND THE POINT?
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INGREDIENTS MATRIX OF SILLY POINT MAKING

EFFICIENT THREAT INTELLIGENCE SHARING IN THE REAL WORLD

SOURCE 
ACQUISITION

DEPLOYMENT 
TIME

PRODUCTION 
TIME

COMPATIBLE 
FRAMEWORKS

EASY MINIMAL MINIMAL

WORKFLOWS X X X

INTEGRATION EASY X X
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• Active IoC sharing between national CSIRTs 

• Rapid implementation possible once the potential of collaboration is 

identified, compatible frameworks / workflows 

• With minimal commitment of resources required, the value of the 

project is determined by the quality of data being shared 

• The project can continue to evolve over time based on the flexibility of 

the underlying framework, e.g. start with minimal definition of IoC and 

allow it to expand based on real requirements  

THE REAL WORLD, NCSC-FI AND CERT-UK
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And then suddenly, we are in the position of exploring 
the potentials of sharing threat intelligence with 
other sources by evaluating the benefits of such 
scenarios … in contrast to letting the ever-changing 
data govern such efforts 
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SHARED SITUATIONAL AWARENESS ACROSS NATIONAL BORDERS

ENABLING LOCALIZED IOC’S TO COMPLEMENT A MULTI-
NATIONAL SITUATIONAL AWARENESS
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COMMON UNDERSTANDING OF CRIMINAL INFRASTRUCTURE EVOLUTION

COMPLEMENTED BY A FIXED-POINT STATE
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ENABLING REALTIME MITIGATION BETWEEN NATION STATES

ENABLING SHARED MITIGATION THROUGH COMPATIBLE 
WORKFLOWS 
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