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Workshop on Cyber Security for Public Transport in Smart Cities

Hosted by DG MOVE — Brussels, Belgium — 8™ of October 2015
Venue: Directorate-General for Mobility and Transport (DG MOVE)
Rue Demot 28/Demotstraat 28, 1040 Bruxelles/Brussel, Belgique

Agenda

TIME | PRESENTATION

9:00
Welcome coffee
9:30

9:30  |ntroduction — ENISA and DG MOVE

e Evangelos Ouzounis (Head of Unit ENISA)
10:00 © Robert Missen (Head of Unit DG MOVE)

10:00 Session 1: Securing data exchanges for public transport in Smart Cities

Public transport operators in Smart Cities exchange data with other stakeholders. This session presents a list of good

10:45 practices to secure data exchange for a transport operator depending on the maturity level of the Smart City.

10:45
Coffee Break
11:00

11:00 | Session 2: Protecting the critical assets of public transport systems

The critical assets of a public transport system need to be protected from cyber threats, as a service failure has an
impact on the society and the economy. This session details the main threats to these assets as well as good practices
to enhance the security level. Recommendations are also issued for various stakeholders (Transport operators,

11:45 Municipalities, Manufacturers, Member States...).

11:45 Session 3: Practical exercise — Validating recommendations

In this session, participants will gather in small groups and evaluate the proposed recommendations in order to
validate ENISA studies. They will assess their application and the prerequisites to deploy them effectively. This session
will be the occasion for stakeholders to exchange their vision in mixed groups.

13:00

13:00
Lunch offered by ENISA
14:00

14:00 Session 3: Stakeholders’ presentations

e  “Options for cyber security in European land transport” — Leon Brain (DG MOVE)
e  “Cyber security threat landscape for public transport” — Sergey Gordeychik (Securing Smart Cities / Kaspersky)
e  “Challenges of Public Transport operators facing cyber threats” — Thomas Kritzer (Wiener Linien)

15:30 o  “Cyber security in modern railways — building of a strategy” — José Pires (UIC International Union of Railways)

15:30
Coffee Break
15:45

15:45  Panel / Q&A

16:30 e Thomas Kritzer (Wiener Linien)
e José Pires (UIC International Union of Railways)
e Sergey Gordeychik (Securing Smart Cities / Kaspersky)
e Representative from Alstom

16:30 | End of workshop
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Meeting Venue

The meeting will take place at Directorate-General for Mobility and Transport (DG MOVE), Rue Demot
28/Demotstraat 28, 1040 Bruxelles/Brussel, Belgique

The meeting room is SALLE F. LAMOUREUX (DM28-00/54)

How to get to the venue from the Airport

DG MOVE is located in the European quarter of Brussels (500 m from the Metro station Schuman).
A map is available online: http://ec.europa.eu/transport/about-us/dgmove-map.pdf

Address:
Rue J.-A. Demot, 28
B — 1040 Brussels

Public transport:
e Metro station “Schuman” (lines 1 and 5)
e Train station “Bruxelles-Schuman” or “Bruxelles-Luxembourg”
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