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Who are we ?

PART I

The Hague, Netherlands

EUROPOL’s mandate:

« supporting Member States action to combat
and prevent serious organised crime,
cybercrime and terrorism »
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Who are we ?



The organisation



The organisation



The organisation





SIM-Swapping

PART II

Exploit the ability to seamlessly port a phone number to a device

SIM-Swap fraud is an account take over 
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SIM-Swapping

Hi, I work for the Business 
Department of XX, and cannot 
login. I talked to Clara before. If 
she’s not in, maybe you can help 
me.

Hi, just a moment. I 
will help you shortly. 

Thanks. Here is my profile. Can you 
try if it uploads to you. 
http://t.co.accnt.t.co

Sure, just a moment. 

Thanks Ronda, you’re great! 

Much appreciated 
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SIM-Swapping

Bank accounts Social Media Wallets



SIM-Swapping case example

PART III

• Organized Crime Group (OCG)
• hacking
• blackmailing
• Sim-Swapping
• Account Take Over

• OCG found AUG 2020.
• Activities known from MARCH 2020.
• Dismantled FEB 9 2021

• Celebrity targets

• In excess of USD 100 Million losses
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• A dozen members, online presence larger
• Many in their teens, some in their 20’s. 
• US, UK, CA, MT, BE, also other countries

• Social engineering on Telco’s

• Choosing public figures as targets (sports stars, 
artists, etc).

• Blackmailed targets, SWATTING, pizza -bombing

“release XX from 
custody, or we will 
publish your 
emails LOL”

“Z fckd up. Pizza it is 
then…. LOL ”
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International cooperation

1.Core members of the group were finally identified in EUROPE

2.They were living in different jurisdictions 

3.Some of them are juveniles 

4.Unlikely to get extradition to the USA 
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• Simultaneous house searches and 8 arrests in 4 countries (UK, US, CA)

• MT, BE arrests earlier

• Europol Virtual Command Post (VCP) Support from EC3 AP Terminal

Action day: 9th of February
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Europol can support you in your 
investigations. 

Private Sector Partners

Details

IP
 s

Date

ETC

EC3

Siena
Secure Information Exchange 
Network Application
Classifications for information
Secure messages to other 
countries

Analytical support
Europol databases
Europol analytical tools

Forensic Support
Anti-Encryption tools

Europol Mobile 
Office
Support Law Enforcement on-
site during action days
Virtual Command Post (VCP)

Funding
Travel
Special equipment

Europol EC3
European
Cybercrime
Center
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Prevention and awareness



www.europol.europa.eu

Thank you for your 
attention


