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Any organization is a potential target

The threat is
VERY HIGH



How ransomware works
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• Breaching the perimeter

• Automated attacks

• Human-operated attacks (RaaS)

• Data theft and leak



Conti leak-site
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Impact on telecoms from ransomware

18. oktober 2021

• Office network down

• No remote access to management network

• No access to tools or data

• Office phones not working

• Customers do not have access to support

• Customers do not have access to self-service portals

• Data theft and leak

Mobile- and fixed internet services are still working



What makes the telecoms infrastructure robust?

18. oktober 2021

• Logical separated from the internet and office network

• No mail clients and no direct remote access (?)

• Proprietary Linux / Unix based operation system

• Software upload protected by digital signature

• Password required to configure critical infrastructure

• The management network is not that critical

• Hackers prefer the low-hanging fruits

• Anything else?



Risks
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• Poor separation between office network and management network

• Windows OS in telecoms infrastructure

• Ransomware targeting Linux / Unix (non-Windows OS)

• Mail-clients in the management network

• Remote connections to telecoms infrastructure (management and support)

• Virtualized telecom infrastructure running on COTS servers

• Ransomware targeting hypervisors

• Outsourcing (IT-hosting, Cloud, Support, Managed service)

• 5G native cloud core

• Open RAN

• Supply chain attacks

• Digital concentration
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Questions or remarks?

Mail: jenogg@cfcs.dk


