NIS CG - WORK STREAM 10

AGENDA

MEETING OF THE WORK STREAM 10 OF THE NIS CG

12 OCTOBER 2021, 10:30-17:30 EEST
ELECTRA METROPOLIS ATHENS
HYBRID EVENT, CLOSED MEETING OF NIS CG WS10

MEETING DATE
MEETING VENUE
MEETING TYPE

On the 12" October 2021, 10:00-18:00 EEST, ENISA hosts the NIS CG — Work Stream 10 meeting, in Athens and online.
During the event, the Work Stream will discuss current and emerging cybersecurity matters relevant to the sector, share
good practices and discuss future work.

Covid-19 Notice: We warmly welcome everyone to join physically. The current restrictions in Greece however only allow
attendance with a vaccination or a recovery certificate.

Contact point: In case you have any questions or issues:
Evangelos.kantas@enisa.europa.eu, +30 6936566582, Marnix.Dekker@enisa.europa.eu +30 6956610736

(giE”S'% Presentation Title Speakers
10:00 Welcome Coffee

10:15  Online Joining Time

10:30 = Opening by the chairs Marcin Domagala, PL - Finn Petersen, DK
10:40 @ Update on NIS2 by the European Commission Benjamin Boegel, DG CONNECT, H.2
10:50  Tour de Table — Member States Member States

11:30 DNS4EU European Commission, H.4 (TBC)

11:50 Coffee Break

12:00  DNS Cybersecurity John Todd, Quad9

12:20 E(Ia\lripct:e)é?ﬁ/r:ecurity from a TLD Registry Operators Dirk Jumpertz, EURId

12:40 TBC ICANN (invited, TBC)

13:00 Debate — Questions - Discussion All participants

13:20  Lunch Break

14:30  Closed Working Meeting Work Stream 10

16:00 Coffee Break

16:10  Closed Working Meeting Work Stream 10

17:30  End of the day — Wrap-up

20:00 Joint Dinner with ECASEC EG ‘Elaia Restaurant’, Plaka
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13 OCTOBER 2021, 10:30-12:30 EEST
ELECTRA METROPOLIS ATHENS

HYBRID EVENT, CLOSED MEETING OF NIS CG WS10 AND ECASEC EG

On the 13" October 2021, 10:30-12:30 EEST, the experts of the NIS CG — Work Stream 10 and ECASEC EG are meeting to
discuss common issues and approaches.

Covid-19 Notice: We warmly welcome everyone to join physically. The current restrictions in Greece however only allow
attendance with a vaccination or a recovery certificate.

Contact point: In case you have any questions or issues:
Evangelos.kantas@enisa.europa.eu, +30 6936566582, Marnix.Dekker@enisa.europa.eu +30 6956610736,

Georgia.

Bafoutsou@enisa.europa.eu, +30 6936000179

09:30
10:15

10:30

11:00

11:20

11:40

12:30

Welcome Coffee
Online Joining Time

Opening by the Chairs
Update for the activities of each Group

Legal opinion on the scope of NIS/EECC

ENISA 5G Matrix

Q&A, Discussion: 1) What are common threats between the two groups (bgp, ransomware) , 2) Could we tackle things

Warna Muzenbrock, NL, Marcin Domagala, PL

Boryana Hristova-llieva, Unit for Cybersecurity and
Digital Privacy, DG CNECT

Slawomir Bryska, Goran Milencovic, ENISA

together (synergies, opportunities) , 3) Common challenges (crossborder/cross sector supervision)

Networking Lunch

SOCIAL EVENTS

Tuesday 12 October: Joint dinner between ECASEC EG and the NIS CG WS10 of competent authorities for Digital

Infrastructure — meet at 19.30 Hotel Electra Metropolis lobby

Wednesday 13 October: Joint cocktail with Telecom Security Forum Participants - meet at 19.00 Hotel Electra

Metropolis lobby
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AGENDA

ENISA TELECOM SECURITY FORUM

MEETING DATE 13 OCTOBER 2021, 14:00-19:00 EEST
MEETING VENUE ELECTRA METROPOLIS ATHENS, HYBRID EVENT
MEETING TYPE HYBRID CONFERENCE

On the 13 October, 14:00 -18:30 EEST, ENISA organizes the first ENISA Telecom Security Forum Athens and online.

The ENISA Telecom Security Forum focuses on emerging issues related to telecom security across Europe and aims to
promote collaboration between the electronic communications providers and telecom security Authorities, focusing on

e Sharing of good practices and experience on coping with latest security threats;

e Discussing the latest developments on the Electronic Communications Framework and other legislative initiatives in a
European but also national levels and exchanging views on identified implementation and issues;

e Presenting emerging technologies and relevant initiatives.

INVITATION

We welcome relevant experts from the public and the private sector, i.e. experts working at telecom operators, vendors,
suppliers, telecom consultancies, industry associations, national authorities, but also cybersecurity experts, policy makers with
an interest in telecom security, etc.

Covid-19 Notice: We warmly welcome everyone to join physically. The current restrictions in Greece however only allow
attendance with a vaccination or a recovery certificate.

BACKGROUND

For the last 11 years, ENISA works closely with EU telecom security authorities, members of the ECASEC Expert Group.
ECASEC EG, formerly known as the ENISA Article 13a group, has as a goal to implement Articles 40 and 41 of the European
Electronic Communications Code (EECC), including telecom security provisions and regulating supervision of electronic
communication providers.

ENISA is consistently promoting the connection between the telecom security Authorities, members of the ECASEC EG and the
telecom industry. Below are some examples of previous ENISA's work in the sector:

e Telecom Security Authorities meeting in Brussels

e ENISA Article 13a Expert Group meeting in Stockholm

More details about the ECASEC EG, guidelines, etc are available on the Resilience Portal

CONTACT POINT
In case you have any questions or issues:

Georgia.Bafoutsou@enisa.europa.eu, +30 6936000179, Marnix.Dekker@enisa.europa.eu +30 6956610736
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. Time . .
Session (EEST) Presentation Title Speakers

13:30 Joining Time — Welcome Coffee
13:45 Online Joining Time

Evangelos Ouzounis, Head of Policy
Development and Implementation Unit,
ENISA
) ) Warna Muzenbrock,
14:00 Welcome and introductions Radiocommunications Agency, The
Netherlands

George Stefanopoulos, Greek Mobile
Operators Association

NIS Directive 2 — Latest updates and what that means for Boryana Hristova- Hiieva, Unit for

14:10 Cybersecurity and Digital Privacy, DG
telecoms CNECT
> . N
% 14:30 st%prsrwsmn Obligations under the EECC — The ZOOM Magnus Falk, ZOOM
O
o
14:50 EECC/NIS2 impact on telecoms Paolo Grassia, ETNO
. ) . Kinga Pawlowska, Media Law Firm
15:10 NIS2 and telecoms - case study of the Polish law proposal (Kancelaria Prawna Media, Poland
15:30 Coffee Break
15:40 Sub-sea fibre network Remi Van de Calseijde, Liberty Global
-
S 16:00  SIM Swapping Patrick Bergot, Europol
E = J O Centre for Cyb it
% 5 16:20 Threat from ransomware on the telecoms sector Dens ggesen, Lentre for Lybersecurty-
= E enmark
16:40 MANRS Project Kevin Meynell, ISOC

17:00 Coffee Break

Julie Ruff, Deputy Head of Unit
Cybersecurity Technologies and Capacity
building, European Commission DG
CNECT

17:10 5G Cybersecurity: work of the WS on 5G of the NI CG

Silke Holtmans, Adaptive Mobile

17:30 Secure Integration of 5G Private Networks Security, ENISA AG

17:50 Securing your 5G infrastructure to the edge and beyond Pramod Nair, CISCO

NEXT GENERATION
NETWORKS

18:10 Network Equipment Security Assurance Scheme (NESA S) = James Moran, GSMA
18:30 End of the day — Wrap-up

19:00 Joint cocktail for Telecom Security Forum participants
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AGENDA

MEETING OF THE ECASEC EG OF TELECOM SECURITY AUTHORITIES

MEETING DATE
MEETING VENUE
MEETING TYPE

14 OCTOBER 2021, 10:00-16:00 EEST
ELECTRA METROPOLIS ATHENS
HYBRID EVENT, CLOSED MEETING OF ECASEC EG

On the 14™ October 2021, 10:00-16:00 EEST, ENISA hosts the 35" meeting of the ECASEC EG of Telecom Security
Authorities, in Athens and online.

Covid-19 Notice: We warmly welcome everyone to join physically. The current restrictions in Greece however only allow attendance
with a vaccination or a recovery certificate.

Contact point: In case you have any questions or issues:
Georgia.Bafoutsou@enisa.europa.eu, +30 6936000179, Marnix.Dekker@enisa.europa.eu, +30 6956610736

Time : .
(EEST) Presentation Title Speakers
09:30 Welcome Coffee
09:45  Online Joining Time
10:00 Opening by the Chair - Adoption of the agenda Warna Munzebrock, Radiocommunications Agency, The
) Netherlands
I: Brief update on the activities of other groups: Boryana Hristova- Hlieva, Unit for Cybersecurity and Digital
10:10 Commission, BEREC Privacy, DG CNECT
' Tim Masy-BIPT, Katja.Kmet-Vrcko-AKOS, Representatives of
BEREC Ad hoc 5G CS WG
10:30 = ENISA Supply chain threat landscape Apostolos Malatras, ENISA
10:50 Overview of ClAuth attacks Martin Kacer - Georgia Bafoutsou, ENISA
11:15 Coffee Break
11:30 ~ BEREC Guidelines on the topic "network Wilhelm Schramm, BEREC
termination point
12:00 @ SIM Swapping Francesco Bernabei, AGCOM (ltaly)
. Consumer Outreach by providers of electronic .
12:30 communications Georgia Bafoutsou, ENISA
12:50 Lunch Break
14:00 = Update of ENISA’s work in 5G: NFV Security Evgenia Nikolouzou, Goran Milencovic, ENISA
Discussion on recent Facebook outage and
streamlining reporting process
14:30 . . , . All Members
Discussion about next year’s projects
Round Table
15:30 = AOB, Next meeting, Wrap-up All Members
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