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AGENDA

ENISA’s work in maritime cybersecurity
» Overview of ENISA’s activities

* Previous ENISA work in maritime

« TRANSSEC

ENISA’'s 2019 report on port cybersecurity

* Presentation of main findings
* Discussion on conclusions / recommendations

Open discussion on future ENISA activities in maritime
* ENISA’'s 2020 report
» Brainstorming / other suggestions
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ENISA'S WORK IN
MARITIME
CYBERSECURITY




POSITIONING ENISA'S ACTIVITIES
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RELEVANT ENISA REPORTS

ANALYSIS OF CYAER SECURITY ASPECTS N
THE MARITINVE SECTOR
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Securing Smart Airports
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Cyber Security and Resilience of

smart cars
Good practikes and neccmimendations
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Cyber security for Smart Cities

An architecture model for public transport
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Communication network
dependencies for ICS/SCADA
Systems

Cyber Security and Resllience of
Intelligent Public Transport

Good practices and recommentationg




TRANSSEC — MARITIME WORK STREAM
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WORKSHOP AGENDA AND OBJECTIVES

26 NOVEMBER, 2019

08.30 - 09.00
09.00 - 09.05
09.05 - 09.20

09.20 - 09.40

09.40 - 10.00

10.00 - 10.15

10.15-10.35

10.35-11.15
11.15-11.30

11.30 - 13.00

13.00 - 14.00

14.00 - 14.20
14.20 - 14.40

14.40 - 15.00

15:00 - 15:20
15:20 — 15:30

15.30 - 16.15

16.15-16.30

EVENT
WELCOME SESSION

Registration & Welcome Coffee
Welcome & Opening
Welcome speech

Cybersecurity in the Maritime Sector: Implementation of the EU
regulatory framework and EC initiatives

Implications of addressing the needs of cybersecurity in the conduct
of the European Commission's maritime security inspections

Cyber threats: adapting and updating your Port facility security
assessment

Situational awareness: known cybersecurity incidents targeting
ports

SPEAKERS / PANELLISTS

Dr. Athanasios Drougkas, NIS Expert, ENISA
Maja Markov¢i¢ Kostelac, Executive Director, EMSA
Dr. Nineta Polemi, Programme Manager- E.U. Policies, DG CONNECT, European Commission

Christian Dupont, Senior expert — Inspections de Sireté Maritime, DG MOVE, European
Commission

Luca Gargano, Project Officer for Maritime Security & Ruben Panes, Project Officer for Port
State Control & Environment, EMSA

Chronis Kapalidis, Europe Representative, Hudson Cyber

ENISA’S 2019 REPORT ON GOOD PRACTICES FOR PORT CYBERSECURITY

Presentation of study findings and open discussion
Coffee break

ENISA’s work in maritime cybersecurity
. Discussion on 2019 ENISA report (continued)
. Discussion on ENISA’s future activities

Lunch offered
INFORMATION SHARING IN THE MARITIME SECTOR
ENISA’s recommendations for ISACs

Good practices from European Rail ISAC

Good practices from Port of Rotterdam ISAC

How to create the PPP and ISAC in cybersecurity — the roadmap
Coffee break

Discussion panel: Good practices for ISACs
Previous speakers & audience
(Moderator ENISA)

Conclusions, open discussion & wrap up
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ENISA

ENISA, Audience

Dr. Athanasios Drougkas, NIS Expert, ENISA
Olivier de Visscher, Co-Chair of the European Rail ISAC

Ward Veltman, Cyber Security & Risk Officer, Program manager FERM, Port of Rotterdam &
Elserike Looije, Senior advisor maritime cybersecurity, National Cyber Security Center The
Netherlands

Magdalena Wrzosek, Head of Strategic Analysis and Emerging Technologies Team, NASK PL

ENISA, Audience
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ENISA 2019 REPORT:
GOOD PRACTICES FOR
PORT CYBERSECURITY




PORTS ARE UNDER ATTACK!

Long Beach Port terminal hit by ransomware attack

OOE®®

d2CNBC

MENU MARKETS BUSINESS NEWS INVESTING TECH POLITICS CNBC TV

COSCO Shipping Lines Falls Victim to Cyber
Attack

ENTERPRISE

TECH | MOBILE | SOCIALMEDIA | ENTERPRISE | CYBERSECURITY | TECH GUIDE

COSCO Shipping Lines confirmed that it
has been hit by a cyber attack impacting
its internet connection within its offices in
America.

Shipping company Maersk says
June cyberattack could cost it g) I‘ali-crhalelrm’\f.mﬁay‘st‘and GM, BiackRidge Technalogy
up to $300 million

Worried about cyber pirates

Police warning after drug traffickers' hijacking autonomous

cyber-attack ships? Focus on port One cyber attack can cost major APAC

By Tom Bateman b . f' ports $110B
Reporier, Today programme cy e rs e c u r Ity I rSt In an "extreme” scenario, a single software virus infecting 15 ports across five Asian markets including Singapore,

Japan, and China, can result in losses totalling $110 billion, estimates a new study, which notes 92% of such costs
remain uninsured.

@ 16 October 2013 f © w [ < shae

The head of Europe’s rime . - Port of San Diego suffers cyber-attack,
fighting agency has warned of the ; .- . .
s second port in a week after Barcelona

growing risk of organised crime
groups using cyber-attacks to )
Cyber-attacks have now been reported at three ports in the last two months

allow them to traffic drugs.

The director of Europol, Rob
Wainwright, says the internet is being
used to facilitate the international drug Eaicr this year irug raffick

trafficking business. the computer rolling shipping containers By lonut llascu S lber st RS Geist 4
at the port of Antwerp

Port of Barcelona Suffers Cyberattack

His comments follow a cyber-attack

on the Belgian port of Antwerp ,
Nirnn trafficlrare racnitnd hacliare 40 hraach 1T cvuctame that cantrallad tha v r ‘\
i ! L R
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ENISA 2019 REPORT: PORT
CYBERSECURITY

 Good practices for cybersecurity in the maritime sector
(port security)

 Target audience: Port CISOs/CIOs
« Scope: Entire port ecosystem, IT/OT
» Interviews with 14 stakeholders of the port ecosystem from 11 MS

* Objectives: build a baseline of good practices to ensure cybersecurity of
port systems and services

()

« Contents:

High-level reference model
Asset Taxonomy

Threat taxonomy

Attack Scenarios

Security Measures
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EU AND INTERNATIONAL POLICY CONTEXT

International

IVIO

INTERNATIONAL

MARITIME
EU'IeVEI ORGANIZATION
National
IT-Grundschutz 7 |E" ]
5 Code of Practice
Cyber Security for
2 Ports and Port Systems
V- /5 e
IT Grundschutz
EMSA
SafeSeaNet -

EU CYBERSECURITY

ACT
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THE NETWORK AND INFORMATION
SECURITY DIRECTIVE

National NIS Strategies
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IDENTIFICATION OF OES IN THE
WATER TRANSPORT SECTOR

MS shall define the criteria for the identification of OES
and identify the OES among the following:

* Inland, sea and coastal passenger and freight water transport companies
(Annex | to Regulation (EC) No 725/2004)

» Managing bodies of ports (point (1) of Article 3 of Directive 2005/65/EC),
including their port facilities (point (11) of Article 2 of Regulation (EC) No
725/2004), and entities operating works and equipment contained within
ports.

« Operators of vessel traffic services (point (0) of Article 3 of Directive
2002/59/EC)
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CYBERSECURITY ACT

ENISA Reform

An EU Agency for Cybersecurity
Stronger Mandate

EUROPEAN

COMMISSION Permanent Status
Adequate Resources

Brussels, 13.9.2017

COM(2017) 477 final
2017/0225 (COD)
Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL E U Cy b ersecu ri ty C e rt i ﬁ Cat i on
g e M g il il e e i Framework

("'Cybersecurity Act'')

« One framework, many schemes
(Text with EEA relevance) . .
T sl » Certificates valid across all MS

{SWD(2017) 501 final}

{SWD(2017) 502 fnal  Roles for MS and ENISA

* Voluntary and risk-based approach; any
need for mandatory schemes to be identified
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THE EU CYBERSECURITY
CERTIFICATION FRAMEWORK

SCCG ECCG

a4

f

Union Rolling Work Programme

1: ldentification of strategic priorities
2: Preparation of a Candidate Scheme
3: Adoption through an Implementing Act
4: Certification against this scheme and issue

of an EU Cybersecurity Certificate
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PORT SERVICES AND INFRASTRUCTURE
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PORT SERVICES FREIGHT FISHING
BOATS VESSELS BOATS
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Marine infrastructure

PORT 1 1 d ]
v \ 4 \ 4 \ 4
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SERVICES
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& VESSEL LOADING/
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Inland
aterways TEMPORARY STORAGE &
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Roads
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SUPPORT
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SAFETY SERVICES
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OVERVIEW OF PORT STAKEHOLDERS

VESSELS DELIVERY CHAIN

| |
n N\

; PORT TERMINAL
PORT AUTHORITY OPERATORS

Harbour master Administration & Finance

Safety & Security Marketing & Communications
Administration & Finance Infrastructure & OT Management
Marketing & Communications Information Technology & Cybersecurity

Infrastructure & OT Management
Environmental & Territorial Management
Information Technology & Cybersecurity

Logistics

L& ; B <>
’] -
SERVICE PROVIDERS OTHER ENTITIES OTHER BODIES

17 | ENISA 2019 report on good practices for port cybersecurity



PORT SYSTEMS REFERENCE MODEL

MARITIME
STAKEHOLDERS”
SYSTEMS

SHIPPING
COMPANY

b =

PASSENGER &
VEHICLE SHIPS

Gl SRS
(container,
cargo, etc.)

'“ FISHING
BOATS

OTHER

TRANSPORT

STAKEHOLDERS'

SYSTEMS

ﬁ WATERWAYS

¥ COMPANIES

W
RAILWAY

E COMPANIES
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g ROADWAY
COMPANIES

nggf,
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PORT SYSTEMS 9

EXCHANGE DATA SYSTEMS OF PORT COMMUNITY

PCS €5

FIMS

PORT MANAGEMENT INFORMATION SYSTEMS (PMIS)
TRAFFIC CONTROL SYSTEMS

VTMIS / VTS Weather Monitoring

Maritime Traffic

Coastal Surveillance Management

Inland Traffic Monitoring Inland Traffic Management

Berth Pilotage /
Tug Management

0000000000000 0000000000000000000008080800

PORT CORPORATE SYSTEMS

Administration Workstations

Communications

& Networks Sales, Marketing & Bl

0000500000000 0000000000000000800008000800

TERMINAL OPERATIONS MANAGEMENT SYSTEMS

Enterprise operations
(ERP, CRM, etc.) TOS

oT Transhipment & Warehouse

SECURITY AND SAFETY SYSTEMS

Access Control Intruders Detection

Surveillance

(CCTV, cameras, etc.) Safety & Alerts
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PORT ASSET TAXONOMY

Post-service ships
Special vehicles
Physical floating barriers

Industrial Control Systems (1C5)
1€S Communication Network &

Companents 3

Port Community Systems (PCS)
Cargo Community Systems
(ccs)

Fisheries Information
Management Systems (FIMS)
Port Corporate Systems

Terminal Operations
Management Systems

VTS/ VTMIS
Berth Management Systems

Port authority staff
Permanent commercial staff
IT/OT staff

External staff

Ship crews

Passengers

General public

Radio

Protocols

Servers
Networks
Switches
Routers

Cables

LAN, VLAN
Network security
Cloud

)

ASSET
TAXONOMY

=

ssssss MOBILE
NFRASTRUCTURE

++ OTSYSTEMs & @
NETWORKS

g.

++0 e ITSYSTEMS @

Ja\
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Seaside connectivity

Port infrastructures
Buildings

Energy

Waste treatment systems
Hinterland connectivity
Safety & security

Port Facility specific lay-out
Vessels berthing

Vessels loading and unloading
Temporary storage
Hinterland connectivity

Detection systems

Emergency communication
systems

Access control systems
Traffic monitoring systems

Surveillance & inspection
systems

Evacuation systems
Identification systems
Alerting systems

Mandatory declarations
Commercial & financial data
Navigation data

Control & authorisation
Operational data

Workstations, walls of
screens etc.

+ Mobile devices



PORT CYBERSECURITY THREATS — MAIN
SOURCES OF ATTACKS

TARGETED ATTACKS

v &

BELLIGERENT STATE RESENTFUL EMPLOYEE

HACKTIVIST ORGANIZED CRIME FINANCIAL FRAUDSTER

UNTARGETED ATTACKS

01010 P e : :
i § A 7

MALICIOUS CODE HUMAN ERRORS, DISASTER
. MALFUNCTIONS OR OUTAGES

* *
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PORT CYBERSECURITY THREATS —
POSSIBLE IMPACTS FOR PORTS

@(s_-_"eﬁf

SHUTDOWN OF : HUMAN INJURIES : SENSITIVEAND : CARGO AND ILLEGAL
OPERATIONS, OR DEATH, . CRITICAL DATA GOODS TRAFFICKING

PORT PARALYSIS :  KIDNAPPING THEFT , STEALING

i % 9

FINANCIAL LOSS : FRAUD AND : SYSTEMS TARNISHED - ENVIRONMENTAL
AND COSTS - MONEY STEAL - DAMAGESOR : REPUTATION, - DISASTER
WORST, . LOSS OF

DESTRUCTION COMPETITIVENESS :
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PORT CYBERSECURITY THREATS —

THREAT TAXONOMY

Interception of emissions

Interception of sensitive
information

Man in the middle/ session
hijacking

Network reconnaissance
Network traffic manipulation

Environmental disasters
Natural disasters

Use of unreliable source

Erroneous administration of
IT/ OT systems

Resulting from penetration
testing

Data deletion
3rd party security failure

Information leakage

Systems
Devices

Navigation and communication
systems

Main supply systems

Failure or disruption of service
providers

sesos

sessssssssssnnee

THREAT
TAXONOMY

@\\

EAVESDROPPING
INTERCEPTION
* e HJACKING

ssessees DISASTER

UNINTENTIONAL
eseeses DAMAGE

=
o)

s+  FAILURES &
MALFUNCTIONS

22 | ENISA 2019 report on good practices for port cybersecurity

NEFARIOUS ssese
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OUTAGES secese

PHYSICALsessee
ATTACKS

ssescssses SsssssssssesssRRsesRe

Denial of Service (DoS)
Malware

Brute force

Identity theft

Phishing/ Social engineering
Targeted attacks

Abuse and theft of data
Manipulation of information

Geolocalisation signals
spoofing/jamming

Main supply outage
Network outage
Absence of personnel
Loss of support

Fraud

Sabotage

Vandalism

Theft

Unauthorised access
Terrorism
Hacktivism

Coercion, extortion or
corruption

Piracy/ lllegal crime/ Mafia



CYBERSECURITY CHALLENGES

« Lack of digital culture in the port ecosystem

« Lack of awareness and training

« Lack of time and budget allocated to cybersecurity

« Lack of human resources and qualified people

« Complexity of port ecosystem / diversity of stakeholders in operations
« Balance between business efficiency and cybersecurity
 Legacy systems and practices

« Lack of regulatory requirements regarding cybersecurity
« Difficulty to stay up to date with the latest threats

« Technical complexity of port IT and OT systems

« IT and OT convergence and interconnection

« Supply chain challenges

« Strong interdependencies

* New cyber risks from the digital transformation of ports
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ATTACK SCENARIO: MANIPULATION OR
THEFT OF CARGO / CONTAINER

A

mk

O LI oLl

Gathering Identification Phishing
1 information 2 of targeted 3 attack to
(social systems retrieve

engineering) credentials
Access to Theft of
cargo and 5 cargo
container information
information

Network scan Installation of Network

1 to exploit 2 components snooping

vulnerabilities to access

or gather remotely to the

information port network
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ATTACK SCENARIO: RANSOMWARE

(00000
.
Compromised Propagation of the Execution of Credentials
1 automatic ransomware on port ransomware on systems theft
update networks and devices

~

==

Elevation of Propagation of Encryption of Aransomis
privileges 6 the ransomware 7 systems and 8 required while

with the same evices all the infected
mechanisms systems and
networks are down
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ATTACK SCENARIO: COMPROMISE OF PCS

“OA

ExFIoitation of web application
1 vulnerabilities (SQL injection, brute
force, bad rights segregation)

)l —

Man-in-the-middle attack

1 through data exchanges
protocols (API, EDI, etc.) between
the PCS and external systems

&

Direct access to PCS through
1 credentials theft (bad
network security)

26 | ENISA 2019 report on good practices for port cybersecurity

Non-authorised
manipulation of data

3

3
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Financial loss
(removal of
operations)

-

Disruption of the
port operations



ATTACK SCENARIO: COMPROMISE OF OT

3 The attackers can

command the ICS

remotely

OR A

A maintenance laptop The malicious The OT end-devices This can cause
1 is compromised with 2 code is 3 move erratically 4 a security or
a malicious code spreading onto or unexpectedly safety incident
(through access to the OT networks (cranes, bridges, etc.)
IT networks, USB and then
drive, access to systems
internet, etc.)
The ICS code are
modified to execute
false commands
i* *s
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LRI e

SECURITY MEASURES

POLICIES N ORGANISATIONAL
\\ PRACTICES
SR

Security policy and organisation Endpoints protection and lifecycle

management

Risk and Threats Management

Vulnerabilities management

Security and privacy by design
Human Resource Security

Asset inventory and management
Third-party management

Cyber resilience (Business continuity

and crisis management) Detection and Incident response

Control and auditing

IT and OT physical protection
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Network security

Access control

Management

Threat management

Cloud security
Machine-to-machine security
Data protection

Update management
Detection and monitoring
Industrial control systems

Backups and restores

Administration and Configuration




SECURITY MEASURES - POLICIES

Security policy and organisation
PS-01: ISSP

PS-02: Security governance

PS-03: Share ISSP with all stakeholders
PS-04: Review ISSP annually

Risks and threats management
PS-05: Risk-based approach

PS-06: Conduct and update risk analysis
PS-07: Security indicators

PS-08: Threat intelligence process

Security and privacy by design
PS-09: Project methodology including
security

PS-10: Privacy and compliance
PS-11: Data classification
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Asset inventory and management
PS-12: Asset inventory and management
PS-13: Policy for authorized
devices/software

PS-14: Asset monitoring

Cyber resilience

PS-15: Define objectives and strategic
guidelines (BCP and DRP).

PS-16: Business continuity parameters
(RTO, RPO, MTO etc.)

PS-17: Crisis management

PS-18: Training/exercises for recovery
procedures

*
, enisa



SECURITY MEASURES -
ORGANISATIONAL PRACTICES

Endpoints protection and lifecycle
management

OP-01: Endpoint protection strategy
OP-02: Device and software whitelisting
OP-03: Change management

OP-04: Return and disposal of end-devices

Vulnerabilities management

OP-05: Vulnerability management process
OP-06: Intelligence processes for
cybersecurity

OP-07: Collaboration of OT and IT
departments

Human resources security

OP-08: Professional references of key
personnel

OP-09: Cybersecurity training

OP-10: Security awareness raising program
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Third party management
OP-11: Third-party access control
OP-12: Partnership with third parties

Detection and incident response
OP-13: Define categories of incidents
OP-14: Policy and procedures for incident
detection and response

OP-15: Improve and update procedures
OP-16: Security Operations Centre (SOC)
OP-17: Define alerting procedures and
communication plan

OP-18: Incident reporting and continuous
improvement

Control and auditing
OP-19: Cybersecurity audits
OP-20: Periodic reviews

IT and OT physical protection
OP-21: Physical protection for safety
OP-22: Maintenance operations traceability

*
*
*

* 7 %
enisa



SECURITY MEASURES - TECHNICAL

Network security

TP-01: Network segmentation
TP-02: Regular network scans
TP-03: Perimetric security

Access control

TP-04: Centralised tools for IAM

TP-05: IAM strategy

TP-06: Restrict generic accounts

TP-07: Password complexity policies/rules
TP-08: Multi-factor authentication

TP-09: Physical/remote access control
TP-10: Accounts and access right reviews

Administration and configuration
management

TP-11: Installation and configuration policy
TP-12: Administrators accounts

TP-13: Privilege Account Management
TP-14: Dedicated administration networks

Threat management
TP-15: Anti-malware, anti-spam and anti-virus

Cloud security

TP-16: Cloud security assessment method
TP-17: Security / availability in cloud SLAs
TP-18: Cloud options for detection/response
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Machine-to-machine security
TP-19: Secure M2M exchanges
TP-20: Secure communication protocols

Data protection

TP-21: Cryptography

TP-22: Anonymise / secure personal data
Update management

TP-23: Define update management process
TP-24: Software/firmware authenticity
TP-25: Verify the source of updates

Detection and monitoring

TP-26: Monitor availability of the port systems
and devices

TP-27: Logging system

TP-28: Log correlating and analysis systems

Security measures specific for OT systems
TP-29: OT systems in security measures
TP-30: Network segmentation between IT/OT
TP-31: Specific security measures for loT

Backup and restore
TP-32: Set up backups and ensure they are
regularly maintained and tested

*
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BEYOND GOOD PRACTICES!

Awareness raising Information sharing

At board level and staff level to increase Amongst port operators (port authorities,
the strategic attention paid to terminal operators etc.) and between port
cybersecurity risks, result in higher operators and other maritime

investment and more resources, and stakeholders, such as shipping

improve cybersecurity in day-to-day companies.

operations in ports.

Secure supply chain Interdependencies

cybersecurity certification of critical Integrate interdependencies
components, well-defined supplier cybersecurity risks in the overall cyber
obligations for the entire lifecycle of risk management process to account for
products/services, specific provisions for the multiple and complex

supply chain management and more. interconnections of ports with other

sectors.

32 | ENISA 2019 report on good practices for port cybersecurity > enisa



ANY COMMENTS?
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DISCUSSION ON ENISA'S
FUTURE ACTIVITIES IN
MARITIME




WHAT NEXT?

ENISA 2020 Report on 2nd Maritime Cybersecurity

Workshop or Conference?
Combined activities?
Stakeholders/attendees

Maritime Cybersecurity Workshop
» Topics .
« Target audience .
« Stakeholders .
* Objectives / needs? .

QR 2

Themes / topics / sessions
Where?
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Other activities?

Trainings / exercises
Sectorial ISAC

IMO

Situational analysis
reports / incidents

Collaboration with
EMSA, DG MOVE,
MARSEC etc.?

Support other sectorial
activities

*
, enisa



THANK YOU FOR YOUR
ATTENTION

European Union Agency for Cybersecurity
Vasilissis Sofias Str 1, Maroussi 151 24
Attiki, Greece

F] +3028 14 40 9711

& info@enisa.europa.eu

& www.enisa.europa.eu



