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With a view to stimulating cooperation between the public and
private sector and within the private sector, in particular to
support the protection of the critical infrastructures, ENISA
should support information sharing within and among
sectors, in particular the sectors listed in Annex II to Directive
(EU) 2016/1148, by providing best practices and guidance on
available tools and on procedure, as well as by providing
guidance on how to address regulatory issues related to
information sharing, for example through facilitating the
establishment of sectoral information sharing and analysis
centres.

THE EU CYBERSECURITY ACT
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MODELS (1/3)
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MODELS (2/3)
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MODELS (3/3)
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COMMON CAPABILITIES

• Trust building

• Information sharing
Incidents, threats, vulnerabilities, situational awareness, 
mitigation measures, best practices, strategic analysis

• Analysis
Trend analysis, early warnings
Pre mature task – need for resources

• Capacity building
Training and exercises

ENISA’s work on ISACs
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ENISA SUPPORTS 
COLLABORATION

 European Rail ER ISAC
 Already launched – specific activities to be formalised
 ENISA supports the activities

 European Aviation EA ISAC
 Cooperation agreement signed 
 ENISA doesn’t participate currently due to legal restrictions

 European Finance FI ISAC
 ENISA to provide secretariat
 Organizing physical meetings on request

 European Energy EE ISAC
 Webinars (3 times per year)  and trainings
 ENISA is working on the development of a threat landscape for the 

energy sector
 Organizing physical meetings on request

 Back to back meeting with NIS Directive CG WS8 (March 2019)
 Next EE ISAC meeting on 26 November, Athens
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Under Consideration
European Healthcare ISAC 
European Maritime ISAC?
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FUTURE WORK

ENISA’s work on ISACs
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