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National/governmental CERTs 
the situation has changed… 

in 2005          in 2012 
ESTABLISHED 
IN 2005: 
Finland 

France 
Germany 
Hungary 
The Netherlands 
Norway 
Sweden 
UK 

Baseline capabilities of n/g CERTs 
• Initially defined in 2009 (operational aspects) 

• In 2010 Policy recommendations drafted 

• In 2012 ENISA continues to work on a harmonisation together with MS 
 

 Status Report 2012 

 National/governmental CERT capabilities – updated recommendations 2012 
 

ENISA’s  new CERT interactive map: 
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map  
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Status Report 2012 
Some initial statistics… 
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Self-Assessment of the Maturity 

Status of National / Governmental 

CERTs 

20% 
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4% 

Up to one year 1-2 years 3-5 years

6-8 years Over 8 years

Years of Operation of National / 

Governmental CERT 

Total: 45 responses to the questionnaire (25 from n/g 

CERTs; 20 from other CERTs and other stakeholders) 

Interviewed teams assessed themselves as either governmental or national/governmental CERTs 

indicated the years of operations between: 4 months and 11 years. 

(France, Germany, Norway, Hungary, Denmark, Sweden, Spain, Ireland, Latvia, Czech Republic, 

Slovakia, Romania, CERT-EU)  

 

http://www.enisa.europa.eu/activities/cert/support/baseline-capabilities  
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CERT Exercises and training 
material /news in 2012! 

 ENISA CERT training/exercise material, used since 2009, was 

extended to host 23 different topics and training exercises including:  

 technical aspects (mobile devices forensics based on Android 

emulator, investigation of DDoS traces, netflow analysis, 

deployment of Honeypots etc.); 

 organisational aspects (developing CERT infrastructure, 

establishing external contacts etc.); 

 operational aspects (triage & basic incident handling, automation 

in incident handling, calculating cost of information security 

incident and its return on security investment (ROSI) etc.). 
 

 Additionally a Roadmap was created to answer:  

how could ENISA provide more proactive and efficient  

CERT training?  
 

http://www.enisa.europa.eu/activities/cert/support/exercise   
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EISAS 2012 – Large scale pilot 
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European Information Sharing and Alert System introduced in 

COM(2006) 251: “Communication on a strategy for a Secure 

Information Society” 

In 2012: Pilot Project for collaborative 

Awareness Raising for EU Citizens and SMEs 
Gathered n/g CERTs, governmental agencies and private 

companies in 6 different MS 

Cross-border awareness raising campaign  

Reached more than 1.700 people in 5 months 

Social networks involved 
 

In 2013: EISAS Deployment study 

http://www.enisa.europa.eu/activities/cert/other-work/eisas_folder  
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Main goals: 

Define key concepts  

Describe the technical and legal/regulatory aspects of the fight against cybercrime 

Compile an inventory of operational, legal/regulatory and procedural barriers and 

challenges and possible ways to overcome these challenges 

Collect existing good and best practices 

Develop recommendations 

Focus on CERT-LEA cooperation 

Differences: 

Definitions cybercrimes/attacks 

Meanings of sharing 

Character of the organizations 

Objectives 

Types of information 

Directions of requests 

… 

 
 

http://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime  

 

Cybercrime project 2012 
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ENISA, CERTs and other players in 
the area of cybercrime prevention 

7th ENISA workshop ‘CERTs in Europe’  

 Part I. - > technical training for n/g CERT experts 

 hands-on training exclusively for the EU national/governmental CERT teams 

 2 days of deep technical dive into topics like botnets, mobile malware and other 
interesting topics. 

 Part II. - >  2nd time jointly organised with EUROPOL on 16/17 October 

 Goal: to facilitate better cooperation between n/g CERTs and LEA in MS. 

 Continuation of the first workshop (6th ENISA workshop in 2011) 

 Interactive sessions – n/g CERTs and LEAs group exercise  

 Final report will be published soon! 

http://www.enisa.europa.eu/activities/cert/events/7th-cert-workshop-partII 

European FI-ISAC (European n/g CERTs, LEA and financial institutions) 

• ENISA continuously supports this group since the beginning of its operations in 

2008 

FIRST/LECC-SIG (global working group; CERTs and LEA) 

•         ENISA is a member of this WG from 2012  
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