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Hudson Cybertec

Cyber Security Solution Provider
for the

Operational Technology

— We help companies to improve and maintain cyber security
for their primary processes

— Focus on Industrial Automation & Control Systems domain
DCS — PLC — HMI — SCADA — Industrial networks

Instrumentation — Building bound technical installations

“Where technical installations are essential for the operation”

© 2017 Hudson Cybertec www.hudsoncybertec.com
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The world is changing rapidly

* Changesin
— Technology

— Functionality
— Society
— Threats

e What s sg PSolete tomorrow
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DIRECTIVE (EU) 2016/1148
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Directive 2016/1148 (1/2)

 The Network and Information Security (NIS)
directive
— Adopted on July 6, 2016

— Legislation by member states implemented
on November 9, 2018

 Mandatory for essential services

© 2017 Hudson Cybertec www.hudsoncybertec.com 7
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Directive 2016/1148 (2/2)

* Objectives

— Increase national cyber security capabilities

— EU level cooperation
— Risk management and reporting

e Goal

— Boosting the overall online security in the EU

© 2017 Hudson Cybertec www.hudsoncybertec.com 8
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Obligations of member states

* All member states (MS) have in place:
— NIS national strategy

— NIS competent national authority (CA)
— Computer Security Incident Response Team (CSIRT)
* |dentify essential services

* Implement legislation

© 2017 Hudson Cybertec www.hudsoncybertec.com
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Obligations of essential services

e Obligation to report
* Duty of care

— Appropriate technical countermeasures
— Appropriate organizational countermeasures

* Mitigate the risk of network and/or information systems

© 2017 Hudson Cybertec www.hudsoncybertec.com 12
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IEC 62443

e Worldwide standard

e Security of the Industrial Automation & Control Systems
in the Operational Technology domain
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Using the IEC 62443 to prepare for NIS
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Using the IEC 62443 (1/3)

* Prevent risk

— Organizational measures that are appropriate and proportional to
the risk

* |IEC62443-3-2

— Tolerable risk

 |IEC62443-2-1

— Organizational countermeasures

© 2017 Hudson Cybertec www.hudsoncybertec.com 16
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Using the IEC 62443 (2/3)

e Ensure NIS

— The measures should ensure a level of NIS security appropriate to
the risk

 |IEC62443-2-1

— Organizational countermeasures

 |IEC62443-3-3

— Technical countermeasures

© 2017 Hudson Cybertec www.hudsoncybertec.com 17
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Using the IEC 62443 (3/3)

e Handle incidents

— The measures should prevent and minimize the impact of
incidents on IT systems used to provide the services

— Incident notification of incidents that have a significant impact

 |IEC62443-2-1

— Incident planning and response
— Monitoring and improving

© 2017 Hudson Cybertec www.hudsoncybertec.com 18
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NEN and IEC 62443

* NEN offers IEC 62443 training
— 3-Day program

z A
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— Apply the standard for practical use
* NEN offers exams to certify knowledge level on IEC 62443
e Looking to cooperate with sister organizations in EU

© 2017 Hudson Cybertec www.hudsoncybertec.com 19
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Get prepared for NIS

* Know your network
* Logging & monitoring is essential

— If you do not look, you can not see

* Obtain knowledge on managing cyber security
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