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Involvement of the DPAs in 
standardization

A real involvement in international standardization

The vision: International Standards design the future

The stake: integrate the vision of the DPAs into ISO standards

Co-regulation thru national standardization bodies, WP29 (European DPAs) and 

attendees at the ISO meetings

Results

WP29 positions taken into account in ISO/IEC 29100

Official liaison between WP29 and ISO, and cooperation within WP29

Legitimity in information security brougth bu editing ISO/IEC 27001

New projects: ISO/IEC 27009, ISO/IEC 29134, ISO/IEC 29151, ISO/IEC 27552, 

etc.

Priorities

Sector specific management systems certification

Privacy risk management and (D)PIAs

Privacy best practices
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The process

DPAs are directly concerned and highly interested in ISO/JTC1/SC27/WG5 issues

A liaison has been established between WP29 and WG5 in 2010

The liaison officer coordinates the activities, with the help of other representatives of

the Italian (Guarante) and the French DPA (CNIL)

They participated to each ISO SC27 meetings to represent WP29

Following the ISO meetings, the liaison officer has informed WP29 during its plenary

meetings on the key projects of WG5, e.g.:

Enhancement to ISO/IEC 27001 for privacy management (ISO/IEC 27552)

Privacy Impact Assessment (PIA, ISO/IEC 29134)

Privacy controls (ISO/IEC 29151)

Privacy Enhancing Technologies for Data de-identification (ISO/IEC 20889)

Online privacy notices and consent (ISO/IEC 29184)

At each meeting, an information note has been provided, key issues have been

highlighted, and positions have been coordinated, in order to prepare comments and

votes on the projects at the national level

Comments have been sent to ISO through this liaison as well
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Legend :

A tree of standards
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Conclusion

Privacy related standards contribute to bring trust in processings of

personal data

They are a practical complement to international regulations

The base is built (ISO/IEC 29100 for terminology and principles,

ISO/IEC 29134 for PIA, ISO/IEC 29151 for privacy best practices)

Specific standards have begun to emerge (cloud computing, notice

and consent, de-identification, etc.)

In the future, it’s going to be possible to carry out certification of

management systems integrating the privacy
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Going forward…
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ZOOM ON EXISTING PRIVACY
RELATED STANDARDS

Annexes
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Privacy terms and principles:
ISO/IEC 29100
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This standard is published free of charge:

http://standards.iso.org/ittf/PubliclyAvailableStandards/c045123_ISO_IEC_29100_2011.zip

Principles

Consent and 
choice

Purpose 
legitimacy and 
specification

Collection 
limitation

Data 
minimization

Use, retention 
and disclosure 

limitation

Accuracy and 
quality

Openness, 
transparency 

and notice

Individual 
participation 
and access

Accountability

Information 
security

Privacy 
compliance



Requirements for an information 
security management system (ISMS):

ISO/IEC 27001
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Towards a management system 
integrating privacy?

ISO/IEC 27009
Requirements to create sector specific standards in the ISO/IEC
27001 framework

A « sector » is means anything different from information security

Two sector specific types of standards:
Additional requirements to ISO/IEC 27001

Additional controls to ISO/IEC 27001 Annex A / ISO/IEC 27002
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How to carry out a PIA:
ISO/IEC 29134

Provides a framework to carry out « Privacy Impact Assessments »

(PIA)

Can help data controllers to implement legal requirements (GDPR

art.35)

Some DPAs already have their own method, that could be enriched

by this standard, e.g. CNIL:

WP29 (D)PIA guidelines will be adopted in October

Could become a CEN standard
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Generic privacy best practices :
ISO/IEC 29151

This standard is a generic set of controls

Stakes
Implementation of the ISO/IEC 29100 principles

Determination of controls to treat the privacy risks

A privacy specific reference catalog in the ISO/IEC 27001 framework

A framework for ISO/IEC 27018 to rely on
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Best practices for cloud 
computing processors:

ISO/IEC 27018

In a ISO/IEC 27001 framework, this set of controls should be used in

addition to ISO/IEC 27002 (information security best practices)

Containing technical and « legal » best practices

Could be useful for a conformity process in the specific context of

cloud computing
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