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L a w   n . º   4 6 / 2 0 1 8 ,   1 3 t h A u g u s t

- Establishes the Legal Framework for Cyberspace 
Security, transposing Directive (EU) 2016/1148 

- National Strategy for Cyberspace Security. The 
2019-2023 strategy was approved by the Council of 
Ministers' Resolution n.º 92/2019 (as per article 6)

- The Higher Council for Cyberspace Security
ensures strategic-political coordination for the 
security of cyberspace (as per Article 5)

- National Cyber Security Centre is the National 
Cyber Security Authority [as per Article 7(1) and 
(3)], and the national single point of contact

- CERT.PT established as the National Computer 
Security Incident Response Team (as per Articles 8 
and 9)



Security requirements are 
defined under the conditions laid 
down in specific legislation 

Incident notification 
requirements are defined under 
the conditions laid down in 
specific legislation 

Supervision and sanctionsArt. 21.º 
ss

Art. 
12.º

Art. 13.º, 
15.º, 19.º 
e 20.º

L a w   n . º   4 6 / 2 0 1 8 ,   1 3 t h A u g u s t

•State
•Autonomous regions
•Local Authorities
•Independent administrative authorities
•Public institutes
•Public companies
•Public associations

Public Administration

•Energy – Electricity, oil, gas
•Transport – air, rail, water – sea and inland waterways - and road transport
•Banking
•Financial market infrastructures
•Health sector – Health care settings
•Drinking water supply and distribution
•Digital Infrastructure

Operators of essential services

Operators of critical infrastructures 

•Online marketplace
•Online search engine
•Cloud computing service

Digital service providers
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Decree‐Law n.º 65/2021,  
of 30 July

Regulates the Legal Framework for 
Cyberspace Security, approved by 
Law n.º46/2018, of 13 August 

Sets out the obligations concerning 
cybersecurity certification in 
application of Regulation (Eu) 
2019/881 of The European 

Parliament and of the Council
of 17 April 2019

https://dre.pt/web/guest/home/‐/dre/168697988/details/maximized

D e c r e e ‐ L a w   n . º   6 5 / 2 0 2 1   – C o n t e x t  
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Decree‐Law n.º 65/2021,  
of 30 July

Regulates the Legal Framework for 
Cyberspace Security, approved by 
Law n.º46/2018, of 13 August 

Network and information systems 
security requirements

Incident notification rules

Sets out the obligations concerning 
cybersecurity certification in 
application of Regulation (Eu) 
2019/881 of The European 

Parliament and of the Council
of 17 April 2019

https://dre.pt/web/guest/home/‐/dre/168697988/details/maximized

D e c r e e ‐ L a w   n . º   6 5 / 2 0 2 1   – C o n t e x t  
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•State
•Autonomous regions
•Local Authorities
•Independent administrative authorities
•Public institutes
•Public companies
•Public associations

Public Administration

•Energy – Electricity, oil, gas
•Transport – air, rail, water – sea and inland waterways - and road transport
•Banking
•Financial market infrastructures
•Health sector – Health care settings
•Drinking water supply and distribution
•Digital Infrastructure

Operators of essential services

Operators of critical infrastructures 

•Online marketplace
•Online search engine
•Cloud computing service

Digital service providers

E n t i t i e s   t o  w h i c h   t h e   D e c r e e ‐ l a w   i s   a p p l i c a b l e
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Production of an annual report

D L   6 5 / 2 0 2 1   – O b l i g a t i o n s   o f   t h e   E n t i t i e s   – C o m m o n  
p r o v i s i o n s

Permanent point of contact –
to ensure the information flow with 

CNCS at an operational and technical 

level 

Security manager – to manage the set of 

adopted security requirements and incident 

reporting measures 

Drawing up and periodic updating 

of a security plan, properly 
documented and signed by the 

security manager

Drawing up and periodic updating of 

an inventory of all assets 

which are essential for the 
provision of their services, duly signed 

by the security manager
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• To take the appropriate technical and organisational measures to manage the risks posed to the security of network and 

information systems which they use in their operations

 to that end, perform a risk analysis on all the assets that ensure the continued operation of the networks and 

information systems they use

• As regards Operators of Essential Services, also on those assets which ensure the provision of essential services

‐ Global scope risk analysis to be performed 1x year or at the request of CNCS

‐ Partial scope risk analysis

 From CNCS‐approved sectorial supplementary provisions
 From the National Cybersecurity Reference Framework, 

produced by CNCS

QNRCS

D L   6 5 / 2 0 2 1   – O b l i g a t i o n s   o f   t h e   E n t i t i e s   – S e c u r i t y   o f  
n e t w o r k   a n d   i n f o r m a t i o n   s y s t e m s
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• To take all the necessary measures for the detection, impact assessment and notification of incidents with a 

significant or substantial impact

As soon as the entity 
acknowledges the existence 
or future occurrence of a 
significant or substantial 
impact and up to 2 hours 
after such acknowledgement

initial notification

As soon as possible, within a 
maximum term of 2 hours 
after the incident ceases its 
significant or substantial 
impact

Notification of when 
the significant or 
substantial impact 
ends

Within 30 working days from 
the moment the incident 
ends

Final notification

When the incident is resolved within 2 hours from its detection, entities may send a 
single, final, notification

D L   6 5 / 2 0 2 1   – O b l i g a t i o n s   o f   t h e   E n t i t i e s   – I n c i d e n t  
n o t i f i c a t i o n
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• CNCS may issue supplementary technical instructions on security requirements and incident notification, 

namely sectorial supplementary provisions

Energy

Transport

Drinking water supply and distribution

Digital Infrastructure

Financial market infrastructures

Bank

Health sector

• Lay down specific conditions for Public Administration entities, in an 
adequate and proportionate manner with regard for their dimensions 
and organisational complexities

D L   6 5 / 2 0 2 1   – S u p p l e m e n t a r y   p r o v i s i o n s
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Decree‐Law n.º 65/2021, 
of 30 July Sets out the obligations concerning 

cybersecurity certification in 
application of Regulation (Eu) 
2019/881 of The European 

Parliament and of the Council
of 17 April 2019

Cybersecurity Act

D L   6 5 / 2 0 2 1   – C y b e r s e c u r i t y   c e r t i f i c a t i o n
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• CNCS is the National Cybersecurity Certification 

Authority (NCCA)

• Establishment of a National Cybersecurity Certification 

Framework

‐ Develop and implement specific cybersecurity 

certification schemes for domains not covered by 

other European schemes

‐ Carry out its tasks within the European cybersecurity 

certification schemes

‐ Supervision
‐ Certification

National 
Cybersecurity 
Reference 
Framework 
Certification 
Scheme

D L   6 5 / 2 0 2 1   – C y b e r s e c u r i t y   c e r t i f i c a t i o n



• Scheme owner and supervisory body – CNCS

• Certificate obtained after successful certification process lead by a NAB (IPAC) – accredited Certification
Body

• 3 certification levels

• Basic, Substantial, High

• Complementary and cumulative levels

• Certificate validity – 3 years

• Focus on risk analysis andmanagement for the applicable certification scope

• Main activity and related activities which are essential

• NCRF mandatory measures and measures thatmay be excluded under certain conditions

N C R F   c e r t i f i c a t i o n   s c h e m e   – g e n e r i c   p r o p e r t i e s

National 
Cybersecurity 
Reference 
Framework 
Certification 
Scheme



The communication channels and procedures with 
CNCS and the required content and  formats for 
delivering the information to comply with the legal 
requirements

• communication channels and procedures 

• Email

• API

• Webpage form also to be made 
available 

• Use of cryptography

R e g u l a t i o n   n . º   1 8 3 / 2 0 2 2 ,  
o f   2 1   F e b r u a r y
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Required content and  formats formats for delivering the information to comply with the legal requirements

R e g u l a t i o n   n . º   1 8 3 / 2 0 2 2 ,   o f   2 1   F e b r u a r y

Permanent point of contact
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R e g u l a t i o n   n . º   1 8 3 / 2 0 2 2 ,   o f   2 1   F e b r u a r y

Required content and  formats formats for delivering the information to comply with the legal requirements

Security manager
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R e g u l a t i o n   n . º   1 8 3 / 2 0 2 2 ,   o f   2 1   F e b r u a r y

Required content and  formats formats for delivering the information to comply with the legal requirements

Asset inventory
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R e g u l a t i o n   n . º   1 8 3 / 2 0 2 2 ,   o f   2 1   F e b r u a r y

Required content and  formats formats for delivering the information to comply with the legal requirements

Annual report



Documents

National 
Cybersecurity 
Reference 
Framework

Cybersecurity 
Capabilities 
Assessment 
Framework

Risk 
Management 

Guide

Tools

CiberCheckUp

Minimum 
Cybersecurity 
Capabilities 
Roadmap

C y b e r s e c u r i t y   r e f e r e n c e   d o c u m e n t s   a n d   t o o l s



Cybersecurity guide – organises a set of security measures for 
the most common and significant security issues

Provides a baseline for an organisation to meet the minimum 
recommended information security requirements

Provides for examples and guidance

Contributes to the fulfilment of the National Strategy for 
Cyberspace Security

https://www.cncs.gov.pt/pt/quadro-nacional/

N a t i o n a l   C y b e r s e c u r i t y   R e f e r e n c e   F r a m e w o r k



N a t i o n a l   C y b e r s e c u r i t y   R e f e r e n c e   F r a m e w o r k

Cybersecurity Standard

Checklist of actions to be performed 

(!) Mandatory implementation

Reference and support to cybersecurity risk management

Takes into account human, technological and procedural dimensions 

 Review of cybersecurity practices 
 Systematisation of processes or improvement of existing ones

 Communication of cybersecurity requirements



Security measures

N a t i o n a l   C y b e r s e c u r i t y   R e f e r e n c e   F r a m e w o r k   –
S t r u c t u r e

C
ybersecurity goals to be achieved



N a t i o n a l   C y b e r s e c u r i t y   R e f e r e n c e   F r a m e w o r k   –
E x a m p l e



• [CIS CSC 7.0]
Critical Security Controls catalogue published by the Center for

Internet Security (CIS)

• [COBIT 5]
ISACA’s overarching business and management framework for the

governance and management of enterprise IT

• [ISO/IEC 27001:2013]
Standard that specifies the requirements for establishing,
implementing, maintaining and continually improving an
information security management system within the context of the
organisation

• NIST SP‐800‐53 Rev4
Set of procedures for conducting assessments of security controls
and privacy controls employed within federal information systems
and organizations, published by NIST

R e f e r e n c e   d o c u m e n t s



O t h e r   t o o l s   t o   i m p r o v e   o r g a n i s a t i o n a l   c y b e r s e c u r i t y  
m a t u r i t y   l e v e l s    

1. Cybersecurity Capabilities Assessment Framework – targeted
at organisations to support their cybersecurity capacity
building; complementary document to the NCRF,
implementing CNCS’s strategy to provide supporting
reference documents and tools

2. CiberCheckUp – online tool to assess the cybersecurity
maturity of an organisation, considering the NCR and CCA
frameworks’

3. Minimum Cybersecurity Capabilities Roadmap – guide for
cybersecurity capacity building, aimed at improving
processes, people and technologies in national organisations,
with a particular focus on SMEs

4. Risk Management Guide – includes a systematic and
coherent approach to the process of analysis, assessment and
periodic treatment of risks and how they relate to the scope
of provision of a service or production of goods



C y b e r s e c u r i t y   C a p a b i l i t i e s  A s s e s s m e n t   F r a m e w o r k  
– E x a m p l e



Identification of 
Operators of 

Essential Services –
annual update 
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Sector Subsector Type of entity

Transport

Water transport

Inland, sea and coastal passenger and freight water 
transport companies, not including the individual vessels 

operated by those companies

Managing bodies of ports, including their port facilities and 
entities operating works and equipment contained within 

ports

Operators of vessel traffic services

.

Presently: 9 OES

I d e n t i f i c a t i o n   o f   O p e r a t o r s   o f   E s s e n t i a l  
S e r v i c e s   – a n n u a l   u p d a t e    



Development of 
supplementary 
cybersecurity 

provisions for the 
maritime sector
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Novembro 2019

Reference framework

• ISM CODE – International Safety Management Code
2018

• GCOS – The Guidelines on Cyber Security Onboard
Ships

• CoP‐Ports – Cyber security for ports and port systems
code of practice

S u p p l e m e n t a r y   p r o v i s i o n s – d e f i n i t i o n   o f  
s e c t o r i a l   s e c u r i t y   r e q u i r e m e n t s  

• Work internally done by CNCS to get acquainted with
sectorial best practices

• Inspiration for the joint definition of sectorial security
requirements with the Directorate‐General for Natural
Resources, Safety and Maritime Services (DGRM)



S u p p l e m e n t a r y   p r o v i s i o n s – d e f i n i t i o n   o f   s e c t o r i a l  
n o t i f i c a t i o n   t h r e s h o l d s   a n d   p r o c e d u r e s

33
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Standard Operating Procedures for joint external communication in case of a cyber incidents or crisis

Authorities agree that a 
statement should be issued and 
notify the concerned entity, in 
accordance with pre‐
determined criteria

Coordination with the 
concerned entity and 
consolidation of the statement

CNCS and DGRM issue joint 
statement in their respective 
institutional websites 

Standard Operating Procedures (to be further developed)

S t a n d a r d   O p e r a t i n g   P r o c e d u r e s   ( S O P )  



Information Sharing 
and Analysis Centre 
for the Port Sector –

PortosPT 



Po r to sPT
• Terms of Reference 

• Mission – “to increase the resilience of its 
Members to cyber incidents through 
consistent information and experience 
sharing on the basis of mutual trust”

• Objectives
• Principles
• Organisation and Management 
• Information sharing  procedures

• Concerned parties 

• Promoter: CNCS (non‐member)

• Founding members: 5 entities 
representatives of the Port sector and of
competent authorities

• … more expected to come



Centro Nacional de Cibersegurança
Rua da Junqueira, 69 | 1300-342 Lisboa
cncs@cncs.gov.pt | (+351) 210 497 400


