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National security and critical processes

> Critical processes are processes that could result in severe social disruption in
the event of their failure or disruption.

> The Cyber Security Assessment Netherlands 2022 (CSAN 2022) offers insight
into the digital threat, the interests that may be affected by it, resilience and,
finally, the risks.

> CSAN 2022: strategic themes relevant to the digital security of the Netherlands
now and in the next four to six years.

> Published annually by the National Coordinator for Security and Counterterrorism
(NCTV).

> 10/10/2022: publication of the new Cybersecurity strategy by the NCTV
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NIS 2: Dutch coordination

> Overall coordination:
National Coordinator for Security and Counterterrorism (NCTV),
Ministry of Justice and Security

> All ministries are responsible for their own critical processes
> Ministry of I&W: working group for the relevant sectors.

> NIS and CER



Dutch maritime sector
& NIS

- Under NIS 1:

Only the Port of Rotterdam is part of
the national maritime critical
infrastructure

- Under NIS 2:

Between 500-600 entities will
become part of the national maritime
critical infrastructure
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Process so far

> Inventarisation of the entities that are part of the scope of NIS 2
> Reassessment of organizations in the critical infrastructure

> Resilience analysis (dependencies, resilience)

> Action program

> Definitions: critical, essential, important: who is what?

> Many questions from the maritime sector



Challenges 1

for government
Increase in the number of entities
under NIS 2

Entities that are active in multiple
countries (HQ in other country)

Scope: port facilities
Notification obligation
Supervision

Provision of information for the
sector (roadshow/leaflet)

Coherence with Resilience of
Critical Entities Directive




Challenges I1
for organizations

- What to expect?

Swift provision of information
necessary

- Notification obligation within 24hrs

Supervision (how will it take place,
how many supervisors?)

How to find enough qualified
personnel?

- How to be prepared on time?
Supply chain dependencies




Way forward

Let’s cross that bridge!

- Let’s work together on the
implementation challenges

- Let’s make list of national
points of contact for
implementation questions




> Contact details:

Elserike Looije

Coordinating policy advisor
Maritime Security &

Team lead Maritime Security

Ministry of Infrastructure and
Watermanagement
Maritime Affairs Directorate

M 0031-6-14701747
E elserike.looije@minienw.nl



