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Authentication. Security. Trust. 

Mitigating the impact of security incidents 
in trust services providers 

WORKSHOP ON SECURITY ASPECTS OF TRUST SERVICE PROVIDERS 
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 Steve Roylance, Business Development Director – 

GlobalSign (from 2006) 

 

 A decade of experience as a Certification Authority 

 

 23+ years in the IT industry 

 

 Founder of the CA/Browser Forum 

 

 Pleased to be able to speak today! 

 

 

Who am I? 
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GlobalSign History 

 Founded in 1996 by BE Chambers of Commerce, ING Bank & Vodafone. 

 

 Founding Member of CA/Browser Forum/ CASC 

 

 Acquired by GMO Internet Inc (ticker 9449 on the Tokyo Stock Exchange) 

& re-launched in 2006 

 

 A ‘Pure Play’ CA. 
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2011 - “Annus Horriblis” 
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EFF and ICSI list attack targets! 

http://www.eff.org/files/colour_map_of_CAs.pdf  

http://notary.icsi.berkeley.edu/trust-tree/  

http://www.eff.org/files/colour_map_of_CAs.pdf
http://www.eff.org/files/colour_map_of_CAs.pdf
http://notary.icsi.berkeley.edu/trust-tree/
http://notary.icsi.berkeley.edu/trust-tree/
http://notary.icsi.berkeley.edu/trust-tree/
http://notary.icsi.berkeley.edu/trust-tree/
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Potential 

Weakness 

(less due to H/W?) Potential 

Weakness! 

Potential 

Weakness! 
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Name Constraints – Baseline Requirements 
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 Move customers to Name Constraints 

 Ask EFF and ICSI to distinguish constrained CAs 

 Work with Apple to support Name Constraints! 

 After XX years force Name Constraints to be mandatory. 

 Perform outreach highlighting best practice techniques. 

Open tasks (For GlobalSign) 


