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ASSETS 

• Services 
• Issuance 
• Validation – CRL 
• Revocation 
• Validation – OCSP 
• Time-stamping 
• Web services 
• Web site 
• Signing services 

• Platform 
• Subplatform 
• Structures 
• Infrastructures 
• Personal-HR 
• Providers/Suppliers 
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ASSETS 

VALUE 

Measure the importance of the 

• Define dimensions to evaluate 
assets, like: 
• Availability 
• Integrity of the data 
• Confidenciality of the data 
• Authenticity of the users and 

information 
• Traceability of the service and 

the data 
And assign them a value according 
to an scale 
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ASSETS THREATS 

VALUE 

FREQUENCY 

Measure the importance of the Are over the 

Occurs with  
a certain 

IMPACT 
Allow to estimate the 

DEGRADATION 
Allow to estimate the Make certain 

RISK 

COUNTERMEASURES 

• General Protection 
• Crypto keys management 
• Software applications protection 
• Hardware protection 
• Communications 
• Personnal management 
• Business continuity 
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ASSETS THREATS 

VALUE 

FREQUENCY 

Measure the importance of the Are over the 

Occurs with  
a certain 

IMPACT 
Allow to estimate the 

DEGRADATION 
Allow to estimate the Make certain 

RISK 

COUNTERMEASURES 

Mitigate the 
Reduce 

the frequency 

Limit  
the damage 

RESIDUAL 
RISK 

Limit the risk  
to a value 



Protected? 



DO YOU CHASE MICE OR PROTECT THE CHEESE? 

Antivirus Data loss prevention 

IPS/Firewall 

Privileged 
employee 

Committed employee Malicious employee 
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