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Many devices/services are
insecure and not privacy friendly

 Devices, especially 
smartphones
 Emit much more data 

than needed, e.g. 
flashlight apps 
transfer location data 
to app developer 

 Can be manipulated 
externally

 Provider 
communication often 
unclear, e.g.
 App markets don’t 

inform about app 
data flows

 Lack of information 
on tracking case

 …



More devices

(Discovergy)

(August)

(Beurer)

3

(Sony)

(Genesis)

(Amazon)



Improvements are needed on all levels

 Trustworthy devices
 Robust operating systems
 Privacy-friendly apps giving users control
 Better app markets informing users better about 

the apps
 Protection throughout the whole lifecycle
 Impartial evaluation of relevant system and service 

properties
 Trustworthy certification
 …



Smartphone User

App Market

1. App Search

2. Result (List of matching apps)

3. App Selection (app description)

5. App Usage (repeatedly)

Ordered by 

„relevance“

Decision based on 

ratings, feature 

descriptions and look 

and feel.

4. download & install
Permission requests: 

accepted without 

examination or 

understanding.

Limited information 

about app behaviour 

during runtime

Privacy-related 

behaviour profile 

of apps

Privacy-related 

behaviour profile 

of apps

Installation process 

based on privacy 

profile (e.g. minimal 

delay and showing 

alternatives).

+

+

+

Runtime privacy 

information & 

feedback 

mechanism

+
New Trust Elements

Privacy4AppMarkets
Aiming to keep up with data flows
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Example offerings from 
standardization

 Privacy framework (ISO/IEC 29100:2011; Amendment 1:2018, EN ISO/IEC 29100:2020)

 A framework for identity management (ISO/IEC 24760 (Parts 1-3), IS:2011, IS:2015, IS:2016)

 Online privacy notice and consent (ISO/IEC 29184:2020)

 Privacy by design for consumer goods and services (ISO/AWI 31700)

 Data protection and privacy by design and by default (prEN 17529)

 Privacy impact assessment – methodology (ISO/IEC 29134:2017, EN ISO/IEC 29134:2020)

 Privacy engineering for system life cycle processes (ISO/IEC TR 27550:2019)

 Privacy guidelines for Smart Cities (ISO/IEC TS 27570:2021)

 Privacy enhancing data de-identification terminology and classification of techniques (ISO/IEC 
20889:2018)

 …

 Good standards (partially in the making)

 Needed especially 
 More implementation

 More European pick-up



How about the
draft EU Rolling Programme?

− Within 24 pages
−“Privacy” is mentioned only once (in relation to AI).
−“Data Protection” is mentioned 6 times (mostly when 

other initiatives are cited).

• Rather comprehensive on a very abstract level
+ Secure development lifecycle considered for 

ICT
+Products,
+Services,
+Processes



To be done

 Support smaller players in standardisation, especially during the 
pandemic and its aftermath, and in the long run.

 Encourage more reliable products/services/processes by e.g. special 
provisions for consumer products/services:
 Clear requirements,
 Product liability as an underpinning.

 A certification system
 Supported by an infrastructure (people, not just ICT),
 Helping consumers to make use of certification results.

 Consider 
 App markets (to give more guidance to users)
 Household goods and toys
 Consumer services
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