Organization

Project Coordination Group

Radio Access Network

RAN WG1
Radio Layer 1 spec

RAN WG2
Radio Layer 2 spec
Radio Layer 3 RR spec

RAN WG3
lub spec, lur spec, lu spec
UTRAN O&M requirements
(Radio CN Interfaces)

RAN WG4
Radio Performance
Protocol aspects

RAN WG5
Mobile Terminal
Conformance Testing

RAN WG6
GSM EDGE
Radio Access Network

Core Network & Terminals Service & Systems Aspects

CT WG1 SA WG1
MM/CC/SM (lu) Services
(end-to-end aspects) SA WG2
CT WG3 Architecture
Interworking with external
networks SA WG3
CT WG4 Security |
MAP/GTP/BCH/SS SA WG4
(protocols within the CN) Sole SA3-LI .
Codec & Media Lawful Interception
CT WG6
Smart Card Application SA WG5S
Aspects Telecom Management
SA WG6

Mission-Critical Applications


https://www.3gpp.org/specifications-groups/ran-plenary/ran-plenary/home
https://www.3gpp.org/Specifications-groups/ran-plenary/45-ran1-radio-layer-1
https://www.3gpp.org/Specifications-groups/ran-plenary/46-ran2-radio-layer-2-and-radio-layer
https://www.3gpp.org/specifications-groups/ran-plenary/ran3-iu,-iub,-iur,-s1,-x2-and-utran-e-utran
https://www.3gpp.org/specifications-groups/ran-plenary/ran4-radio-performance-and-protocol-aspects
https://www.3gpp.org/specifications-groups/ran-plenary/ran5-mobile-terminal-conformance-testing
https://www.3gpp.org/specifications-groups/ran-plenary/ran6-legacy-ran-radio-and-protocol
https://www.3gpp.org/specifications-groups/25-sa
https://www.3gpp.org/Specifications-groups/sa-plenary/51-sa1-services
https://www.3gpp.org/Specifications-groups/sa-plenary/53-sa2-architecture
https://www.3gpp.org/Specifications-groups/sa-plenary/54-sa3-security
https://www.3gpp.org/Specifications-groups/sa-plenary/55-sa4-codec
https://www.3gpp.org/Specifications-groups/sa-plenary/56-sa5-telecom-management
https://www.3gpp.org/specifications-groups/sa-plenary/sa6-mission-critical-applications
https://www.3gpp.org/specifications-groups/ct/plenary/home
https://www.3gpp.org/specifications-groups/ct/ct1-mm-cc-sm-lu
https://www.3gpp.org/specifications-groups/ct/ct3-interworking-with-external-networks
https://www.3gpp.org/specifications-groups/ct/ct4-map-camel-gtp-bch-ss-trfo-ims-gup-wlan
https://www.3gpp.org/specifications-groups/ct/wg6
https://www.3gpp.org/about-3gpp/project-coordination-group-pcg
https://www.3gpp.org/Specifications-groups/sa-plenary/54-sa3-security
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450 MHz Alliance

AISG

Bluetooth

Broadband Forum (BBF)

CableLabs

International Special Committee on Radio Interference
(CISPR)

CTIA

Digital Video Broadcasting (DVB) Project
Ecma International

Expert Group for Emergency Access (EGEA)
Eurescom
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European Radiocommunications Committee (ERC)
Fixed Mobile Convergence Alliance (FMCA)
Global Certification Forum (GCF)

Global TD-LTE Initiative (GTD)

GPS Industry Council

GSM Association

HomeRF Forum

IDB Forum

IEEE

Internet Engineering Task Force (IETF)

L. IrDA
“&y"'} International Multimedia Telecomunications Consortium (IMTC)
Internet Streaming Media Alliance

ISO-ITU expert group

ISO MPEG / JPEG

ITU-T SG2

JAIN tm (Javatm APIs for Integrated Networks)

The Java Community Process (JCP)

Liberty Alliance Project

LTE/SAE Trial Initiative (LSTI)

Metro Ethernet Forum (MEF)

NENA

NGMN (Next Generation Mobile Networks)
oneM2M

OMA (Open Mobile Alliance )

Open Networking Foundation (ONF)

Open IPTV Forum

Object Management Group (OMG)

PCS Type Certification Review Board (PTCRB)
Portable Computer and Communications Association (PCCA)
Presence and Availability Management (PAM) Forum
RSA Laboratories

SDR Forum

Sun Micro Systems Inc

Steerco

SyncML Initiative

Trusted Computing Group (TCG)

TeleManagement Forum (TMF)

TCCA

TIA/TR45

TIAITR47

TV-anytime Forum

Voice eXtensible Mark-up Language (VXML) Forum
Wi-Fi Alliance

Wireless Broadband Alliance (WBA)

WLAN Smart Card Consortium

Wireless World Research Forum (WWRF)

World Wide Web Consortium (W3C)


https://www.3gpp.org/about-3gpp/partners
https://www.3gpp.org/about-3gpp/partners
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https://www.gsma.com/security/network-equipment-security-assurance-scheme/
https://www.gsma.com/

Security assurance work for 5G
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Network
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SCASes for the Core Network Functions
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https://www.3gpp.org/DynaReport/33516.htm
https://www.3gpp.org/DynaReport/33515.htm
https://www.3gpp.org/DynaReport/33514.htm
https://www.3gpp.org/DynaReport/33513.htm
https://www.3gpp.org/DynaReport/33512.htm
https://www.3gpp.org/DynaReport/33511.htm
https://www.3gpp.org/DynaReport/33518.htm
https://www.3gpp.org/DynaReport/33517.htm
https://www.3gpp.org/DynaReport/33519.htm
https://www.3gpp.org/DynaReport/33216.htm

Timeline
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stellslzlisls

NRF SEPP || AUSF || UDM || AMF || NEF

First 5G SCAS deliverables

TS 33.518 SCAS NRF product class
TS 33.517 SCAS SEPP product class
TS 33.516 SCAS AUSF product class
TS 33.514 SCAS UDM product class
TS 33.515 SCAS SMF product class
TS 33.513 SCAS UPF product class
TS 33.519 SCAS NEF product class
TS 33.512 SCAS AMF product class
TS 33.511 SCAS gNB product class

First deliverables S

TR 33.916 SCAS methodology

TR 33.926 SCAS threats and assets MME
First LTE SCAS deliverables

2012 2014

2018

TS 33.117 SCAS catalogue

2020

Ongoing SCAS work

TS 33.226 SCAS for IMS system

TS 33.326 SCAS NSSAAF product class
TS 33.521 SCAS NDWAF product class

S
B g
eNB || P-GW

2015

2017

3

Now

TS 33.522 SCAS SCP product class

TR 33.818 SCAS for virtualized network
products

TR 33.848 impact of virtualization

TS 33.116 SCAS MME product class
TS 33.216 SCAS eNB product class
TS 33.250 SCAS PGW product class

@ End of 3GPP Release #

SCAS Security Assurance Specification

2022


https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2345
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3002
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2270
https://www.3gpp.org/DynaReport/33216.htm
https://www.3gpp.org/DynaReport/33250.htm
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2928
https://www.3gpp.org/DynaReport/33518.htm
https://www.3gpp.org/DynaReport/33517.htm
https://www.3gpp.org/DynaReport/33516.htm
https://www.3gpp.org/DynaReport/33514.htm
https://www.3gpp.org/DynaReport/33515.htm
https://www.3gpp.org/DynaReport/33513.htm
https://www.3gpp.org/DynaReport/33519.htm
https://www.3gpp.org/DynaReport/33512.htm
https://www.3gpp.org/DynaReport/33511.htm
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3748
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3821
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3749
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3750
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3543
https://www.3gpp.org/DynaReport/33848.htm

Takeaways

3GPP

3GPP is the organization
responsible for the technical
specifications of mobile
systems

NESAS

TL
Q

3GPP and GSMA developed
the Network Equipment
Security Assurance Scheme

Commitment

3GPP has been delivering

the test specifications for

the evaluation of network
products

Challenges
()

3GPP is studying how to
evolve the NESAS scheme to
cover new technologies such
as virtualization



