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Policy areas in data security and standardisation (COD2)

Key activities

Bridging the gap

Agenda
EU’19-20
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ENISA mission in cybersecurity certification

Key outputs

• Draft and finalised candidate certification schemes products, services and processes

• Secretariat support (SCCG) and Co-chair SCCG (w/ Commission) 

• Support the Commission to Chair ECCG

• Support review of adopted certification schemes

• Implement and maintain a public website

• Support peer review of national cybersecurity certification authorities

• Advice on market aspects relevant to cybersecurity certification

To contribute to the emerging EU framework for the certification of 

products, services and processes

To draw up certification schemes in line with the Cybersecurity 

Act providing stakeholders with a sound service that adds value to 

the EU while supporting the framework

Cybersecurity certification and standardisation
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Concurrency between the CSA and priorities of ESO, SDO 

Delineate the relationship with industry/private 

standardisation

Cross reference URWP priorities and rolling 

standardisation WP 

Gap analysis

Evaluation of standards

Cooperation with ESO

Communicate with ESO

Strategizing on certification & standards

Cybersecurity certification and standardisation
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Complementary certification schemes?

Cybersecurity certification and standardisation

Common Criteria 

SOG-IS 

ISO/IEC 15408

5GCloud Services

Verticals 
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Lifecycle reflections

Cybersecurity certification and standardisation

ahWG

Voting MSMaintenance

URWP

User 

guidance 

Monitoring

RA&AL

Stakeholders’ 

involvement
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Certification interacting with 
standardisation

EU 
Cybersecurity 
Certification 
Schemes

Private / 
industry 

standardisation
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