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HUMANS DON'T SCALE (WELL)

Computer Problems? NO PROBLEM! Use this manual data entry device.

P.E.N.C.LL.

Personal Emergency Non-Computerized Information Lifesaver
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BUILDING AN INTELLIGENCE COMMUNITY
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KNOWLEDGE BASE

STRUCTURED PRODUCTS

Contains:

« Introduction
* Detail

* Mitigation

* Conclusion

Graph image
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OPERATIONAL

» Indicator Watchlists
* EDR and/or SIEM Feeds

Contains:

» Core Infographic
» Key Findings
* Commentary

TACTICAL

» Paradigm-oriented Digests
* Thematic Reporting

* Threat Profile / Structured * Ad-hoc and responsive

Library sharing

analysis

STRATEGIC

¢ Trend reporting
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+ Core messages as statistics
¢ Summarization and
unstructured commentary




HUMANS WORKING ON DATA

Intelligence
Coordination

KNOWLEDGE BASE

—Intelligence
Requirements 'il?'

FUNCTIONS

Review and
Production

OUTPUTS

Unbounded Intelligence Research

* Incoming feed * Detailed and insightful product, from explorative researcF
setups

* Enrichment
down-select

* Rules

« Discovery and new knowledge creation New Knowledge

| Capability

Adversary

+ Diamond model focus
Assertion and Single Point of Truth (SPoT) collation
New knowledge assimilation / reconciliation

Knowledge
Development

In order to:

|

Victim

* Filter
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« Cross-ref « Paradigm construction and relation to existing Tactical

+ Confidence and relevance assertion

Operational

Scalable
Analytics
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SUMMARY

 Humans don’t scale (well)
» Orient around structured objects (data)
» Automate ingest, analytics, enrichment
« Data-driven reporting

 Have scalable processes
» l|dentify bottlenecks — decide threshold for ‘quality vs timeliness’
* Let the analysts analyse
 Don’t forget to sense check the big picture!
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