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European Union Agency for Network and Information Security



Everything becomes connected < enisa

e i Manufacturers have an economic interest

A Data collection and processing

A New businessnodels: dataeseller, targeted ads, etc.

A Competitors doloT, hence we must dtoT
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Customers have their own interests (do they?)

Connectivity is needed, mobility is important

Statistics and remote control

Convergence and interconnection with devices and service:
More functionalities than noAoT product, reasonable price
Non-connected version is not available

o To o Do I

Connected products are the new normal



The key to Threat analysis is.. < enisa

Not just Data, Data, Data

BUT MERELY:

The capacity to understand Context (ASAP)'
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Some facts regarding threats # enisa

A Registered incidents show that:

A Cyber Crime is ca. 75% of incidents
A Cyber Espionage ca. 20%
A Rest ca. 5% (including cyber war)

A ENISA work aims at information delivery (stakeholder view)

A Awareness
A Decisiormaking
A Protection

A Some other views do exist:

A Prevention (sectors, CIP)
A Law enforcement

A Defence

A Service provision



Threat Landscapéitell Overview .
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Mttacker
High-level methodologies,
information on tools and tactics
changing risk

Long-term Use

Details of a specific Indicators of
incoming attack specific malware
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Positioning Threat Intelligence  + emsa
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Risk oriented Threat oriented Prevention oriented
- Patterns
- Big data
- Assets - Threats - Triage
- Weakness - Threat Agents - Actions
- Impact - Attack vectors - Controls
- Risks - Kill chains
- Acceptance levels - Trends » _ A
- Controls X A a 0 I_bx SR 2 y
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Risk/Business Threat Operational
Intelligence Intelligence Intelligence

We need toincreasereaction speeat all levels!
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Forensics
Fraud \ /

Risk
Management

Security
Management

Security [ Awareness

Operations The Board
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7

< »
)l < »




Additional landscapes complete the pictq?é?sa
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Source: http//veriscommunity.net/verisoverview.html
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