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Manufacturers have an economic interest

Å Data collection and processing 

Å New business models: data reseller, targeted ads, etc.

Å Competitors do IoT, hence we must do IoT

Å /ƻƳǇŜǘƛǘƻǊǎ ŘƻƴΩǘ Řƻ IoTΣ ƭŜǘΩǎ ōŜ ǘƘŜ ŦƛǊǎǘ ƻƴŜΗ

Customers have their own interests (do they?)

Å Connectivity is needed, mobility is important

Å Statistics and remote control

Å Convergence and interconnection with devices and services

Å More functionalities than non-IoTproduct, reasonable price

Å Non-connected version is not available

Everything becomes connected

Connected products are the new normal
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Not just Data, Data, Data 

BUT MERELY:

The capacity to understand Context (ASAP)!

The key to Threat analysis is..
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Å Registered incidents show that:

Å Cyber Crime is ca. 75% of incidents
Å Cyber Espionage ca. 20%
Å Rest ca. 5% (including cyber war)

Å ENISA work aims at information delivery (stakeholder view)

Å Awareness
Å Decision making
Å Protection

Å Some other views do exist:

Å Prevention (sectors, CIP)
Å Law enforcement
Å Defence
Å Service provision

Some facts regarding threats
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Threat Landscape/Intell Overview

© MWR - CERT-UK/CPNI

ETL
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Positioning Threat Intelligence

Risk oriented Threat oriented Prevention oriented

Χ ƛǎ ōŀǎŜŘ ƻƴ  ҧΧ

Χ ƛǎ ōŀǎŜŘ ƻƴ  ҧΧ

Risk/Business
Intelligence

Threat
Intelligence

Operational
Intelligence

- Assets
- Weakness
- Impact
- Risks
- Acceptance levels
- Controls

- Threats
- Threat Agents
- Attack vectors
- Kill chains
- Trends

- Patterns
- Big data
- Triage
- Actions
- Controls

We need to increasereaction speed at all levels!
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ENISA Activity

/ȅōŜǊ ¢ƘǊŜŀǘ LƴǘŜƭƭƛƎŜƴŎŜ ƛǎ ƘŜǊŜ ǘƻ ǎǘŀȅΧ

Awareness
The Board

Risk 
Management

Collection

Analysis

Support

Security 
Operations

Security 
Management

Forensics
Fraud

Stakeholders
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Additional landscapes complete the picture

Source: http://veriscommunity.net/veris-overview.html
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²Ƙŀǘ Řƻ ƻǘƘŜǊǎ Řƻ ƛƴ 9¦ ǎȅǎǘŜƳΧ


