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European Union Agency for Network and Information Security



Everything becomes connected &

Projectad global reavanua of tha "Intarnat of Things" fram 2007 ko 2020

i et s oy Manufacturers have an economic interest

e Data collection and processing
* New business models: data reseller, targeted ads, etc.
 Competitors do loT, hence we must do loT

*  Competitors don’t do loT, let’s be the first one!

Customers have their own interests (do they?)

w—\ * Connectivity is needed, mobility is important
- e ; e  Statistics and remote control

 Convergence and interconnection with devices and services

*  More functionalities than non-loT product, reasonable price

* Non-connected version is not available

Connected products are the new normal



The key to Threat analysis is.. 7 enisa

Not just Data, Data, Data

BUT MERELY:

The capacity to understand Context (ASAP)I




Some facts regarding threats

* Registered incidents show that:

e Cyber Crime is ca. 75% of incidents
 Cyber Espionage ca. 20%
e Rest ca. 5% (including cyber war)

* ENISA work aims at information delivery (stakeholder view)

* Awareness
* Decision making
* Protection

e Some other views do exist:

* Prevention (sectors, CIP)
* Law enforcement
 Defence

* Service provision



Long-term Use
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© MWR - CERT-UK/CPNI

High-level
information on
changing risk

Details of a specific
incoming attack

ttacker
methodologies,
tools and tactics

Indicators of
specific malware




Positioning Threat Intelligence f*e"?sa

Risk oriented Threat oriented Prevention oriented

- Patterns
- Big data

- Assets - Threats - Triage

- Weakness - Threat Agents - Actions

- Impact - Attack vectors - Controls

- Risks - Kill chains

- Acceptance levels - Trends .

_ Controls ... is based on ...

... is based on ...

Risk/Business Threat Operational
Intelligence Intelligence Intelligence

We need to increase reaction speed at all levels!



Cyber Threat Intelligence is here to stay...f;}sa
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Additional landscapes complete the picture * enisa

*
* *

W\ andscapes ail understood within the
mmdnw\agemws

Threat

Source: http://veriscommunity.net/veris-overview.html
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The challenge “Simplify Complexity” .,

****

Master and reduce complexity

e Understand fully the intrinsic
details/dependencies of your content

* Make content creation process repeatable

e Bring all available content in a structure and
format that corresponds to above

e Find ways to visualize your content accordingly
(stakeholder view)
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Address stakeholder needs in ETL # enisa
*
* *x
Needs currently envisaged | crop— -l
http://etl.enisa.europa.eu/ *x W
*  Find ETL online with complete | T B 22 s
references and threat @
information e

Malware

* Access all characteristics of
threats, assets, threat agents,
etc.

Web-based attacks
Der}gial
of.
Web application attacks Service
* Access mitigation controls for
th reat/asset exposure

Denial of Service

Botnets ouis Marinos

il

* Find good practices for asset
exposure in different sectors

Phishing My contributions

*  Provide contributions to the
content

Notifications

Spam
Ransomware Contribute

Insider Threat

23
¥
¥
®
®
®
®
w
At

11



Animation of content for ETL

are Defi]  Big Data Threat Landscape and
Good Practice Guide

THRIAT

AhETL2015
ENISA Threat Landscape 2016

Threat Landscape and Good P
Guide for Smart Home an|
Converged Media
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.. THE MAIN GOAL: GO DEBATE ON CTI
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YOUR INPUT IS VALUABLE TO US...

@ PO Box 1309, 710 01 Heraklion, Greece

@ Tel: +30 28 14 40 9710

info@enisa.europa.eu

@ WWW.enisa.europa.eu



https://www.facebook.com/ENISAEUAGENCY
https://www.facebook.com/ENISAEUAGENCY
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://twitter.com/enisa_eu
https://twitter.com/enisa_eu
mailto:info@enisa.europa.eu
http://www.enisa.europa.eu/

