Embedding CTl in security
organisation




Chris (Eclectic 1Q): structured
products.

KNOWLEDGE BASE

Contains:

* Introduction
* Detall

+ Mitigation

* Conclusion
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OPERATIONAL

* Indicator Watchlists

* EDR and/or SIEM Feeds

+ Threat Profile / Structured
Library sharing
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Contains:

« Core Infographic
* Key Findings
* Commentary

TACTICAL

+ Paradigm-oriented Digests

* Thematic Reporting

+ Ad-hoc and responsive
analysis

STRATEGIC

* Trend reporting
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* Core messages as statistics
» Summarization and
unstructured commentary
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Solution:

¥ enisa

Use the Cybercrime Kill Chain

Cyber Threat Intelligence

Phases of the Intrusion Kill Chain
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Reiearch, sdentification, and selection of targets

Pairing remole sctels mabwane with exploit nto &
deliverable payload [e.g. Adabe POF and Mirosolt
Office files)

s W e

Tranamission of weapon 1o target |eg. via email
attachmenis, websites, or USE drives)

Dingce delivered, the weapon s code s riggered, 6
euploiting vulnerable applications or yyatems

Thie weapon installs a bacidoor on a target's system
allowing pErsIStEnt acoess

Duigside servar communicates with the weaponds
praviding “hands on keyboard acteis™ indsde the
LAFRETS netwosrk

The attacker warks bo achieve the objective of the
indrusion, which can include extilfraticon or
destruction of data, or intrusion of another Brget

Priorities

Find crown Jewels

Find relevant MO

Find Common TTP

Find Controls to break TTP
Implement controls

Reduce Risk
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I,.f;f/ Use CTI to carve out a direct channel to the most important people in your \

organization \
educate influence

|
What threats target my industry/business (awareness)? How is this relevant to me? ‘
How is the InfoSec/Cyber function protecting me from these threats (marketing)? |
What programs and initiatives need support/money (CISO Agenda/budget)?

What bad things could happen if | don't support InfoSec/Cyber function (value-
teaching/propaganda)?

How we can all work together to protect the organization (collaboration)?




CTI capability framework

—
CTI-01CTl
collection

CTI-01:01 Ingestion
of structured CTI

CTI-01:02 Ingestion
of unstructured CTI

CTI-01:03 CTI life-
cycle management

operational

—

CTI-02 Real-time CTI
processing

CTI-02:01
Triage & assignment

CTI-02:02
Threat investigation

CTI-02:03
CoA management

strategic & tactical

—

CTI-03 Periodic CTI
processing

CTI-03:01
Trend analysis

CTI-03:02
Threat landscaping

CTI-03:03
Strategic CTI review

CTI-04CTI
dissemination

CTI-04:01
External CTl sharing

CTI-04:02
CTI dashboarding

CTI-04:03 Reporting
& alerting

CTI-05 CTl infrastructure management

¥ enisa



Summary

Current focus:

" enisa

* Feeding people/systems with Intel = Sharing

* Some operational improvements (feeding detection)
Missing:

* Focus on Actions

* Visible results at Tactical & Strategic level

* Business Focus = Risk Reduction

* Acknowledged model for CTl operations.

From Actionable to Action:

* From structured input (STIX) to structured output

* (Tl Key Performance indicators that measure Risk Reduction
* Make Action items in CTl framework more Visible

* Introduce CTl framework in Enisa products



