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. to support
the Council and the Member
States in their effort to improve
the European Union’s defence
capabillities for the Common

Security and Defence Policy.* N

*Treaty of Lisbon, signed in 2007,
entered into force in 2009

... SO we do on Cyber Defence! e
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Cyber Threats; Who, Why, How?

Actors Motivation Tools Targets

Criminals Financial

Gain

Terrorists Attention

Military

Individuals/ Advantage
Groups

Market Primes

Political

State Actors Advantage
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The Military Requirement - Attacker’s “Kill Chain”

The military requirements on Cyber Defence capabilities for CSDP are to:
*prepare for, prevent,
«detect, respond to, recover from, and

*learn lessons from
attacks, damage or unauthorized access affecting information infrastructures ... that
support and enable the conduct of EU-led military tasks and operations.

Proactive Reactive
Cyber Defence Cyber Defence
Recon Deliver Control Maintain

< o < - < < {s]

Weaponize Exploit Execute

Damage
| Y | Y
Damage Prevention Damage Containment
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EU-led Crisis Management Operations and Missions

* “Petersberg Tasks” as expanded 2009 in the TEU Art. 42

humanitarian aid and rescue;

conflict prevention and peace-keeping;

tasks of combat forces in crisis management, including peacemaking;
joint disarmament operations;

military advice and assistance;

post-conflict stabilisation [and reconstruction].

Current EU-led operations Completed EU-led operations
and civil missions and civil missions

Military Operations/ Missions o

e Military Operations & Missions
* Training missions
* Monitoring
* Civil Missions
* Observer missions
* Police Assistance
* Legal Assistance
L. 9




Cyber Risks & CDSP Military Operations

« Ever-growing dependence on digitally-networked Information
to deliver military effects;

« Cyber Risks impinge on external, our Civil Enabler
dependencies, as well as on our Military Capabilities;

« Successful adversaries’ Cyber Attacks can result in Mission
difficulties, or even Mission failure;

- EU-led Military Operations are, by their
comprehensive/collaborative nature, uniquely exposed to
Cyber Risks;

« Cyber Risk Management is inherently a continuous process, as
adversaries continuously adapt their Attack Methods, and also
our own Cyber posture changes over time;
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What can the CD EA tell us?

 How CD activities are connected to CD nodes and CD information
flows: i.e. what is done by whom;

« How CD capabilities are connected to CD nodes and CD services:
i.e. what is needed by whom, and

* Where the gaps are in doctrine, organisation, training, leadership,
materiel, personnel and facilities.
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Important cyber defence factors for each phase
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The Operations Planning Process

PHASE 1
Initiation

Realize a critical situation is
emerging

Gathering and processing of
information

Get a comprehensive
understanding of the
situation

Produce valid fundaments for
decision making, pdating
them and responding to
decisions.

Operational Appreciation of
the Strategic Environment

EUROPEAN
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PHASE 2
Operational Appreciation of
the Strategic Environment

Go even more into detail in
understanding the nature of
the problem and the
objectives for any military
response

Provide operational advice to
the strategic level on
strategic Military Response
Options (MROs)

PHASE 3
Operational Estimate

Understand the problem, the

operational environment and

the mission itself.

Perform three analyses:

o The Factor Analysis

o The Center of Gravity
Analysis

o Risk Assessment,

Development of Courses of

Action (COA).

PHASE 4
Operational Plan
Development

Development of the
operational concept and
plan.

Finalize the planning
documents for distribution
Subordinate units that are
tasked to execute the plan

-

www.eda.europa.eu




CPOE

Comprehensive Preparation of Operational Environment

ALLIED COMMAND OPERATIONS
COMPREHENSIVE OPERATIONS
PLANNING DIRECTIVE
COPD INTERIM V1.0

17 DECEMBER 2010

S
AT ML

Jeint Pedbcarian IR

W

Joist Inteiligence Preparation
of the Operational Ensirooment



Operations Planning and Cyber Risk Management

Political Issue Approve Launch
estimate guidance CONOPS operation
intergovernmental \ /‘ \ /‘ \ /‘
functional \ | / \' / \ /
D
1 rees\g)igge 2 Develop 3 Develop
options CONOPS OPLAN
EUMS & MS
MoDs/Joint HQs OHQ OHQ
Cyber SA mount and Granularity of
and Cyber ... .
risk |dentification, ass

perspective Mitigation (treatmen
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Specific (military) Capabilities

'[ E\EEEENE%?N « Cyber Situation Awareness Package »

-

Orientate

EU Headquarters (Germany, Spain, Greece, Italy, France)

Command Decision Tool
and Control :

: Response

Network
Infrastructure Functional Service

Operating
Center M Discovery :

. : * Threat Evaluation
Intelligence Threat * Infra’ Assessment
Product M Management * Damage/Impact
Security : Sensor : E::;gszs Continuity
Operating ‘ I ' Interface
Center
Dynamic Intel

.
'''''''
------------------------------------------------------------------------------------------------------

=> Well-informed Cyber decision-making.

Start in 2013 with EDA initiative and Common Staff Target (CST) agreed mid 2014.
Common Staff Requirement (CSR) agreed in 2016. PA under negotiation

Contributing Member States:  DE, ES, IT



Cyber Situation Awareness. Research Areas

Dyn.amlc Decision
Risk Support
Management
CIS Cyber Threat
Infrastructure Real-time Management
Discovery Sensor Interface
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Information & Intelligence Gathering Cycles

Cyber Situational Awareness
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CyTelOPS Project (2013) context
Move from information security to intelligent security

The new cyber threats require a new way of approaching security. To reduce risk, it is critical to be able to manage and
monitor these threats effectively and pro-actively. This approach can be summarised by the following four key

priorities:
A

*  Prepare: prepare to defend against
a targeted cyber attack, and to
respond to an attack as it happens.

Pro-active threat

* Aware: identify and predict the management

targets and mechanisms of cyber
attacks.

Prevention and

* Respond: be ready to respond to :
Detection

threat intelligence or an attack.

*  Goal: move from a reactive posture
based on compliance based
security, to one that provides
greater defence against targeted
attacks, or greatly reduces their
impact.

Business Risk Reduction

Re-active compliance
based security

EUROPEAN }
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Work Package 1 - Analysis of relevant cyber threat
intelligence aspects of EU-led operations

Unwanted
Hash Programs Mail
. eMai
Intelligence e B\ Addresses
; Tor Nodes
. .- : Proxy
Nodes

Footprinting Difficult to
& Fix
Enumeration Vulnerability

Intelligence

Feeds Suspicious
Domain
Name

Suspicious
IP Address

Data BEE]
Manipulation Infiltration

Data
Use Cases B ESGIE )]
Attack

Attack Attack

Scen:

Denial of Exfiltration Defacement =
Service Attack Attack Attack

Logs for Perimeter = Web Server Logs
Correlation Security E . coeitt

Email Services )
Domain Name

Services



Work Package 2 - Identification and Modelling of
Required Technology and Intelligence sources

Fraudulent .
Cyber ) | Services ' Coml_rl)romlsed Underground
Networks " osts -
Criminals bate

Available Target ) Available Target -

Data Data y
% Search
Engines

Malware & Attack Tools

Exploits '

Target List

Attack

Vectors
External Cyber Intelligence

Internal Infrastructure Monitoring .
Security

Controls

Business
Business 4 Locations
Processes

Technology
Inventory

~ Vulnerabilities | Vulnerabilities

Executives
- Key & Board
“ EUROPEAN Suppliers &  Privileged & Members
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CyTelOps Summary

m

2. Collecting of CTI 3. Collection/analysing

1. Usage of of mission specific/full-
CTlindicators spectrum CTI

/ |\ N\

4. Outbound sharing of @ 5. Configuration of 6. Aggregation of Full
mission specific/full- J| information sharing | Spectrum CTI for CTI

indicators

spectrum CTI policy reporting

/

7. Report to mission
leadership
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Talking Points
>
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>
>
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» The EU approach to Cyber Defences for EU-led Operations
» The EU Cyber Defence Concept for military operations and missions
» Considerations on Cyber Risk Management;

>
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Cyber Defence Concept for EU-led military operations & missions

] Introduction
Aim
Scope
f N _
Operating Doctrine
Environment :
\ 1 Organization D §
3 —— . Q s
NV Education/ Training / Exercises 7 ]
o Material / Technology g o
Principles 2 =
(Cyber aspects during Leadership lﬁ g 20
Planning & Conduct of Ops/Msn) 8 %
Personnel -U 2 0
— O
=0 ==
Facilities [” gg
o
Interoperability — ®
[ Annexes A _E ] Overarching aspects
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Cyber Defence Concept for EU-led military operations & missions ;
Principles

| Opcdr || EUMS | | EUMC || rsc | | Councu |

Strategic

Operational

* Planning...

. "consider Cyber aspects as early as possible"

. Cyber threat assessment supported by intelligence structures on request
(cyber threat landscape)

. EUMS to provide CD expertise into planning teams (for CMC and IMD)

. Op/MsnCdr to consider CD in CONOPS and OPLAN, risk management by
CIS/Cyber planners

. Force generation and further planning
(Cyber Service Catalogue, Cyber Cells in HQs)
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Cyber Defence Concept for EU-led military operations &
missions; Recommended Organisational Structure

Intelligence Threat assessment rechmieal
and strategic/operational Risk Management R Is k mana g emen t
EUMS 15 only i & support and EUMS

observer role.
OHQ /Lead Nation has to take over.

INTCEN CCD | INT OPS CIs

NIC

—
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Dynamic Cyber Risk Management

* Risk is an equation of:
- External and Internal Threats (external and internal Information/intelligence);
- Own Vulnerabilities in CIS (internal information);
- Probability of Occurrence (Dynamic Assessment);

- Assessment of Criticality of CIS assets for business processes/mission success (Dynamic
Assessment) ;

- Business/Operations Impact (Dynamic Assessment) .

* Dynamic means not once but continuogﬁy
- Fast moving threat landscape; requires a continuous flow of external
- New vulnerabilities identified every day and internal Information/intelligence).

* Risks are addressed via the ‘Four Ts’:

Treat, Tolerate, Terminate, Transfer

- Leadership decision;
- Mitigation measures.

* Continuous Cyber Threat Intelligence is a key enabler for a viable
Dynamic Cyber Risk Management.
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Thoughts about a CSDP Cyber Risk Management and Escalation

Process

UN, NATO, AU,
other military-
strategic
entities (if
applicable)

CMO TCNs;
CSDP Civilian
Missions; AU,

UN, NATO,
OSCE etc. in-
theatre
entities (if
applicable)

«— EUMS Risk Ownership/Management/Review +——»

A

Transferred CMO-specific Risks added to EUMS Risk Register

T

Risk Strategy
(‘4Ts’)

ement/Review

Other Council Structures (e.g. PSC)
e.g. Systemic Cyber Risks

<

>

3'd Party
Service

Providers

N

Risks assessed as appropriate for Transfer /

Managed & Reported, Categorised by Operation

4

Oown/
Direct/Manage/
Report

Own/Direct/
Manage/ Report

EUMS
Acceptance/
Non-Acceptance

T

Risk
Transfer

|

ldentify/Own

A

EUMS’ Risks
Owned by DG EUMS,
Identified, Assessed
and Managed by EUMS
staff, and held on a single
EUMS Risk Register
(categorised by CMOs)

CMO Commanders’ Risks
Owned by Operation,
Force & Component Cmds,

Identified, Assessed and Managed
by their subordinates, and held on

standardized Risk Registers

(at each command echelon, per CMO)

TCN'’s Risks
Risks ldentified, Owned
and Managed by TCN

for national contingents’ assets
and held on (national ) integral
Risk Registers — (by operation)

Assess/Manage/
Report Risks
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Commander’s key questions related to Cyber (source: CICOA)

10.
11.
12.

How do regional and global actors with interests in the deployment region make use of the cyber
domain (what are their offensive cyber capabilities, and what are their motivations and thresholds
to employ offensive cyber capabilities)?

How can strategic cyber threats and cyber factors affect the operation?
Which options help to reduce undesirable consequences of cyber activities?

What is the applicable legal framework (e.g. Law of Armed Conflict) and which authorization (e.g.
Rules of Engagement) and escalation processes are/have to be in place?

How do cyber factors affect own courses of action?

When and where are cyber-assets critical for success, what are their vulnerabilities and how can
the risk that these vulnerabilities will be exploited be mitigated?

Which cyber defence considerations should be de-conflicted and coordinated with other
considerations?

Which cyber defence activities should be synchronized with activities in other domains?

Who are relevant internal and external partners that can support in case of large scale incidents
(e.g. CERT-EU, national CERTs, contracted service provider)?

Who should have the authority to release cyber defence related information to external partners?
What are the best mechanisms for optimal cyber information-sharing with external partners?

How should own cyber defence be organized (structure, manning, processes, disposition,
equipment)?
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Conclusion -Discussion Points

* The Threat Landscape becomes more and more diverse (e.g. hybrid);

* Cyber Threat Intelligence has to be integrated in the Military planning process
from the earliest stage possible;

* Already conducted activities provide good input for the discussion in the
military domain;

* Dynamic Risk Management and a continuous flow of cyber threat intelligence
is key for success;

- Balanced set of competent personnel, state of the art technology and
connecting processes (OPP, SOPs etc.) required;
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"Is there any other business before we jump?”
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