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Current scenario

Deep Web vs Dark Web

- Deep Web

— It represents the part of the web
that has not yet been indexed by
common search engines

 Dark Web

— Set of publicly accessible content
that are hosted on welbsites whose
IP address is hidden but to which
anyone can access it as long as it
knows the address

— Seft of private content exchanged
In a closed network of computers
for file sharing




| - Current scenario I
Dark Web
The Onion Router (TOR)

— Tor directs Internet traffic through a free, worldwide, volunteer network
consisting of more than six thousand relays to conceal a user's location
and usage from anyone conducting network surveillance or fraffic
analysis.

* 2P - The Invisible Internet Project
— Network “Peer-to-Peer” (P2P)

— |12P is an anonymous overlay network - a network within a network,
Ordinary services running on a secure network

* Freenet - A Distributed Anonymous Information Storage and Retrieval
System.

 anoNet is a decentralized friend-to-friend network built using VPNs and
software BGP routers

« ZeroNet - is a new decentralized and open source web platform based on
BitTorrent(p2p) technology and BitCoin cryptography.



Current scenario

Why Tor is so popular in the criminal ecosystem?

*  Anonymity

 TOR provides "hidden services" that could be
used for several illegal activities.

« Law enforcement face difficulties in de-
anonymizing TOR users.

« Impossible to conduct monitoring on a large-
scale.

« Excellent aggregator - It hosts principal
underground communities.

« TOR adllows bypassing Internet Filtering (i.e.
Censorship).




Current scenario

Bad Actors

i

— \ ID#: 31337 |um
(825 name: Scriptkiddie
— i Federal Bureau of Investigation | "=




Dark Net as a facilitator for cybercrime

“Cybercrime is a fast-growing area of crime. More and more
criminals are exploiting the speed, convenience and anonymity of
the Internet to commit a diverse range of criminal activities that
know no borders, either physical or virtual.” INTERPOL

Cyber crimes can be grouped in the following categories:
« Afttacks against computer hardware and software

* Financial crimes

« Abuse (i.e. child pornography)

Darknets are the right place where search
for anything related above crimes



http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime

| “‘
P * Malware and DarkNets

The offer of Darknets

 Darknet are a privileged
environment for malware authors
and botmasters.

« Hiding C&C infrastructure

« Availability of authentficated hidden
services

« Availability of black markets to buy
and sells their products.



The offer of Darknets

@® Tor-malware
@® 12P-malware

Atrax
Skynet Crimekit
(Dec (Nov ChewBacca
{Jan 2014)

Mevade i Tor
(Sep 2013) Cryptowall
(Jan 2015)




- Threats from 2015

X Ransomware KeRanger
(Infected BitTorrent Client
Installer)

,_ ~ Malware and DarkNets

gl

CryptolLocker/FAKBEN
Ransomware

The offer of Darknets

Eleanor Mac backdoor
Petya ransomware

ORX-Locker, Ransomware-as-

2015: 2 C&C
server in tor
2014: and 2 on 12P Cryptowall (release 2.0 and up)
OnionDuke (Ransomware) CSTO Ransomware uses UDP
Campaign -3 and Google Maps
2013: 3 C&C C&C servers R
servers Cyber €spionage Locker
controlled a
- TeslaCrypt ransomware
botnet of million release 210 andlun)
machines
2012: On e Directly connecting users
C&C server for CTB Locker
data CryptoWall 3.0 (I12P)
exfiltration e
- uke o)
(Skynet)

2013 2014 2015
The Tor Project - https://metrics torproject.org/
Start date (yyyy-mm-dd) 2012-06-19 End date (yyyy-mm-dd): |2015-09-17



Malware-as-a-Service

2015 - Tox ransomware-construction kits that =

allow easy to build malware in just 3 steps

2017 - MACSPY - Remote Access Trojan as @
service on Dark web

2017 - MacRansom is the first Mac ransomware |
offered as a Raas Service. o e ——

2017 — Karmen Ransomware Raas

2017 -Ransomware-as-a-Service dubbed Shifr = 225
Raas that allows creating a ransomware : :
compiling 3 form fields.

CICGICHCN



http://securityaffairs.co/wordpress/wp-content/uploads/2015/05/tox-crimeware-kit.png
http://securityaffairs.co/wordpress/wp-content/uploads/2015/05/tox-crimeware-kit.png

4 y , “ Malware and DarkNets

Malware Price (Middle East and North African
cybercrime underground)

Worm $1-12
Keylogger Free-$19
Known Ransomware $30-50
Malware Builder Free-$500
Citadel (fully undetectable) $150
Ninja RAT (fully undetectable) $100
Havij 1.8 (cracked) Free

Table 4: Average prices of malware
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by Tor network abuse in
2 44“\ ¥ financial crimes

Tor Anonymity and Financial Frauds

« Dec. 2014 - non-public report realized by the US Treasury
Department found that a majority of bank account takeovers
exploits the anonymizing the Tor network.

» 6,048 suspicious activity reports (SARs) filed by financial
organizations between August 2001 and July 2014, focusing for
those involving one of more than 6,000 known Tor network nodes.

« 975 hits corresponding to reports totaling nearly $24 million in likely
fraudulent activity.

 From October 2007 to March 2013, filings increased by 50
percent,” the report observed. “During the most recent period —
March 1, 2013 to July 11, 2014 — filings rose 100 percent.”



" Tor network abuse in
financial crimes

Tor Anonymity and Financial Frauds

Diversity of Filers

FILER Money Depository  Broker M5B - Depository  MSB -
Services Institutions - Dealers Prepaid Institutions-  Virtual
Businesses Barks Card Credit Currency

Providers Unions Exchangers

SARS 138 133 27 15 3 2

To 43% 42% 8% 5% 1% 1%

FILER Knew IPs were Torrelated  Did NOT know IPs were Torrelated

# of SARS 10 308

% of Filers 3% 7%

Types of Suspicious Activity in Tor-related SARs

SUSPICIOUS ACTIVITY # of SARs  Percentage
Other! 164 2%
Identity Theft 140 44%
Money Laundering 110 35%
Unusual use of money transfer(s) 78 25%
Account Takeover 77 24%
Unavthorized electronic intrusion / Computer Infrusion 13 4%
Provided questionable or false documentation 12 4%
Suspicious concerning the source of funds 11 %
Two or more individuals working together s 3%
Forgeries 8 3%
Transaction with no apparent economic, business, or lawful purpose 8 3%
Suspicious use of mulliple accounis & 2%

' A review of Suspicious Activity referred to as “Other” determined that the majority of these activities
were associated with Account Takeover and/or Identity Theft.




Black Markets

Criminal aggregators

Black Markets are places on the web where it is possible to
acquire or rent “malicious” services and products.

Anonymity and virtual currencies.
Efficient facilitators of criminal activities.

Most commercialized products are drugs, user’s Pll, stolen card
data and hacking services.

The Feedback mechanism and escrowing services increase
mutual trust between buyers and sellers.

Competition (Mr Nice Guy hired a blackmailer to hit TheRealDedl
and its competitors. TheRealDeal hacked back.)



Black

MAKKH— Data Leakage

Users data in the underground

Anomali Labs analyzed availability in
the Dark Web of FTSE 100

employees data. --have i been pwned?

5,27 5 emp|oyee emg” Ond CleCﬂ’ -|-eX-|- Check if you have an account that has been compromised in a data breach
password combinations from FISE

100 companies available on the
Dark Web, on crime forums, on paste

sites Rl T

An average of 50 employees for
each FISE 100 company have had
their credentials exposed online.



Black

ﬂARKﬂ' Data Leakage

Criminal aggregators

Yahoo 200M
By peace_of_mind (100.0% ) [EIEEYEXED

In stock ay 0 J
details leaked online

Class Digital

Dropbox Data Breach, more than 68 Million account

A -~ e . P . Ships From Worldwide
August 31, 2016 By Pierluigi Paganini

100 million credentials from the Russian Facebook

Myspace 360M

@ oy s, ot mna 10 0%) ECTEIED VK.com go on sale

June 6, 2016 By Pierluigi Paganini

myspace
y p.com

Postage Option

Escrow Yes, escrow by RealDeal is available. Dropbox.com 68 Million

o =
Class Digital
Ships From  Worldwide o
" e —T—
]

Dropbox =. = T 7 I — — —

Linkedin 167M

Linkedm By posce_ctriva (100.0% ) (EZEIET)

Hundred Million Stolen MySpace Passwords for sale Ry
in the darkweb m

e,
May 28, 2016 By Pierluigi Paganini Class vl
eFrom  Workdwi
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MAK&ET Crime-as-a-Service

CaasS
How to buy and sell hacked servers all over the world
June, 20] 6 - XDediC mdrketpldce | S Ks;;t-;;kuyls_:::;se ::;;:ered xDedic, a global marketplace for compromised Remote Desktop Protocol (RDP) servers,
offering everyone from entry-level '
cybercriminals to APT groups fast, =
cheap and easy access to legitimate

organizational servers.

GREAT  KASPERJKY3Z
Statistics

FAKBEN is offering a professional
Ransomware-as-a-service that relies on
a new CryptolLocker ransomware
which can be downloaded through
the executable file.



http://securityaffairs.co/wordpress/48412/cyber-crime/xdedic-marketplace.html

Black

V‘ARKH Black Markets

Dark markets are crowded places
Different Levels of Participants in the Underground Market

Proportion of Participants
Sophistication/skill levels and various roles

Examples:

» Elite researchers

isti P * Exploit devel
Sophisticated/  Administrators xploit developers

highly skilled * Zero-day researchers | o Ac-3-service providers

* Malware writers * Virtual money mule
Subject-matter = |dentity collectors services

experts * Programmers * Spammers

» Tech experts * Botnet owners
- * Drop service
Can be sophisticated Intermediaries/brokers « Distributors

or unsophisticated * Hosted systems
Vendors providers
* Cashiers

Mules (witting) . gz;fi’r:;grc:al data

Unsophisticated/
less skilled

General members * Buyers
* Observers

Mules (unwitting)

SOURCES: Drawn from interviews; Schipka, 2007; Panda Security, 2011; Fortinet, 2012; BullGuard, undated.
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MARKET Black Markets

Tor Black Markets

MARKETS LIST & AVAILABILITY STATUS

TOP MARKETS!

st | Droan Mophot
Established 2013
sz\ ‘c’d&rfgﬁ’ - Messages 0 Account 8000

INVITE / REFERRAL MARKETS Rase T

. PDIng trom ¥
E oy Escrow
Opioigs o
Others
Precurse, 1| 2 &
_ |

s
:
MARKETS o
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NAKEH Black Markets

Product Pricing List Sample

Pll record for $1. (Trend Micro)
PayPal and eBay go up to $300 each.

Bank account offered for a price
ranging from $200 and $500).

Document scans from $10 fo $35 per
document. (Trend Micro)

Credit card fraud CVVs ($3-$25),
Dump ($20-$60), Fullz ($25-$125)

Credit Card's
Country of Origin

Canada

Description Price

Visa/Mastercard $11-15 per number

Amex/Discover $22-28 per number

Full $35-50 per fullz

United States

Visa/Mastercard $5 per number

Amex/Discover 38 per number

Full $25 per fullz

United Kingdem

Visa'Mastercard $30 per number

Amex/Discover $38 per number

Full %53 per fullz
Israel Full $33 per fullz
Russia Full %25 per fullz
Turkey Full $18 per fullz

Counterfeit documents, including non-US passports, from $200 to $1000.
Fake US driver's licenses run for $100-$150, meanwhile counterfeit Social
Security cards run between $250 and $400 on average.
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ﬂAKé(ﬂ Black Markets

Services - Pricing List

« Hacking services Hacking
\/ SOCIO' med|C| OCCOUHT Hacking welb server (vips or hosting) 5D 230 (104 BTC st the time fm

hGCklﬂg $50—$] OO (FB, writing)

Q USD 200 (0,85 BETC at the time I'm
TWITTeI’, eTC) Hacking personal computer

o Writing)
v' Remote Access Trojan - - o
N Hacking Social Media Account USD 300 (1,25 BTC at the time I'm
$] 5O_$4OO (FB, TWITTeI’, eTC) |Facebook, Twitter) Writing)
v Banking Malware il Aecount Take v USD 300 (1.25 BTC at the time I'm
Customization (i.e. Zeus writing)
source code) $900 - $1500  security Audit
v' Rent a botnet for DDoS USD 400 (1.66 BTC at the time I'm

Web Server security Audit

aftack (24 hours) $900 - writing)
$'| 500 Malware

Remote Access Trojan

USD 150 - 400 (062 -1.66 BTC at the

time I'm writing)

« Carding

Banking Malware Customization (Zeus USD 900 (375 BTC at the time I'm

« Money Laundering Services source code) writing)
« Assassinations services DDoS attack
. TI’CIiﬂiﬂQ and Tutorials USD 150 - 500 (2.08 - 166 BTC at the

Rent a botnet for DDoS attack (24 hours)
rirme Ui writined



Black

MAR&T Black Markets

Most active criminal underground communities

Country Selling price accounts
Classic US-issued credit card credentials US$19-22 (100 sets) for sale

Gold, Platinum, or Business US-issued credit

US$36-42 (50 sets)
card credentials

US$14-78

Japan (Average: ~US$60) =07
Classic Canada-issued credit card
_ US$47-50 (40 sets) US US$2-84 126.707
credentials (Average: ~USST) !
Gold, Platinum, or Business Canada-issued Brazil US$6-10 17.385
US$50-65 (35 sets - '
credit card credentials $ ( ) (Average: ~US$8)
USs$s-61
Fake US-issued credit card (physical) US$210-874 UK (Average: ~US$8) 28,336
Canad US$3-60 36,423
Table 3: Credit-card-related offerings in the North American underground anada {Average: ~US$16) ’

Russian Cybercriminal Underground Market Product Offerings FE 4 FRESH CCOW FROMUSAVSAMASTERDICO
ﬁ e
al Money
2011 Price 2012 Price 2013 Price R G on o e v S T ke
R Escrow A Carding CC to BTC in 5 steps (NEW)
Credit card credentials LS wuso/omsmsre
(per card): % x:iw,::;
+ American Uss$2.50 uss1 Ussi WA SipsFrom: Mo S To: Wordwide
+ Awustralian UsSs7 US$s Uss4
+ Canadian Usss US%5 USs4 p ms*n/’;&w:ré SSN-DOB-BANK INFO ETC 1 g
+ German USs9 uss? VL (e
« British USs7 US$6-8 USS5 S iy Moy

' Ships From: Virtual message Ships To: Worldwide




Black Markets

- | A successful Business Model
L“ﬁ,‘sglk ﬁo‘a‘d messages(0) | oxders(0) | ac 4*'4 2012 . .
.« * Silk Road realized $22 Million In Annual Sales only
related to the drug market. (Carnegie Mellon
2012)

8 days 2 hrs 51 mins 31 secs until Four Twenty!!!

 USD 1.9 million per month Sellers’ Total revenue

« Silk Road operators earned about USD 143,000
per month in commissions.

2015
« Principal Dark 35 marketplaces raked from $300,000 to $500,000 a day.

« About 70% of all sellers never managed to sell more than $1,000 worth of
products. Another 18% of sellers were observed to sell between $1,000
and $10,000 but only about 2% of vendors managed to sell more
than $100,000



A paradise for

scammers

The dark web is the reign of scammers.

Bg‘?ﬁ&{}?arl‘e' .+ Many sellers claim to have products that will
I T S — never send to buyers.
-  Weapons are probably one of the goods that
e . most of all suffer this kind of problem:s.
g « Producers from the German broadcaster ARD
B | e tried to buy an AK-47 rifle, they paid $800 worth
e of bitcoin, but never received it.

besalafia

« The site offers “hitman’ services and act as o e—
between customers and killers 1o hire.
« The truth behind the popular hitman service

an Mafia: Hire a Killer or

was clear after the website was hacked '
and data leaked online. :

« “These guys have made aft least 50 bitcoins
[nearly $23,000]" (Chris Monteiro)




Defferences within
Criminal Underground

Characterization of the criminal underg

round

®
A
Like a well-functioning
assembly line,
automation has become
The German market is a

the name of the game in
niche, boasting of wares

the Russian
(treuhand services and underground; each

) player strives to go to
stolen Packstation market first.
accounts) that are

uniguely German.

RUSSIA

Like a glass tank, the
North American
underground is not a

locked vault accessible
only to the
tech-savviest of
hackers, but rather
open and visible to
both cybercriminals
and law enforcement.

The Japanese
The Chinese underground veers
BRAZII underqrt?und can be away from tradition
ALIL considered a (creating and
T AN prototype hub, distributing malware)
selling not just the and instead caters to
latest in software and those on the lookout
services but also

for the taboo.
As the fastest route hardware.

to cybercrime
superstardom, any
aspirant can gain
overnight notoriety
in the Brazilian
underground with
just a little bit of
moxie and the right
tools and training.




&(w Pedophilia

Pedos in the dark

A study conducted by the University of Portsmouth revealed that
over 80% of Tor network visits is related to pedo sites.

The portion of Tor users who search for child abuse materials is
greater that the one that use it to buy drugs or leak sensitive
documents to a journalist.

“Unstable sites that frequently go offline might generate more visit
counts. And sites visited through the tool Tor2Web, which is
designed to make Tor hidden services more accessible to non-
anonymous users, would be underrepresented. All those factors
might artificially inflate the number of visits to child abuse sites
measured by the University of Portsmouth researchers” said Tor
executive director Roger Dingledine.



@/w Pedophilia

Pedophilia in the dark

« Trend Micro Research identified 8,707
“suspicious” pages. The analysis of the
“Surface Web" sites that those sites
linked to revealed that the majority of
them fall into the following categories:

v' Disease vector (drive-by
download) sites (33.7%).

v' Proxy avoidance sites (31.7%).

v Child exploitation (26%).

« Diffusion of Pedo material in the Deep
Web is anyway serious phenomenon.
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@ Terrorism

Terrorists in the Dark Web

« The Dark Web is difficult to monitor for
intelligence agencies and it is not so
easy to de-anonymize members of
terrorist organization:s.

lzumi Nakamitsu, chief of UN's

Disarmament Affairs stated:
 The dark web is as the primary enabler of
easing access to WMD:s.

» Terrorist groups can now trade
and collaborate over the dark web and
make illegal dealings without being
noticed by authorities.

Propaganda
Purchasing wepons
Purchasing stolen card
data

Counterfeit documents
Recruiting

Download Mobile Apps
used for secure
communications
Purchase of malicious
code

Fund-raising (¢¢)
Doxing


https://twitter.com/INakamitsu

We are going in the dark

(Dec. 22nd, 2014) In a court case the investigators were informed about
the usage of an FBI's “*Network Investigative Technique” (NIT) to
deanonymize suspects while exploiting Tor network. The NIT allowed them
to identify the IP address of TOR users.

Law enforcement relied on the popular Metasploit framework to first de-
anonymize operators of child porn websites in the Tor network.

The operation is coded Operation Tornado and the FBI relied upon an
abandoned project of Metaploit dubbed the "Decloaking Engine” to de-
anonymized users in the 2012.

“The NIT was a Flash based application that was developed by
H.D.Moore and was released as part of Metasploit. The NIT, or more
formally, Metaspolit Decloaking Engine was designed to provide the real
IP address of web users, regardless of proxy settings.” states the forensic
report.



*  Operation Onymous (On 5 and 6 Nov. 2014) - Law
) : enforcement around the globe conducted a joint
: ... action ogoms’r.dork markets on Tor .ne’rwo.rks.

» Over 400 websites were shut down including black
THis H'?Df'?'SI'IEfHﬁSiEEN:E'ZED markets on Tor network (Silk Road 2.0, Cloud ? and
sdEirogesaie bcanai e e g i Eovel st e Hydra), 17 vendors and administrators behind 410
hidden services were arrested.

« $1 million in Bitcoin was seized, along with €180,000
in cash, gold, silver and drugs.

Operations

TOR Hidden Service Operation PACIFIER Victim Identification
sproduction of sexual *production of sexual Task Force
abuse material with abuse material with *Experts from EU
over 100,000 members over 400,000 Member States,
*Admission on members including Denmark
production of new *USE of TOR Hidden *Task Force examines

. ere . ] o material Service material gathered
° O p erg T'O N P €@ |f| er is Th e F B I massive h qacC |<| N g -Operational team at Successful infiltration dur:\rg a joint operation
Europol and technical *Danish expert identifies
M ® *Europol, Australia, investigation victim in Italy based on
campaign on computers worldwide (2015). USA, Denmark, Sweden _Administrator located_this material
and many other *Site taken down and  |*Suspect arrested and 3
i 1 H 1 H Member Stat tent: ed ictims identified and
« The web child porn website under investigation racking and tocation [N SRS IEN e o
of moderators and y Europo

was Playpen hosted on the Tor Network. administrators "Denmark: 34 cases

*Coordination of
« The FBI was able to harvest around 1300 IPs Sovert collection of
I;g:t'l‘olige: profile users
*6 users in Denmark (3
highzgtofile users)



http://securityaffairs.co/wordpress/45772/cyber-crime/feds-tor-exploit-code.html

‘ The response of the
T. 4 law enforcement.

2017 - Huge blow to the criminal underground in the dark web,
authorities shut down AlphaBay and Hansa black marketplaces

In a coordinated International operation, Europol along with FBI, US
DEA and Dutch Police have seized and taken down AlphaBay and
HANSA black marketfs.

THIS HIDDEN SITE HAS BEEN SEIZED THIS HIDDEN SITE HAS BEEN SEIZED

and controlled since June 20 Since July 4, 2017




« Security experts hypothesized that law /
enforcement has exploited one of the
following scenarios:

v Lack of Operational Security of hidden
services.

v Exploitation of bugs in the web
application.

v Bitfcoin de-anonymization.

v Attacks on the Tor network (i.e. Traffic
Analysis Correlation attacks).

 The number of black markets seized by law enforcement led to
speculation that a weakness in the Tor network had been exploited.

« Andrew Lewman, a representative of the not-for-profit Tor project,
excluded it by suggesting that execution of fraditional police work such
as following Bitcoins was more likely.



aw enforcement

New dedicated cyber units

Dec. 2014 - Prime Minister Cameron
announced that a newborn cyber unit
composed by officials from GCHQ and
NCA will fight online pedophiles even in the
Deep Web.

Interpol’s Cyber Research Lab
completed the first training program, as
part of the course the participant built its
own private “Darknet” network
simulating the management of an
underground marketplace.




enforcement

New dedicated cyber units

July 2016 - David S., the Munich gunman has
purchased the weapon on the Dark Web

August 2016 - The German Government
announced last week the creation of a new
cyber security unit named ZITiS to tackle terrorists
online in a wake of terror attacks.

The ZITiS will be also focused on the monitoring of
the Dark Web, the staff of the new cyber units will
include experts in the monitoring of “darknet.”

The experts are concerned about the abuses of
Darknets, terrorists could exploit them to cover
communications or to acquire illegal weapons.



http://securityaffairs.co/wordpress/40933/cyber-crime/dark-web-cybercrime.html
http://securityaffairs.co/wordpress/47569/cyber-crime/buying-weapons-dark-web.html
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