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* Pyramid of Pain

AN AREA THAT NEEDS MATURING published by David Bianco

resourcing

ad hoc adversari

scattering

focus of activities

¥

automation indicators

underdeveloped
internal



BUT WHAT CONSTITUTES “MATURE”?

n 01
of structured CTI. Triage & assignment. Trend analysis Extemal CT sharing

Criot o2 ngesion Criosos Crioaos Criosaz. = Carson Zimmerman,
revision? ETET || s o e e “Ten Strategies of a
= — # ] World-Class Cyber
o Security Operations
b Rabobank TNID . . Center”
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foundation

for maturing CTI provisions high level

* No clear definition Developed in collaboration
with major Dutch financials.




CTI CAPABILITY FRAMEWORK

strategic & tactical

Sample workflow: CTI life-cycle
management (source evaluation)
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TREND ANALYSIS
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THREAT LANDSCAPING
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Top Threats 2016

1. Malware

2. Web based attacks

3. Web application attacks

4. Denial of service
5. Botnets

6. Phishing

data analytics
- statistics

across sources 2
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Assessed
Trends 2016

Change in
ranking

source: ENISA Threat
Landscape Report 2016
Published: Feb 2017

update TL
- process
threat deltas



STRATEGIC CTI REVIEW

access control, integrity
protection, monitoring...

router malware (TTP) nation state espionage (actor) I require planning and budgeting
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TAKE AWAYS

D) CTI capability framework
(even better: common
framework that also covers monitoring, VM and incident response)

strategic and tactical CTI
processing

situational awareness risk management
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