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A WORD ABOUT TNO 

Cyber Threat Intelligence – ENISA CTI Event 

Dutch innovation and advisory body, founded by law in 1932  

and currently comprising some 2800 professionals 

Active in many fields (a.o. healthcare, automotive, defence, energy 

and ICT), not-for-profit and independent of public & private interests 

Very active in the field of cyber security  

– R&D, contract research, consulting 

Variety of customers - government, MoD, 

telcos, financials, energy companies, … 
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AN AREA THAT NEEDS MATURING 

scattering of 

threat information 

– much resides 

in mailboxes 

limited resourcing – duties 

usually reside in CSIRT 
ad hoc workflows – relies 

on expertise of individuals 

“pain” inflicted 

on cyber 

adversaries* 

focus of activities 

present efforts largely 

revolve around indicators 

– but the real value lies in 

tactical intelligence! 

* Pyramid of Pain 

published by David Bianco 

relatively underdeveloped 

– typically limited to 

quarterly expert reports 

little automation – e.g. 

exchange of threat 

information via e-mail 
limited use of internal 

threat information (e.g. 

“sightings”, honeypots) 
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BUT WHAT CONSTITUTES “MATURE”? 

CSIRT Handbook by CERT/CC 

• Description of typical 

CSIRT services (2003), 

a.o. adopted by ENISA. 

• No clear definition of CTI 

related services 
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CTI Capability Framework 

• Intended as tangible and 

contemporary foundation 

for maturing CTI provisions 

• Developed in collaboration 

with major Dutch financials. 

MITRE’s SOC Capabilities 

• Modern perspective (2014), 

includes “intel & trending” 

• Fairly high level and some 

(key) elements embedded in 

broader SOC capability 

Carson Zimmerman, 

“Ten Strategies of a 

World-Class Cyber 

Security Operations 

Center” 

inspiration revision? 



CTI CAPABILITY FRAMEWORK 
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For each, model encompasses 

a. formal definition 

b. purpose and context 

c. core operations/ workflow 
 

Explicitly detached from security 

team demarcations (SOC, CERT…) 

operational strategic & tactical 

Sample workflow: CTI life-cycle 

management (source evaluation) 



TREND ANALYSIS 
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deduce tactical insights 

concerning nature, severity 

and relevance of cyber 

threats from aggregated 

CTI collected over time 

DEFINITION 

metrics/ statistics 
(example) 

typically results 

from data 

science 



THREAT LANDSCAPING 
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create prioritized list of most 

relevant cyber threats by 

assessing effects of (major) 

CTI trends and events 

DEFINITION 

source: ENISA Threat 

Landscape Report 2016 

Published: Feb 2017 

(example) 

organisational context 

sightings, incidents, alerts… 

- present and expected 

- relative to other threats 
+ 

new 

entry 



STRATEGIC CTI REVIEW 
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identify and raise CTI 

developments for strategic 

decision making and mid-

long term security planning 

DEFINITION 

require planning and budgeting 

(not on-the-fly actions…) 

(example of outcome) 

access control, integrity 

protection, monitoring… 



TAKE AWAYS 

We see a need for a CTI capability framework that can serve as a 

foundation for establishing a mature CTI practice. (even better: common 

framework that also covers monitoring, VM and incident response) 

 

While present CTI practices are largely operational in nature (focus on 

indicators), the real value of CTI lies in strategic and tactical CTI 

processing (focus on actors, campaigns and TTP) 

 

Strategic and tactical CTI capabilities essentially serve to (a) establish 

situational awareness and (b) trigger risk management decisions and 

mid-long term security planning 
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THANK YOU & FURTHER READING 

https://www.tno.nl/media/9419/ 

innovating-in-cyber-security.pdf 
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