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About us

•EU Institutions’ own CERT

•Operational support to 60 organisations, 

100.000 users

•Defence against sophisticated, targeted cyber 

threats

•Hub of information and skills
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•Spread all over Europe

•Cross-sectoral

•Heterogenous infrastructure

•High-value targets

* Our Challenges



1. Announcements & advisories

2. Alerts & warnings

3. Incident response support & coordination

4. Cyber threat intelligence

5. Incident response & analysis on site

6. Artefact analysis & actions

7. Development of security tools

8. Intrusion detection & log management

9. Vulnerability assessment & pen testing

* Services



Our Products

•Cyber Security Brief

•Threat Landscape report

•CITAR Flash

•CIMBL
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Security Briefs
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• Since 2014

• Monthly

• Open source information, 

hand-picked and commented

• Direct and broader threats

• Distribution:
– 300 people from Constituents on 

technical, managerial and 

political level

– CSIRT network



Threat Landscape Reports
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• Since June 2015

• Quarterly

• Mostly non-public 

information

• Direct and broader 

threats

• Key developments and 

trends

• Distribution:
– Constituents

– CSIRT network

– Presidency



CITAR Flash

•One page report

•It is addressed to both Management and 

technical audience

•The aim is to raise awareness about on 

going threats

•The trigger for release is the relevance of 

an attack or threat to our constituents
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CIMBL

•Technical product that is a collection of 

IoCs

•It is addressed to our Constituents, other 

CERTs and Partners

•STIX and csv packaging

•Released weekly or on an ad-hoc basis
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CERT-EU products eligibility 

criteria 

• Threat Landscape

– Be a CERT-EU constituent 

– Or

– Be a Gov/Nat CSIRT of an EU Member State

• CITAR Flash
– Be a CERT-EU constituent 

– Or

– Be a Gov/Nat CSIRT of an EU Member State

• Indicators from CERT-EU constituency (via MISP)
– TLP:AMBER: be a CERT-EU constituent

– TLP:GREEN: have an NDA with CERT-EU

– TLP:WHITE: belongs to the MISP community

• "If you meet the criteria and would like to receive our products, please contact us"
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Trends
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•Data breaches and exposure

–Equifax (consumer credit reporting agency) –143 millions individuals 

impacted

–Deloitte (accountancy) –Several major customer orgs impacted

–Accenture (global consulting) –via Amazon Web Services Storage 

•Supply chain attacks

–Target the 'weakest link' in the chain and maximize impact

–Software repositories, Software update, App stores, …

•Cyber weapons

–Sophisticated cyber attack tools leaked and re-used

–Wannacry, NotPetya

•Crypto currency targeting

–New techniques to obtain currency for criminal activities
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Indicator Data Flow

13

MISP-EXT

CTI

Fusion Platform

MISP-EU

MISP-API

MISP 

PartnersMISP 

PartnersMISP 

Partners

MISP 

PartnersMISP 

PartnersMISP 

Constituents

MISP

Galaxies

(Github)

CERT-EU administration

Other

Sources
Other

Sources
Other

Sources

SIEM

IDS

HIDS

Customer

Portal



Threat Assessment Data 

Flow
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Knowledge Bases 

TECHNIQUES TACTIC PROCEDURES

Attack Patterns 

(G)

•Common 

techniques used 

by attackers

•Useful for trends / 

basic profiling

•Useless for 

attribution
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Attack Patterns 

(S)

• Special techniques 

not accessible to 

any attacker

•May be used for 

characterisation of 

malware.

Malware

RAT / backdoor

ransomware/ banking

trojan etc

•Malware family 

level

• Focus on malware 

used in targeted

attacks

Exploits

Exploit Kits (Angler, 

Metasploit, 

SweetOrange, 

Nuclear, etc), CVE

• Symmetrical to 

CVE / Exploit 

Target 

Tools

Shell, Port scanners, 

Web vulnerability

scanners  etc,. 

• Legitimate tools re-

purposed or 

customised for 

malicious use.

•Understanding 

TTP supply chain

Infrastructures

Delivery infra 

(phishing, watering

hole, etc), C2 infra, 

bots, forums, malware 

sites, darknets, etc

• Pivoting for 

attribution

Tactic

Sabotage, disruption, 

disinformation, 

information war, illicit

trading, etc

•Non technical 

identification of 

tactical objectives 

pursued by 

attackers

Targeting

Election, Media, 

Cryptocurrency, ATM, 

CII, ICS, Electric grid, 

IoT, iOS, 

• Assets being 

specifically 

targeted by TA

• profiling of TA



Knowledge Bases 

THREAT ACTORS

KB1 ïCyber-

Criminals

Individuals or groups involved

in cyber-criminal activities. 

Their motive is financial gain

Priority: Low
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KB2 ïCyber Warfare

State or state-sponsored

groups involved in malicious

activities (beyond cyber-

espionage) against other states

Priority: Medium

KB3 ïCyber 

Espionage

Groups or individuals involved

in state/strategic espionage or 

economic espionage (IPR 

theft)

Priority: High

KB4 - Hacktivists

Groups or individuals involved

in hactivist activity to promote

a cause or an ideology, or 

having egotistic motive

Priority: High

KB5 ïHacktivists-

Nationalists

State-sponsored or 

independent groups promoting

a nationalist cause. 

Priority: Medium

KB6 ïCyber-

Jihadists

Groups or individuals involved

in jihadism via cyber means: 

defacement, on-line 

recruitment, doxxing, etc

Priority: High



ENISA, EDA, EC3, CERT-EU

It is important to synchronize European 

Institution efforts towards a secure IT 

environment

Status: Draft Memorandum of 

understanding

European Institutions 

Cooperation



European Institutions 

Cooperation

•CERT-EU can provide operational 

experience from the European Institutions 

IT environment
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European Institutions 

Cooperation

•Products and reports peer review

•Information exchange

•Pre-release notifications
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The way forward

•Improve our CTI infrastructure

–Simplify system’s architecture

–Closely follow MISP evolution

–Enhance cooperation with CIRCL and MISP 

user groups (military and others)

–Better utilize MISP tactical features

20



Cyber threat intelligence

CERT-EU vision

•Develop strong relationships with other 

public entities (Constituents, CERTs, 

Partners) and private entities (Vendors)

•Diversify the sources to increase the 

quantity of malicious data

•Enhance technical checks to improve 

quality

•Automate distribution and consumption to 

reduce delay
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QUESTIONS?

Thank you

KYRIAKOS SATLAS

Kyriakos.satlas@ec.europa.eu
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