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Few questions
1)What is Active Defence? Many definitions available...

2)What are the components of Active Defence and what 
they add to my existing security operations

3) Do I have to be in a high security  maturity level to 
start with Active Defence? 

e.g from security architecture point of view, resources



My Definition
-Its not about  hacking back (however for many people it is)
-Its not about one technical solution e.g deploy a deception tool
-Its about having a range of solutions and processes  that go 
further to the traditional passive defence

SANS : The Sliding Scale of Cyber Security



Active Defence components

INTO THE GRAY ZONE :  Center for Cyber and Homeland Security  2016



Information Sharing

• Based on CERT-EU  CTI process

-Reactive approach

-Focus on IOCs

-Necessary but not effective in targeted attacks  



Tools for Deception-Honeyxxx
• Commercial  

• TrapX

• Cymmetria

• Illusive Networks

• CounterCraft

• TopSpin Security

• Javelin Networks

• …….

• Open source 

• MHN- Modern Honeypot Network

• ADHD - Active Defense Harbinger Distribution

• ……..



Honeydocs

• Looking at your defence from the perspective of how 
an attacker operates is a good idea

• Creation of deception docs based on the experience 
from  Red Team Exercises (simulation of  targeted 
attacks)

Questions :

• How do we create a Honeydoc?

• Where can be stored? 

• How to get alert that it was accessed? 



Examples
A well chosen honeydoc should  attract attacker’s attention
-Word files, shared folders with attractive names 
-Fake Keepass databases,fake  network diagrams



Low interaction honeypot
• Deploy few  honeypot servers  based on Modern 

Honeypot Network

• Relatively Easy to deploy – Still configuration needed so  
banners  don’t say “This is a honeypot….” 

• Example : How we gather CTI info in a targeted attack 
using a custom  honeynet



Hunting
• Actively looking for presence of attackers following the MITRE ATT&CK and 

CAR frameworks

• Based on CTI info focus on TTPs of  the adversaries active in our sector 

• Baseline  – Stacking, Grouping, Clustering - Alert near-real time

• Expensive, requires skilled personnel 


