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Titeldia Voorbeeld lay-out 

Embedding CTI in security 
organisation 

Use CTI to improve your (security) processes 

Paul Samwel 



Format 

4 talks TED style: 

 20 minutes presentation 

 15 minutes questions & discussion 

 

 

BREAK 

 

pitches from the audience (no slides needed) 

 6 minutes pitch 

 4 minutes questions & discussion on pitch 

Group discussion on CTI for improving your security organization 



Embedding CTI in Security Organisation 

Agenda 
9:00  Introduction  (Paul Samwel) 

9:10   Using CTI for prioritizing security improvements (Paul Samwel) 

9:45   Scaling Intelligence for Communities  (Chris O’Brian) 

10:20 Translating Intelligence for the Business   (Tierman Connolly)  

10:55  CTI capability framework (Richard Kerkdijk) 

11:30  Break 

12:00 Pitches from the audience. 

• Human behaviors and the Cyber Kill Chain (Michael Meijerink) 

• <pitch 2> 

• <pitch 3> 

• <pitch 4> 

• <pitch 5> 

 

13:00 Lunch 

14:00-16:30 Plenary session with summary of our discussions 



Titeldia Voorbeeld lay-out 

Using CTI for prioritising security investments 

Paul Samwel, October 2017 



Voorbeeld lay-out Eén kolom Tekst 

1 

2 

3 

4 

5 

Koppen, subkoppen, teksten en bullits 
Met deze knoppen (bij Start in bovenbalk) is het 
mogelijk om; koppen, subkoppen, teksten en bullits 
te veranderen: 

Paul Samwel 

http://en.wikipedia.org/wiki/File:Cissp_logo.svg


Problem 

Cybercrime resilience requires  Multiple layers of security 

 

 

 

 

 

 

 

 

How to prioritise your security investments? 

 

 
 

Multiple security 
layers on 
everything 



Solution: 
Use the Cybercrime Kill Chain 

Cyber Threat Intelligence 

Priorities 



1. Find your “crown jewel” assets 



2. Use CTI to find relevant Modus 
Operandi for your crown jewels  



 3. Find common attack steps in 
those MO’s 



4. Find controls to break (business case of) 
common attack steps 



5 Check completeness by 
linking solutions to kill chain 

Recon. Weaponize Delivery Expl. Instal C&C Actions Controls 

1. Network segmentation in 

security zones 

2. White listing and (anomaly) 

detection between zones 

3. Anomaly detection within 

zones 

4. Segmentation within user 

device based on risklevel 

5. Signing of critical transactions 

by users within applications 

6. Security Intelligence 

 

7. Automated handling of IOC’s 

 

8. Awareness for employee 
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6 check for blank spots 



Summary 

• The cybercrime kill chain can help you 
to find common attack steps.  

• By focusing your investments you will 
protect against multiple modus 
operandi.  

• Criminals tend to re-use attack steps. 
Hence you also protect against 
tomorrows modus operandi.  



Further reading 
 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2016 


