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Embedding CTl in security
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Format

4 talks TED style:

20 minutes presentation Ta I ks

15 minutes questions & discussion

BREAK
A3
pitches from the audience (no slides needed) K Vs
6 minutes pitch ﬂ?
4 minutes questions & discussion on pitch &

Group discussion on CTl for improving your security organization
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Embedding CTl in Security Organisation

Agenda
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9:00 Introduction (Paul Samwel)

9:10 Using CTI for prioritizing security improvements (Paul Samwel)

9:45 Scaling Intelligence for Communities (Chris O'Brian)

10:20 Translating Intelligence for the Business (Tierman Connolly)

10:55 CTI capability framework (Richard Kerkdijk)

11:30 Break

12:00 Pitches from the audience.

Human behaviors and the Cyber Kill Chain (Michael Meijerink)
<pitch 2>
<pitch 3>
<pitch 4>
<pitch 5>

13:00 Lunch

14:00-16:30 Plenary session with summary of our discussions
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Using CTl for prioritising security investments

Paul Samwel, October 2017
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Problem

Cybercrime resilience requires Multiple layers of security

Multiple security
layers on
everything

How to prioritise your security investments?



Solution: e
Use the Cybercrime Kill Chain

Cyber Threat Intelligence

Phases of the Intrusion Kill Chain

Redearch, identification, and seléction of targets
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Pasing remote doceid mabwane wilh eaxploit nko &
deliverable payload [e.g. Adobe POF and Microsalt
Office files)

Trandmission of weapon 1o target |eg. wia email
v DE|I'JEI'¥' ) attachments, websites, or USE drives)

Oingce delwesred, the weapon s code s iriggered,

euploiting vulnerable applications or sysbems

w Exploitation
v Installation

Duitgide sErver COMMmUniCEtas with the weapons
v Command & Cﬂl"l'[l'ﬂ) providing “hands on keyboard socess” inside the

LAMgeT’s network

The attacker works to achieve the aobjective of the
v Actions on Db_lE'f.tl intrusion, which can Include exfiltration or
destruction of data, or intrusion of another target

The weapon installs a bacidoor on a target's system
alloriing pErpistEnt acoess
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1. Find your “crown jewel” assets

Tactics, Technigues
and Procedures

Cyber-Threats

Kill Chain

Exploitable
Weaknesses

Implemented
Controls

Affected Assets
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Grouping of Assets according to their potential role in Kill Chain Phases
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2. Use CTl to find relevant Modus
Operandi for your crown jewels

Business Process

Fraud Case

Modus Operandi

Tactics, Techniques
and Procedures

Cyber-Threats

Kill Chain

Affected Assets

Legend:
IT/Cyber related content

l Weakness led to fraud

Business Process Assault Plan/Scenario

l Implem

ented by

Pre-attack phase

Cyber Attack Vector (Campaign)

l Uses techniques

B

ased on cyber threats

Post-attack phase

l Threats eventually used in KC phases

Exploitation

Installation

Command &

l Targetin

g assets

Figure 2: Big picture CTIl elements from Modus Operandi to affected assets
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3. Find common attack steps in

those MQO's

Reconnaissance | | Weaponisation Defivery oitation Ins tallation Command and Actions on
per ool Control Objectives
[ ] seepot attack werknow
[ i of Purpse
I Phishing
Reconnalssance Weaponisation Delivery Exploitation | |  Installat) on Command and Actions on
Control Objectives
[ ] step ot antack workhow
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4. Find controls to break (business case of)
common attack steps

Comrnand amd Actlons an
Control Objectives

Reconnaissance Weaponksation Delivery Exploitation Installation

I:l Step of Attack Waorkflow
[ width of Purpase

Figure 15: Position of Exploit kits in the kill-chain

Mitigation vector: Exploit kits are infecting systems based on their vulnerabilities. Exploit kit themselves
are installed as malware. Hence the mitigation vector for this threat contains elements found in malware:

* Performance of updates in a regular basis in orchestration with vulnerability management.

* Malware detection should be implemented for all inbound/outbound channels, including network,
web and application systems in all used platforms (i.e. servers, network infrastructure, personal
computers and mobile devices).

s Use of a security e-mail gateway with regular (possibly automated) maintenance of filters (anti-spam,
anti-malware, policy-based filtering), as well as content filtering to filter out unwanted attachments,
mails with malicious content and spam.

* Follow various vendor good practices?!?,



5 Chec
linking solutions to kill chain
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Network segmentation in
security zones

White listing and (anomaly)
detection between zones
Anomaly detection within
zones

Segmentation within user
device based on risklevel
Signing of critical transactions
by users within applications
Security Intelligence

Automated handling of IOC’s

Awareness for employee
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Summary

* The cybercrime kill chain can help you
to find common attack steps.

* By focusing your investments you will
protect against multiple modus
operandi.

* Criminals tend to re-use attack steps.
Hence you also protect against
tomorrows modus operandi.



Further reading

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2016



