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INTECO 

The National Institute of Communication Technologies (INTECO) 

●León 



INTECO: Brief introduction 

Who is INTECO? 

 Provision of services, research and coordination. 

 Participation in several European projects (ASASEC, ACDC, CloudCERT, 

SCADALAB, etc.) 

 INTECO-CERT. Preventive and reactive services:. 

Citizens + Entities (+ CCII ) 

(CCII with CNPIC). 

 Cyber security centre at the national level.  

(NCP ICT PSP) 

Membership 



SCADALAB PROJECT 

SCADA LAB Project  



IT Systems ICS 

SCADALAB PROJECT: Introduction  

• is at mature stage 

• importance C(50%) I(30%), A(20%) 

• patches are released regularly  

Cyber security 

• At a very early stage 

• Importance C(5%) I(35%), A(60%) 

• patches are released quite slow 

Cyber security 

• ISO standards 

• International regulations 

• Well known methodologies 

Standards, regulations 
and methodologies 

• Local standards 

• Local regulations 

• No well known methodologies 

Standards, regulations 
and methodologies 

• Standard architectures / protocols 

• Proprietary/unknown components are 

present to a certain extent 

Architecture and protocols 

• No standardized architectures / 

protocols 

• Proprietary components 

Architecture and protocols 

Comparing ICS and IT Systems 



SCADALAB PROJECT: Main purpose 

Purpose of the project 

SCADA LAB 

Test Beds Area 

Test bed 1 

Test bed 2 

… 

Laboratory 
Area 

Test Plan 1 

Test Plan 2 

Test Plan N 

SCADALAB: 

 SCADA Laboratory and 

Test bed as a service for 

critical infrastructure 

protection. 

 LAB: Framework to 

manage assessment 

plans and from where the 

tests will be carried out. 

 TEST BED: Target of 

Evaluation. 



SCADALAB PROJECT: Main activities (I) 

Definition of testing methodology 

STARTING 
POINTS 

1. ICS Base architecture. 

2. Test bed and laboratory 

area requirements 

3. Analysis of existing 

methodologies 

4. Type of security 

assessment 

5. Approach of the test 

inventory 

1 PLANNING 
a) ORGANIZATIONAL LEVEL 

ASSESSMENT a) SET THE LAB 

b) EXECUTION 

REPORTING 
a) CALCULATION  

OF THE METRICS 

b) REPORT OF FINDINGS 

b) OPERATIONAL LEVEL 

c) TECHNICAL LEVEL 

Phases Activities 
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SCADALAB PROJECT: Main activities (II) 

Design of the laboratory architecture  

L
A

B
O

R
A

T
O

R
Y

 A
R

E
A

 



SCADALAB PROJECT: Main activities (III) 

Design of the test bed architecture  

TEST BED AREA 



SCADALAB PROJECT: Main activities (IV) 

Workflow of the security assessment  

SCADALAB 

FRONTEND

SCADALAB TESTING 

AGENT 

SCADALAB 

SERVER

SCADALAB 

WORKSTATION

TESTBED

RESULTS



WANT TO KNOW MORE? 

Web: http://scadalab.eu 

Email:  info@scadalab.eu 

Contact us 

http://cloudcert.european-project.eu/
mailto:info@scadalab.eu


WANT TO KNOW MORE? 

Come to our next workshop 

To be held in Madrid 10th October 

Web: http://scadalab.eu 

Email:  info@scadalab.eu 

No registration fee (might have some invitations left) 

Some expenses covered by Scadalab Consortium 

Contact us asap if interested  

Contact us 

http://cloudcert.european-project.eu/
mailto:info@scadalab.eu
mailto:jose.maria.toribio@everis.com
mailto:everis.group@everis.com
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