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Definition
of the context




What is a Smart Home? i

Connected devices

Data acquisition and processing
Actions on the environment

A
A
Connected users

A Interface for command & control
A Adaption to the environment

Towards an automation of the home
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ENISA Threat Landscape for Smart Homeg;:,

No device is fully secured

A Dependency to external services
A Design ofoTconnected devices
A Vulnerabilities of protocols

TV recording all
conversations

Non-technical threats

A Cost reduction during design/manufacturing
A Economical modek(g.a St f Ay 3 LINRA C
A Potential risks on health and safety

Hacking Smart Locks to
open doors

By design, a Smart Home is prone to several threats
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Real physical threats ¥ enisa
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Impact on life, health and safety
A Failure or attack on devices

Criminal usage dbTand Smart Homes
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A Physical crime difficult to prove (e.g. robbery with no
proof)

Continuity of service in case of a disaster
A Impact on the Smart Home environment?

Usage in case of emergency?
A How couldoTdevices help first aid / emergency services?

A lack of legal framework defining liabilities in Smart Homes
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A questionable approach of security R
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Technical

A Choice and implementation of protocols

Economical

A Low incentive to integrate security
A Long term support of devices vs rapid evolution

Cultural

A Functionalities before security (product before euser)

A Lack of collaboration industry/research. On the contrary,
several lawsuits were initiated against security researchet

No major attack to this day
e Limited integration of security in the lifecycle d6T
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Methodology
of the study
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Secure the lifecycle ¢bTdevices and services

A Raise awareness
A Promote good security practices
A Propose recommendations to stakeholders

Target audience

A Manufacturers and thireparty developers

A Service and solution providers

A Electronic communications providers

A Other stakeholders may find interest in the study

ENISA work shall enhance cyber securityaih devices
e Limit risks on life, health and safety
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Scope and target audience

Devices Data exchange with

A Constrained devicdRFC7228] A Mobile applications

A Highcapacity devices A Remote services

[RFC 7228]
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