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Connected devices

Å Data acquisition and processing

Å Actions on the environment

Connected users

Å Interface for command & control

Å Adaption to the environment

Securing the Lifecycle of Smart Home Environments | Dr. Cédric Lévy-Bencheton

What is a Smart Home?

Towards an automation of the home
ŦƻǊ ŀƴ ƛƳǇǊƻǾŜŘ ǉǳŀƭƛǘȅ ƻŦ ƭƛŦŜ όŎƻƳŦƻǊǘΣ ŜƴŜǊƎȅ ǊŜŘǳŎǘƛƻƴΧύ



5

No device is fully secured

Å Dependency to external services

Å Design of IoT/connected devices

Å Vulnerabilities of protocols

Non-technical threats

Å Cost reduction during design/manufacturing

Å Economical model (e.g.ǎŜƭƭƛƴƎ ǇǊƛǾŀǘŜ ŘŀǘŀΧύ

Å Potential risks on health and safety
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ENISA Threat Landscape for Smart Homes

By design, a Smart Home is prone to several threats

Hacking Smart Locks to 
open doors

TV recording all 
conversations
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Real physical threats
Impact on life, health and safety

Å Failure or attack on devices?

Criminal usage of IoTand Smart Homes

Å ά±ƛǊǘǳŀƭέ ŎǊƛƳŜ
Å Physical crime difficult to prove (e.g. robbery with no 

proof)

Continuity of service in case of a disaster

Å Impact on the Smart Home environment?

Usage in case of emergency?

Å How could IoTdevices help first aid / emergency services?
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A lack of legal framework defining liabilities in Smart Homes
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A questionable approach of security

Functionalities
Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed

do eiusmod tempor incididunt ut labore et dolore magna

aliqua. Ut enim ad minim veniam, quis nostrud exercitation

ullamco laboris nisi ut aliquip ex ea commodo consequat.

Duis aute irure dolor in reprehenderit in voluptate velit esse

dolore eu fugiat nulla pariatur. Excepteur sint occillum

caecat cupidatat non proident, sunt in culpa qui officia

deserunt mollit anim id est laborum.

Technical

Å Choice and implementation of protocols

Economical

Å Low incentive to integrate security

Å Long term support of devices vs rapid evolution

Cultural

Å Functionalities before security (product before end-user)

Å Lack of collaboration industry/research. On the contrary, 
several lawsuits were initiated against security researchers.
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Security

$mart 
Homϵ

No major attack to this day
ᶒLimited integration of security in the lifecycle of IoT



Methodology
of the study
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Secure the lifecycle of IoTdevices and services

Å Raise awareness

Å Promote good security practices

Å Propose recommendations to stakeholders

Target audience

Å Manufacturers and third-party developers

Å Service and solution providers

Å Electronic communications providers

Å Other stakeholders may find interest in the study
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9bL{!Ωǎ ǿƻǊƪ ǘƻ ǎŜŎǳǊŜ {ƳŀǊǘ IƻƳŜǎ

ENISA work shall enhance cyber security in IoTdevices
ᶒLimit risks on life, health and safety
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Devices

Å Constrained devices [RFC 7228]

Å High-capacity devices

Data exchange with

Å Mobile applications

Å Remote services
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Scope and target audience

[RFC 7228] https:// tools.ietf.org/html/rfc7228


