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Emerging Threat Environment il

significant physical disasters affecting ClI

complex networks and services

low quality of software and hardware

asymmetric threats allowing remotstacks

Do o Io o Io

Increasingorganised cybercrime and
iIndustrial espionage

A lack of international agreements and
regimes,

A lack of well functioning, international
operational mechanism
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EU Policy ContextResilience and CIIP,,

A ENISA it new mandatex

A Proposal for a NIS Directive

A elDADirectivec article 19x

A EU Cyber Security Strategy (COM)
A EU Cloud Computing Strategy and Partnership (COM)

A Telecom Packagearticle 13 a, art. &
A9!'Qa /LLtX I QUA2Y LI LY
A Digital Single Market

A Alliance for Internet of Things Innovatiéh

Securing Europe's 10T Devices and Services | Dr. Evangelos OUZOUNIS 4



Communication networks: Critical Information Security Measures
Infrastructure and Internet Infrastructure for Smart Grids
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CONTENT AND APPLICATION STANDARDS H E 8 Smart Grids
; HTTPR, TLS...) ;v > enable efficient

use of energy
NETWORK PROTOCOLS
AND STANDARDS
(TCP/IP, DNS, BGP...)

TELECOMMUNICATION
INFRASTRUCTURE
(ROUTERS, CABLES...)

ENHANCING THE eHealth
SECURITY OF ICS
SCADA IN EUROPE

INDUSTRIAL
CONTROL
SYSTEMS

SUPERVISORY CONTROL AND DATA ACOUISITION
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Like curling
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