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¢ emsa Workshop agenda

Keynote Speaker
The German IT security certification scheme-Bernd Kowalski, BSI

-Short introduction to the ENISA report:

- Focus on:
- the comparison criteria
- the challenges of Smart Grid Component Certification identified in the Report
- Overview of the Challenges

Coffee Break

Keynote Speaker
Results of a recent survey on smart meter certification, Willem Strabbing, ESMIG

Discussion & comments on the Recommendations presented in the ENISA report
Collection of Feedback and Identification of Next Steps
Plenary Discussion, Next Steps, Closing Remarks

Visit of the BASF plant
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I enisa Agenda

1. Introduction to the project
2. Contents of the report
3. Topics for discussion

e | [
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renisa  Introduction to the project

***«

e Objective

e Working method

e Discussions with stakeholders
e Aggregated comment results

e Addressing of the comments
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enisa Objectives

e Perform a desktop research

e |dentify the gaps between different certification
schemes

e Produce technical advice, recommendations and good
practices for certification in smart grid security.

e Provide recommendations on how to develop new or
improve existing approaches to a pan European
harmonised smart grid security certification.
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+ emsa Working method

*

e Desk research regarding cyber security certification

e (Qualitative analysis of cyber security certification schemes
e Recommendations and roadmap development

e Discussion of approach with stakeholders

e Draft report for comments

e Addressing of comments with stakeholders

e Workshop for discussion of main topics

e Final report
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* emsa Desk research

xx

Separation between certification schemes and other information
e Articles and investigations

e Security and/or smart grid standards and schemes

e Smart grid related security services

e Current stocktaking lists the following additional sources and initiatives
eligible for investigation

Further analysis to select schemes for qualitative analysis:
e 8 out of 19 certification schemes were selected

See Appendix C and D for detailed analysis
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* enisa Detailed scheme analysis

*
***
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~ emsa Discussions with stakeholders

xx

Stakeholders included:
e SISEC members

e Selected members of the ENISA contact list
— Certification authorities: ANSSI, BSI, CESG, FMV, ...
— Associations: EURELECTRIC, ESMIG, T&D Europe
— Standardization initiatives: M/490 SG —CG/SGISWG, DKE VDE DIN
— Private sector: Alstom, ULL, EDF R&D
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; enisa Aggregated comment results

x*

* x

e Total of 123 comments
e 88 comments could be processed or revised in the document
e 18 comments needed further discussion

e 17 comments were rejected (mainly due to conflicts with
other comments made)

A B C o E F G H
1 Line | Clauset | Paragraph Tape
Organization Subclau | Figures of comment COMMENTS Proposed change
wml se Table [General!
2 - e b T | TechnicakEditerial ¥ - hd
EDF RAD - ceneral Specify that the challenges are about achieving harmonized "srart grid security Replace "smart grid certification approach” by "smart grid security ak, ch
ERNN certification approach” certification approach”
4 2 EOF RAD 25 s | Define $G-AM and 3G-1%, and give references; at least, the first time these acronyms are SG-AM (Smart Grid Architecture Model) and $G-15 ($mart Grid Information
5 neE mentioned in the text Security). Ok, chi
53 EDF R&D 52 General Define EA and S0G-13, or give references 0k, chi
What wiould be the legal aspects of such EU body? How could this EL body
Itisrecommended to create a public EU body overseeing srmart grid certification, pan acts in the different member states? This role must be accepted by the
EOF RAD 150193 ceneral European requirements definition and the generation of national protection profiles. 1t different member states; Please add an explanation in the Executive Pleasy
should be responsible for centralised storage and publication of smart grid certificates and | Summary Section to explicitly darify required conditions of the feasibility of |cannol
adopted schetmes, ta faclitate carity onwhatis certified and how. such proposal (EU body managing smart grid security cerification) even itis
T4 rentioned atthe end of the document.
Pl dd I tion t licitly clari ired diti for th
It should be responsible for centralised storage and publication of smart grid certificates Ea.sea A EERlanaton b espiid ycarl.fyrequlre enel IUT]S urene Pleasy
EDF R&D 131 General feasibility of such proposal (EU body managing smart grid security
and adopted schemes o canno|
g5 certification).
5 e e ey e Lt s e e e e T
10ls EDF R&D 135 General The EU body should be responsible for ratification of national schemes feasibility of such proposal (EU body managing smart grid security -
I e Cal
117 |EDFR&D 511 Editorial Delete *pdf Ok, ch
128 EDF R&D 513 General Define ESMIG ESMIG (European Smart Metering |ndustry Group) 0k, ch
15 ls EDF R&D 343-345 General &dd a reference for the staternent of SMEG; in which document? ak, rel
. . | propose to rephrase by “There is a need for @ European minimum set of
“There is 3 need for a European minimurn set of cantrals that can be used for assessing the

e Most comments were general, some technical, few editorial
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¢ emisa Addressing of the comments

Processed comments

e Updated minor details and facts

e Removed unnecessary statements
e Removed statements that distract from the main topics
e |ncluded latest findings

Discussed comments

e More complex issues

e Unclear issues

Rejected comments

e Opinions

e Misinterpretations
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2. Contents of the report
3. Topics for discussion
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+ emsa Main topics in the report

*

e |ntroduction

e Why to certify?

e What to certify: Smart grid lifecycle

e What is available: SG-AM/SG-IS usage
e How itis applied in the EU

e The desired situation: Harmonization
e Gaps and challenges

e Recommendations

e Roadmap

European Union Agency for Network and Information Security www.enisa.europa.eu
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+ enisa What is this report about?

*
*

IS NOT IS
-Creation of a steering working

-Proposal for a new
group/ task force

certification scheme
-A proposal for a certification

framework (chain of trust)

-Recommendation for the use

of any particular standard
-A proposal for using an existing

reference model (SGAM)

-A mapping between different
certification standards and the
SGAM layers

-A recommendation to reuse
existing mechanisms
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+ enisa Why to certify?

According to stakeholders:

Create a common reference model for security in EU

Lower costs of smart grid certification

Improve the maturity level of security in the EU smart grid
Promote public and private interaction on smart grid security

Establish the basis for a minimum set of auditable controls across
Europe

The need: A pan EU smart grid security certification
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" en h if lif I d chain of
[]
7 enisa What to certity: SGAM, lifecycle and chain of trust
** < *
Smart grid system operator certification, e.g. utilities
continuous
Business Objectives use certified system certified operation certification
Polit. / Regulat.. Framework maintenance
| T
Business Layer
Panaiion Ly Smart grid system integration certification, e.g. engineering campanies
Interoperability use certified system development I
Layers components certification e rion

T

Smart grid components certification, e.g. equipmentvendors

development
process
certification

continuous
certification
maintenance

production process product
certification certification
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< enisa What is available: SG-AM/SG-IS usage

x

* ¥

Smart grid system operator certification, e.g. utilities

IEC 15408,
1S0/IEC15750,
CSPN, CPA

Component
during

1EC 62443-2-4 1EC62443-2-4

IEC 15408, CPA, IEC 15408, CPA, IEC 15408, Supplier of
IEC19790, € partially CSPN, srstern
IEC 62443-31 IEC 62443-3-2 1EC 62443-3-3 o i ORtionesionn) partially CPA

IEC 15408, cn IEC 15408, IEC 15408,
(Optional CSPN} 1SO/IEC19790, P‘"h:‘;"\- Supplier of
1EC62443-2-1 CSPN, CPA pa
0 components

IEC 62443-4-1 IEC 62443-4-2 s ry
‘e, “h,
%,» o%
%
"%
HIGHLY e ion g a | Imternational permanent loss
regional grids population in critical closure or direct and >
v BCEEE | o 10oW from 10 GV |counieY Severar | infrastructures [TToreemed |- collaceral [fcolateral deathefl ) st afoctingl| >50% EBITDA
3 frected disruptions
countries
w
> national grids e\ Gw/h co from 25% to [ national critical temporary permanent
i from | GW to [ SV ©©] 505 population | infrastructures || not defined | disruption of [lcollateral deathsf| 1oss of truse || <s0% EBITDA
- 10GW size affected affected activities ina country
- N . . unauthorized
city grids from from 10% to | essential " temporary
2 HIGH T00MW o |Tom 190NV [ 555 popuation | infrastructures disctosure or | s from % | direce deaths || toss of truse || <33% EBITDA
< size affecte affecte nodification o in a country
= . . unauthorized
= MEDIUM neighborhood fe ., | Myy/h to|from 2% to 10%| complimentary | yiciosure or [ fines up to 10% temporary
grids from MW T VY | popuiation size | infrastructures [| disciosure or fines up 1o A0 and local || <10% EBITDA
100M ffected discapacity loss or trust
5 to personal data pacity
= home or under 2% no ]
(3 building under population size no personal nor minor short time &
e networks under|  IMW/h affected ina | SqmPimentary | sensicive daca [ Warmings accidents ke RLERIDA
I MW country
Energysorly | Energyfow | popianon | nrasvucares | | Dxe | oterins
D= e HUMAN [ RepuTaTION [| FINANCIAL
OPERATIONAL (availability) LEGAL

MEASUREMENT CATEGORIES
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+ enisa HOW s it currently applied in EU

*
*

e France — CSPN and common criteria, ISO 27002

e Germany —common criteria EAL4+, DIN 27001

e Netherlands — common criteria EAL2, 1ISO27001

e United Kingdom — CPA, I1ISO27001, IASME

e SOG-IS MRA and EA (European cooperation for Accreditation )
e No legislation, only Germany is going to mandate 1ISO27001

e Different requirements and designs per country

e No public-private participation in half of the countries

Conclusion: there is no harmonisation, different methods,
schemes and different levels of security per country
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< emsa The desired situation: Harmonization

***

A EU based certification scheme should
e Have a chain of trust that increases trust in the supply chain of the smart grid

e Have a common baseline set of requirements recognized by all participating
EU member states

e Facilitate public and private interaction

e Contain a common EU smart grid security reference model that is supported by ISO/IEC, EA
and SOG-IS

e Use internationally equal security and risk levels based

e Include support for components, systems and operation

e Not be an EU mandated scheme, but a scheme providing EU guidance for implementation

e Improve the maturity of smart grid security in the EU

e Use a chain of trust to provide clarity on what responsibility lies where

e Have a harmonized approach which eliminates the barriers and silos created by fragmented
markets

e Address patch management problems and it should include a maintenance scheme

European Union Agency for Network and Information Security www.enisa.europa.eu
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Y emisa Gap analysis

*

e Need a pan EU accepted definition of security levels for smart
grid components

e Need a common set of EU requirements
e Need a scheme that enables a pan European approach
e Need EU based approach to facilitate legislation

e Need a centralised place for certificate storage and
distribution

e Need a EU body to facilitate public-private interaction and
provide guidance scheme implementation and keeping the
scheme up to date

European Union Agency for Network and Information Security www.enisa.europa.eu
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¢ emisa Challenges

*

e There is no EU body to facilitate public-private interaction

e There is currently no established model for a smart grid chain
of trust in the EU that can be used

e There are no certification schemes for systems certification in
Europe

e it will take considerable effort to create a harmonized
approach that has consensus

e There is no harmonized approach causing higher costs for
certification per country

e There is not one single scheme that can provide EU guidance
for implementation, and supporting national legislation

European Union Agency for Network and Information Security www.enisa.europa.eu
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“ emsa Practical issues

*
*

e A scheme with flexibility for national specific requirements
e Scalable for large and small players
e Balance of cost/effort and threat

e Avoid a false sense of security by only complying to a part of
the scheme

e Pan EU Requirements and security level accepted across EU
countries

e Usage of immature standards

e |nstating legislation

e Avoid compliancy cultures

e Allow coexistence between legacy and smart grid systems

European Union Agency for Network and Information Security www.enisa.europa.eu
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* enisa Recommendations

e [t uses achain of trust that provides transparency and increases trust

e |t uses a common reference model based on the combined chain of
trust and SG-AM model

e |t has a common baseline set of high level requirements and
guidelines that are recognized by all participating EU member states

e Have an EU security level based on SG-IS and use case risk
assessment

e [t uses the currently available standards
e |tincludes support for components, systems and operation

e Address guidelines for patch management problems and include a
maintenance scheme.

e The scheme contains specific national profiles for all topics

European Union Agency for Network and Information Security www.enisa.europa.eu
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“ emsa Recommendations

*
*

National profiles

e Contain the national specific technical requirements regarding
the required security features related to the national use cases

e Refer to standards for details, amend them to provide the
flexibility to incorporate national requirements

e Contain test procedures for the national specific requirements,
and provide required testing depth for the national use cases
based on the international SG-IS toolbox risk levels

European Union Agency for Network and Information Security www.enisa.europa.eu
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“ emsa Recommendations

* ¥

e Create a smart grid certification meta-scheme that provides guidance on an EU level for
smart grid security certification

e Ensure the EU Scheme contains elementary properties that national schemes need to
comply to

e Each country should be able to map its preferred standard/scheme to the EU scheme
properties

e The scheme should provide options for including national requirements.

e Use European accreditation bodies for ratification of national scheme according to EU
meta-scheme

e Provide official third party certification and self-assessment tools for pre-assessment

e Updates in schemes should be announced so that they can be incorporated in the
national profiles

e The certification scheme should provide guidance and facilitate national legislation.

e There should be promotion of implementation recommendations based on accepted best
practices.

e The assessed level of security should be explicit for each certificate

European Union Agency for Network and Information Security www.enisa.europa.eu
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“ emsa Recommendations

*
*

Scheme operation

e Create an EU body overseeing smart grid certification,
requirements definition, and generation of protection profiles

e Have the EU body responsible for ratification of national schemes

e Have the EU body create a landing page with specific explanations
for all stakeholders how to implement the scheme

e Have the EU body responsible for centralized storage of smart grid
certificates

e Have the EU body responsible for centralized storage and
publication of a national scheme

e Have the EU body making sure the scheme is kept up to date
regarding the latest threats

e Have the EU body provide implementation guidance and
recommendations based on best practices and informative
standards.

European Union Agency for Network and Information Security www.enisa.europa.eu

26



*
***
*

r enisa SCheme implementation

* *
* EU based

template and EU
requirements

National standard Published

based mapping profile
profiles

SGIS risk

. assessment .
Smart grid Chain of trust Security

use case mapping levels

Standard
based National

National I
evaluation ol h certification
body

method

o
N

SGAM model

N

EU body checks:
SGAM chain of trust
Risk assessment .
Proper level definition Published Certificates are reusable
Official profiles used Sadliteci e diit  When profiles match

Test lab/certification body accreditation T and risk level <= certificate
Certificates issued

European Union Agency for Network and Information Security www.enisa.europa.eu

27




x
*

M enisa Roadmap
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- T 1S027000

-1% Statement on EAL level used

2

Short Term Medium Term Long Term Time
until 2016 until 2020 until 2025
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I enisa Agenda
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2. Contents of the report
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Y ensa proposed elements for discussion and dialog

e Recommendations: what are the gaps?

e Approach:isitclear?

e Roadmap: do we miss something?

e Terminology: “certification scheme”?

e Chain of trust: is it complete?

e SG-AM usage: how far to go?

e SG-IS usage: official or ‘inspired’?

e |egislation: where do we stand on legal aspects?
e System certification: should it be done?
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Thank you

With special thanks to
All who took the time to provide their insight and expertise!
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