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About TIWS CSIRT

Security Forums

Security Incidences related to

Telefonica Services or abuse.tiws@telefonica.com
Network Abuse o Network abuse and security are managed with

a proper team to be sure that external
communications are forwarded and handled by
the right people inside Telefonica.

Securityincidences orthredts

N kS . i - o The CSIRT e-mail have a different team to Gt com
etwor ECUI'Itl:] grsaYIPILL iR I coordinate security issues in TIWS and in - '

Services or customets, Telefonica Group.

In CSIRT e-mail account we provide PGP facility
to encrypt all the communications and

Single Point of contact for newsletters.
CSIRT TIWS :

: e CSIRT®@telefonica.com
security and coordination

CSIRT | Telefonica Computer Security Incidence Response Team
! ?dmm? Distrito C West 1 Building, 3th Floor | Ronda de la Comunicacion s/n, 28050 Madrid, Spain
CSIRT@telefonica.com | Tel +34 914 83x xxx
I

PGP ID : 0xB405ED13 PGP FingerPrint : 05E9 8A22 CA41 1341 17EA 6768 D4AB 8A99 B405 ED13
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Telefonica Wholesale is positioned as a Tier 1
Carrierin the international arena...

Telefonica International Network

300 direct
destination
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Data as of December ‘09

‘ Wireline market rank M movistar k o P

Mobile market rank

0 2 Argentina: 21.9 million
9 1 Brazil: 67.0 million VIVO Conexio como nenhuma outra.

?."‘.?u‘-‘ﬂﬂiﬂri
2 Central America: 6.3 million

© @ colombia: 11.2 million

O @ Chile: 10.7 million
2  Ecuador: 3.8 million
3  Mexico: 17.7 million TotalSccesaes
O G Peru: 15.9 million 168.6 million
1 Uruguay: 1.6 million

2 Venezuela: 11.8 million

Notes:

- Central America includes Guatemala, Panama, El Salvador and Nicaragua

- Total accesses figure includes Narrowband Internet accesses of Terra Brasil and Terra Colombia, and
Broadband Internet accesses of Terra Brasil, Telefénica de Argentina, Terra Guatemala and Terra México.
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... enjoys a significant footprint in Europe ...

Data as of December ‘09
Wireline market rank
L . Mobile market rank
€© @  Spain: 46.8 million
g 4
5 s AJ @  UK: 21.9 million
5 ﬂ

. Germany: 17.1 million
@  Ireland: 1.7 million

€ 2 czech Republic: 7.8 million
@  Slovakia: 0.6 million

Total Accesses
96.0 million

) Tetefon




External Activities:
.. just to clarity the threat picture




External Activities
Some yearly figures |

Virus and Bots = PUP = Trojan

[ —

Source:Meseetabs 2000 2001 2002 2003 2004 2005 2006 2007




External Activities
Some yearly figures |l

Virus and Bots = PUP = Trojan
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Source: McAfee Labs 2000 2001 2002 2[}0320%04 2005 2006 2007




External Activities
Some yearly figures Il

Virus and Bots = PUP = Trojan

[ —

Source: McAfee Labs 2 %08




External Activities
Sometimes size matters

Largest Single DDoS Attack Observed per Survey

Year in Gbps
100 -
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2005 2008 2007 2008 2000 2010
Figure 1

Souree: Arbor Natworks, Inc
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Make Money using our networks
Activities impacting our services and customers

; First Stage ; Second Stage
Writers Abusers Middle Men Abusers End Value
Tool and : Criminal
Toolkit Writers Attack Compromised Competition
/' Host and — > Theft
~ Application
Malware Writers —- Espionage
: Extortionist! [Corporatel
H*::f::r_; a Bot-Net Creation DDoS-for-Hire Government)
Worms
Viruses Bot-Net Management: — i \
For Rent, for Lease, | \ Commercial Sales
Trojans for Sale :
Fhisher
"
Spyware — L ormation Parsoral

il Information Pharmer/BNS

Poisoning r

Click-Through
Revenue

Brokerage
Internal Thett: identity Theft Financial Fraud
Abuse of

Electronic [P
Leakage

$$% Flow of Money $$$

Privilege
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The challenge talking about Botnets @

Malware Infection Cycle, the untouchables

-

Infector Sites

DAMBALLA

Dropper Site Update Site CnC Site #1 CnC Site #2

v
7/

Commands
& Data
#ﬂ‘z Agent
f—-@




Local Activities
.. just to clarity the Business




Domestic Services country basis

How much money and time do you need?

We are still fighting or resolving the root cause?
All the problems are in your network / services?
Who are the target for customer claims?

Virus ﬁ | Insults, abuﬁ

Hackingﬁ I Copyright violii'liii

OB Local/Regional

Access Network

4
' STB P & Agregation
' Femtanodos
Subscribers

Core IP

]
_EI usu\h BE
ONT NetworkH?Rentre
BRAS RADIUS
E l'" LDAP DNS
: A_é_l_l._
R

B sosy  GGSN
Basic Users m ’h ™ — H

\<@<;>)) 2G/3G

A

’J/' NodoB

External Cloud
(SS7, X25, ATM,
PSTN)

RR

Services

DNS SVAs A

.DMZ II'I' B we
SMSC MMSGntranet

BG

(GRX, OMVs)
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Welcome back to the Botnets @
Malware Infection Cycle, the untouchables
@aver

Infector Sites 0 ut Of MUI‘@M &i

. Dropper Site Update Site CnC Site #1 Cn(C Site #2

0O ®

Commands
& Data




DDoS, Spam, Phising, Farming @

. \We are under attack R
S

g oW
A <= @) ) Fﬂ‘

Botnet Master ;?1 S ——
L = |

Saturation

—J Victim




nat initiatives’
. Let's take a look at the framework







Policies




Yes, we have tools for Securltg
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Managing Data

Preprocessing

Network

Traffic WhiteList

WatchList

List Detail

Phising Sites

Web Pagers to log Bot Status
Malware Download Sites
Spyware Data Drop off sites
Bot command and control sites
Spam fFlows

FODN via DNS

Activity
Response
Detection

Protocol
Matcher

Activity Log

Message Response
Detection

Correlation
Engine
SAQQARA




With information take actions!

Botnet

redirection

" Flow Inspection
" Profile Management
“ Bot CnC Block

23 “fefefemica



Always starting

CAELE

® Single Point of Contact
® Quick Response

w usn -@ kpn

v W S PARKLE

. ' . L.:l-“;l'i ‘Hf
® International Coordination

nexhirat I‘IE'

THE COWMMUNIBATIDNE EXNPERTE -

MultiNational Services
Telefomica

International Managed
Services

omestic Services

Domestic Services )

el (1 moustar
— 7

24 “felefonica



CSIRT Scope

The mess inside

MANAGEMENT

Risk Reports

Problem Support

Strategy for Security
Technology

Security Director Plan

l\

Technology

Security Innovation
Technology Observer

Secure Development

Security Lab

Knowledge
management

Provider Selection

Planning

Business needs
Standards

Methodology

Security Certifications

Technology Plan

Budget prioritization

AUDITORY

Auditory Methodology

Security Compliance

[||

Ethic Hack

~

Risk

Management

p
| ANAGEHENT
T
T
e
T
o
C e
T
e
N
N )

N\ 4

Engineering

g
BT
e
e
BT
| covsama
o

N )

Design Criteria
Procedure Definition

Best Practices

Tests on Field

Change Management

FOAs

/

N\ J

Operations
User Management

CSIRT

SOC/monitorization

Maintenance

Support

Incidence Management

Telefoni



Research Activities
.. Collaborative Security is trendy




Three ISPs working with the industry in a research project to

fight botnets... in a collaborative way

SEVENTH FRAMEWORK
PROGRAMME




Our Research trend: Collaborative Security

“GOAL: to share  security
information to enhance the
detection and the mitigation

“How to do that?

Placing the monitoring activity close to the
network edge

Advanced applications to let us detect more
complex, distributed attacks. For instance:
advanced correlation engines.

Collaborative Security Services: such as
collectors sharing their alarms and using
imported alarms from to draw a wider
picture of the threats.

Inter-domain information sharing: proposing
controlled security information sharing with
other Operators/ISPs

“Ongoing project: FP7 DEMONS
(co-funded by the EC)

ik ! SOAS AN BN YOTRGEET PONY fupaon S0
‘%— CPE DSLAM il Wikt A colechons (Rl ey

@—GFE

DEMCNE deplovment plires al Oprraler &
Shod lime sozraric

EHAS BRnE Coordnelon iper s o s oo Dpesabory
Mstagenay Maiwod

PROAE |— MEDWTORS (H COALECTOR |

|

PROBE | VEDWTORS (H CoALECTOR |

e

OPERATOR A COCRDMNATION
MAMAGEMENT NETWORK LASER

APPLICATIONS
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DEMONS VISION

Mediator Mediator
and Collector and Collector Mediator

and Collector
% Mediator
and Collector

Mediator
and Collector

Mediator
and Collector

Mediator
~] and Collector

Probe §—
and Mediator £

Overlay of in-network monitoring devices
From data-gathering probes to collaborative P2P computing and filtering devices

Innovation pillars Target Impact

In-network processing and distributed Scalability
intelligence

e . . Privacy preservation
Application-tailored data reduction and 9P

protection Flexibility and resilience

Resilient autonomic monitoring overlay Cross-domain threat detection and
Cross-domain interworking mitigation




A SAMPLE OF DEMONS COLLABORATIVE
APPROACH

-.
é: (0 Local DEMONS depioyment
.' Locad probye, stadus normal
@' Local probie, status alarm
#| An application running
3 at FT-comelstes thet
anomalous HTTP
connections # TE and
TP are part of a DoS .
1 perdormed by bots

Individually, thes

4 probe belcnging o
TF ia detecling

R L 30
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.. let's look again at what we are doing




Security Policies

Network Abuse

Fair Use Policy

Network Security

CSIRT TIWS

9

Security Platforms

Network Security

SOCs

Collaborative Security ’ ‘

32
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And a call to action

..Collaborative Security
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