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Commission Recommendation of 13.09.2017 on Coordinated Response to
Large Scale Cybersecurity Incidents & crises

Member States and EU institutions should establish

an EU Cybersecurity Crisis Response Framework
integrating the objectives and modalities of
cooperation presented in the Blueprint following the
guiding principles described there-in.
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* Proposed participants
Political/Strategic level

= MS Ministers responsible for cybersecurity

= European Council, the President/Rotating Presidency

= PSC and Horizontal Working Party (Cyber Diplomacy toolbox)
= European Commission, the President

= EEAS/ High representative Operational level

Member States

= MS Competent Authorities and Single Points of Contact (NIS Dir)
= CSIRTs, Cybersecurity Agencies
= QOther National Sectoral Authorities

EU Bodies
= EC Deputy Secretary General (ARGUS)

= DG CNECT/HOME

= ENISA

= Europol/EC3

= CERT-EU

= EC Security Authority

= QOther DGs

= EEAS (EU INTCEN & EUMS INT)
= EU Hybrid Fusion Cell

= European Council Presidency

CSIRTs network
= ENISA

= CERT-EU
Europol/EC3

Technical level
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Shared Situational Awareness

Coordinated Response

Coordinated public communication

Georgios Chatzichristos — Operational Security Unit - ENISA

x

* "

x €emnsa
*



Georgios Chatzichristos — Operational Security Unit - ENISA

EC Recommendation
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ENISA Gap analysis
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Blueprint gap analysis and implementation plan

In paraiel to the Cybersecuriy Act', the European Commission (EC) relessed on 13 September 2017 &

e e Main message

s paper Bwepri,
Europol/EC3, CERT-EU, EEAS and the HRVP, the EC and the

i

- ' Most of the Blueprint requirements are already there. There is however
SRee i e s significant room for improvement on alignment in mechanisms and

4 Gapanalysis and implementation pian for CERT-EU 1

protocols for effective SA, Response & Public Communication between
EU bodies, Agencies, and MSs, at the Operational & Technical levels.

3
7 Gap analysis and implementation plan for the Council 17
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Coordinated Response

* Improvement in procedures
=) °* Ongoing work at EUIs & Member States
* NIS CG Work stream 7 work on SOPs for the Operational level (MSs)
* ENISA, EDA, Europol EC3, CertEU MoU roadmap (EUls)
m=)  Need for closer, more efficient cooperation and information exchange
between EU Institutions (Operational EU SOPs, 24/7)
== °* Improve interoperability between EU Institutions and Member States
(Operational level SOPs)

* Improvement in capabilities
==p) °* MeliCERTes platform under development (CSIRTs Network)
—

* Confidential information exchange (Capabilities)

Georgios Chatzichristos — Operational Security Unit - ENISA Y enisa



Situational awareness sharing

* Improvement in trainings
== -+ frequent exercises

* Improvement in capabilities
m=) * New capabilities (classified/unclassified)

* Improvement in Policies
—> * EU Institutions mandate restrictions

* National restrictions
e Trust building measures
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Public communication

== * ENISA public communication playbook (2018)

==y ¢ Better coordination (at all levels) through frequent exercises
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Recommendations

Spread the information / provide more trainings

* EU Institutions, bodies and Agencies

Develop Operational SOPs

Improve information exchange between EU Institutions

* Mandates, legal issues, 24/7, capabilities

Improve ‘vertical’ collaboration
* EU Institutions, bodies and Agencies

Integrate existing protocols (i.e. LE ERP)
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THANK YOU FOR YOUR ATTENTION

Vasilissis Sofias Str 1, Maroussi 151 24
Attiki, Greece

F] +3028 14 40 9711

@ info@enisa.europa.eu

£ www.enisa.europa.eu



