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N4 Objective

REDALERT

Provide a complete toolkit for LEAsto collect, process,visualizeand store online data
related to terrorist groups,whether related to propagandafundraising,recruitment and
mobilization, networking, information sharing, planning/coordination,data manipulation
andmisinformation

Covera wide range of socialmedia channels,in particular new targeted channels,which
areincreasinglyjusedby terrorist groupsto disseminatetheir content.

Allow LEA<o take coordinatedactionin reaktime while preservinghe privacyof citizens
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& Fighting Terrorist Cyber Propaganda(l)

REDALERT

Socialmedia providers are determined to
fight terrorist propaganda on their
platforms

There is no specific tool for identifying
terrorist content on the Internet and social
mediatailoredto [ 9 !'naefls

LEASnust rely on proprietary spamfighting
tools, user reports and human analysisin
order to detect accounts promoting
terrorism.

innovationprogrammeunder grant agreement No 740688

An update on our efforts to combat
violent extremism

W Policy W Follov

Since mid-2015, we have suspended over 125,000 accounts for
threatening or promoting terrorist acts, Read more here

biog twitter com/2016/combating

Combating Violent Extr

Like most people around the warld, we are

| Twitter Blogs

hortified by the atrocities perpetrated by extremist
qroups. We condomn the use of Twittar to
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N4 Fighting Terrorist Cyber Propaganda(

REDALERT

A 1 terror attack attemptedevery 9 daysn Europe in 2017

A Perpetratorswere radicalizedindividuals recruited vianline communication
channels andocial media
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& Social mediafriend or foe?

REDALERT

Extremist and terrorist groups use the Internet for a myriad of
purposesincluding psychologicalwarfare, propaganda,fundraising,
recruitment and mobilization, networking, information sharing,
planning/coordinationdata manipulationand misinformation

All active terrorist groups have establishedat least one form of
presenceon the Internet and most of them are usingseveralformats
of online platformd

Therefore,online content monitoring and analysidgs a critical part of
almosteverynationalsecurityinvestigation
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N Mission

REDALERT

A Youcannotwagea traditional war againstterrorists, but
a keyto fightingterrorismis good intelligencebasedon
big data analysis

SOCINT/SO15/AQAP/CHARLIE/RED-ALERT
EVENT PROB 87% - DATE RANGE 07/01-15/01

A The only way to protect the citizens and apprehend
terrorists before they execute their plansis to know
what they are planningin advance

A 1t is alsoessentialto detect cyberpropagandain order
to fight radicalization

A The only way to protect vulnerable individuals is to
identify, monitor and counteractonline mediachannels
usedin terrorist cyberpropaganda
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REDALERT

REDAlert combinesAl methodswith SNAand

NLP technologies to detect anomalies in

Innovation-RIA

Artificial Intelligence (Al)

Models of early
detection of
suspicious users

(SMA) Social Media Analysis

(NLP) Neural Language Processing

Integration

Central portal

. d
content production, content nature, content %" —
ecurity
. . . L * O - == A e Dat. i
spreadin order to provide early detection of il ——- ¢ L
. = e L AAn 3 (e ) e Cemas s e a5 REpOSitOf‘,"
terrorist activities.
- - Integration Layer
Real time Case
1 processing of
The Inpl'It from AI’ SNA’ SMA and NLP large data Complex Event Processing (CEP) Management
. . . . streams Access
technologieswill be fed into a CEPengineto ‘ Management
predict potential threat areasbasedon content ~ Visualiztion _ - - Audit and logging
R . collaboration
production patterns, allowing the LEAsto tools = |o
analyse, monitor or take action on online Wil O E| (SE=EESSeSS
- - . O coon —— - —
. Data processing Data exchange & Data export
terrorlst Conte nt. and visualisation correlation & storage I I
G U e
Research projects tackling clearly defined Field
 operatives

challengeswhich canleadto the development
of newknowledgeor a newtechnology

¢KAa LINBR2SOG KIFa NBOSAQOSR

Fdzy RAy3a FNBY (GKS 9dzNBLISIHY ! yA2yQa | 2NAIT 2>é HAHAN
innovationprogrammeunder grant agreement No 740688




TN

& Meet the partners

REDALERT

; : Law enforcement agencies
15 partners from 7 countries Ministerio Del Interior- Guardia Civil from Spa{GUCI)

Ministry Of Public Securitjisrael National PoliceVOPSINP)
Metropolitan Police Service from YBRO15)

Protection and Guard Service from Romai8&P)
Protection and Guard Service from Republic of Moldova
(SPPS)

Industrial partner

SIVECO Romar(ial\j SME innovation champions

Intu-View Ltd(INT)

UsatgesBcn21 SI(INSKT)

Maven Seven Solution Technold@§AV)
Information Catalyst for Enterprise LHtCE)

Regulatory association

Malta Information Technology Law Associat{MiTLA Research/academic organizations

Interdisciplinary Centeerzliya(ICT)
EotvosLorandTudomanyegyeten(ELTE)
City University Of Lond((CITY)
Birmingham City Universi§sCU)
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<Y Project phases

REDALERT

WP2: Social Language WP3 - Social Network
Processing{INSIKT) Analysis(ELTE)

WPT - LEA

Specifications &
Architecture(SIV)

WPS5 - Privacy, Visualization and Meta-Learning{CITY)-

WP6 - Solution Integration{SIVECO]

+
:

WP - Exploitation & Upscaling(INSIKT) WPR - Dissemination & Ecosystem Development{ICT)

WP10 -Management(sIV)
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& Pilotsandtheir location

REDALERT

___SPPXepublicof Moldova
After the implementation,the solution will be
“{8sted in real environment in SPPSdaily
Lithuanissions One of the workstationswill handle

SAb, UK
REDBAlert solutionwill be usedin accordancewith
RIPAon real social intelligence but during thenited

trials, we will not be targeting known subjectsgfiadom POtiaS existing classifiedintelligence systemand the
interest The analystsunder the guid&neeof the othekzrone will process the REDAlert
research & developmentmanager will set the . Poland information, sothe solutiondoesnot jeopardize
software with specific keywords and languages ‘[ bt SR the SPP8lassifiechetwork
that will assistin identifying key individualsand Germany
associatenetworksin real time. Belgium _Prague Ukraine
o - Slovakia _T".o«’!
canoPPRomania st Hungary , =
| The pilot will deploy the solution in theomzgi

GUC] Spain SPP facilitylestthe full.capacity, the efficiency,
The pilot will deploy the solution in the usability and accuracy of the Rt tool,
Intelligence Service of thgortGugrdia Civil intelligence anallt\éTc,yts will test it in paraIIeBIl}/Ivi‘;ﬂrrlia
Headquarters GUCIwill be abfe to apply @ :u--n: EXisting tools. s e
REDAlert pilot for the analysis of the !
propagandafundingand recruitmentimpact MOPSINP ISRAEL Greece
of terrorist elements The pilot will One of the workstations will handle existing classified |
encompass several teams from different intelligencesystemandthe other one will processthe REBAlert
GUClunits, whose analystswill have access information, so the solution does not jeopardize the INP | "
to the REDAlert systemsoftwarein order to classifiechetwork. Theoutputs from one systemwill be usedas
improve our fight against crime and inputs for the other system The REDBAlert pilot will startei‘ Jordan
terrorism. Thepilot will seekjg,usethe RED gradydlly to processthe information stored in INP existing
Alert th_)ftware to improve'oUr investigatiors databasesrelatedto terrorist activities,groupsor persons
inrealtime.
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7 RAD(Rapid Application development)

\/

REDALERT Methodology

A Initial phaseof RequirementsAnalysis together
with Technical SpecificationsArchitecture was

performed during WPL &SystemSpecifications& )
. , Requirements
Architectures .
A WP6 dSolutionL y i S 3 Ng coverhgakso the

UserCentric Design and System Construction l,

phasesof RAD,nvolvingseveraliterations where c User-centric System :

end-users interact with developers to design Design Construction

models and build prototypes It also involves l

performing system integration and testing

activities to ensure that componentswork well

together,asdesigned
A The final release is planned after solution

deployment, pilots execution,and user feedback

that will be performed in WP7 OLEA Pilot<,

coveringthe Implementationphaseof RAD
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v Main use cases

REDALERT

RED-Alert System

7. Create and assign investigative
tasks/cases to analysts
’

4

= 4
3
_ Q@;l 8. Monitor and review
= . investigative tasks/cases

6. Perform investigative
tasks/cases work and reports
<includes> (see D1.2)

1. ingesthbaotch doto
2. Collect social medio dota ;. .
3. Enrich coflected daota ," c?r?;’ Coordinator
4. Analyze and visuolize dota S S/ =
Analyst 5. Configure and receive alerts ,’ ‘C}' @rove de-—anon\{m 'Zat"_)r_' of
’I ; ) accounts with radical activity

%, g Authenticate and - "
3 thori / i
\\}6‘2’/ ZLLITIER (PEET 02T ~ 13. Manage users and
-y -
L-L\*‘\\(:,' ! "fiﬁfo!& accessrights
- A
11. Configure keywords ;’a‘f%' R
dictionaries & ontologies :‘;&3 14. Monitor and review o
I e Administrator
i system activity logs
Super-user 12. Configure rules & patterns

V Analyst- Main users of the REBIert system, involved in data gathering, various types of analyses,
perform case work and produce reports .

V Coordinator- Distributes tasks to analysts, monitors and reviews their work.

V Superuser - Input keywords access harder to use or high responsibility functionalities.

* X
R
: 3 Moy 3
Rl &-

* * %

V
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REDAlert central solution

REDALERT EIENES

A Web Page
A X @ )
& ‘
\EsREDALERT  Hello Analist About Help  Sign out
Case Mng The number of task assigned The number of task assigned The number of task assigned The number of task assigned
now now now now
= My cases:
Anolytics
[Setect Priority ‘v] [Setect Type ‘v] [Setect Status j -J Data: [ovoizom ﬂ . [Zsr02iz018 ﬂ
9 No Date % Case type % Priority % Summary Status Current task ¥ Case details
Maps 100 0101.2018 Type A High Summary test Open Task 1 Details
10 01012018 Type B Low Summary test Open Task 1 Details
f 120 0101.2018 Type A High Summary test Open Task 2 Details
Alerts 180 15012018 Type B Low Summary test GCompleted Task 1 Details
140 15.012018 Type A Low Summary test Cempleted Task 1 Details
150 01022018 Type A High Summary test Open Task 1 Details
160 01022018 Type B Medium Summary test Cempleted Task 1 Details
170 15022018 Type B Medium Summary test Open Task 1 Details
Showing 1to 10 of 25 entries
Number of Cases assigned by priority Number of Cases by type open this year
Year: 2018 oz
number of
anes number of
cases type A
number of
cases type B
High Low
oo oo
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