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Å Research and innovation action
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Objective

Provide a complete toolkit for LEAsto collect, process,visualizeand store online data
related to terrorist groups,whether related to propaganda,fundraising,recruitment and
mobilization,networking, information sharing,planning/coordination,data manipulation
andmisinformation.

Covera wide rangeof socialmedia channels,in particular new targeted channels,which
are increasinglyusedby terrorist groupsto disseminatetheir content.

AllowLEAsto takecoordinatedactionin real-time while preservingthe privacyof citizens.
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Fighting Terrorist Cyber Propaganda(1)

Socialmedia providers are determined to

fight terrorist propaganda on their

platforms.

There is no specific tool for identifying

terrorist content on the Internet and social

mediatailored to [9!ǎΩneeds.

LEAsmust rely on proprietary spam-fighting

tools, user reports and human analysisin

order to detect accounts promoting

terrorism.
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Fighting Terrorist Cyber Propaganda(2)

Å 1 terror attack attempted every 9 days in Europe in 2017

Å Perpetrators were radicalized individuals recruited via online communication 
channels and social media

Terror attacks in Europe and Turkey - Source: AFP
(not including London June 3rd attack)
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Social media, friend or foe?

Extremist and terrorist groups use the Internet for a myriad of
purposesincluding psychologicalwarfare, propaganda,fundraising,
recruitment and mobilization, networking, information sharing,
planning/coordination,datamanipulationandmisinformation.

All active terrorist groups have establishedat least one form of
presenceon the Internet andmostof them areusingseveralformats
of onlineplatforms!

Therefore,online content monitoringandanalysisis a critical part of
almosteverynationalsecurityinvestigation.
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Mission

Å Youcannotwagea traditional war againstterrorists,but

a keyto fighting terrorism is good intelligencebasedon

big data analysis

Å The only way to protect the citizens and apprehend

terrorists before they execute their plans is to know

what they are planningin advance

Å It is alsoessentialto detect cyberpropaganda in order

to fight radicalization

Å The only way to protect vulnerable individuals is to

identify, monitor and counteractonline mediachannels

usedin terrorist cyberpropaganda
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Research projects tackling clearly defined
challenges, which canlead to the development
of newknowledgeor a newtechnology.

Innovation-RIA

RED-Alert combinesAI methodswith SNAand

NLP technologies to detect anomalies in

content production, content nature, content

spread in order to provide early detection of

terrorist activities.

The input from AI, SNA, SMA and NLP

technologieswill be fed into a CEPengine to

predict potential threat areasbasedon content

production patterns, allowing the LEAs to

analyse, monitor or take action on online

terrorist content.
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Meet the partners
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15 partners from 7 countries MinisterioDel Interior - Guardia Civil from Spain (GUCI)
Ministry Of Public Security - Israel National Police (MOPS-INP)
Metropolitan Police Service from UK (SO15)
Protection and Guard Service from Romania (SPP)
Protection and Guard Service from Republic of Moldova 

(SPPS)

Law enforcement agencies

Intu-View Ltd (INT)
UsatgesBcn21 Sl(INSKT)
Maven Seven Solution Technology (MAV)
Information Catalyst for Enterprise Ltd (ICE)

SME innovation champions

Interdisciplinary Center Herzliya(ICT)
EotvosLorandTudomanyegyetem(ELTE)
City University Of London (CITY)
Birmingham City University (BCU)

Research/academic organizations

SIVECO Romania (SIV)

Industrial partner

Malta Information Technology Law Association (MITLA)

Regulatory association
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Project phases
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Pilots and their location

GUCI, Spain
The pilot will deploy the solution in the
Intelligence Service of the Guardia Civil
Headquarters. GUCIwill be able to apply
RED-Alert pilot for the analysis of the
propaganda,fundingandrecruitment impact
of terrorist elements. The pilot will
encompass several teams from different
GUCIunits, whoseanalystswill haveaccess
to the RED-Alert systemsoftwarein order to
improve our fight against crime and
terrorism. Thepilot will seekto usethe RED-
Alert software to improve our investigations
in real time.

SO15, UK
RED-Alert solutionwill be usedin accordancewith
RIPAon real social intelligence but during the
trials, we will not be targeting known subjectsof
interest. The analystsunder the guidanceof the
research & development manager will set the
software with specific keywords and languages
that will assist in identifying key individualsand
associatenetworksin real time.

SPP,Romania
The pilot will deploy the solution in the main 
SPP facility. Testthe full capacity, the efficiency, 
usability and accuracy of the RED-Alert tool,  
intelligence analysts will test it in parallel with 
existing tools.. 

SPPS,Republicof Moldova
After the implementation,the solution will be
tested in real environment in SPPSdaily
missions. One of the workstationswill handle
existing classifiedintelligencesystemand the
other one will process the RED-Alert
information,sothe solutiondoesnot jeopardize
the SPPSclassifiednetwork..

MOPSINP, ISRAEL
One of the workstations will handle existing classified
intelligencesystemandthe other one will processthe RED-Alert
information, so the solution does not jeopardize the INP
classifiednetwork. Theoutputs from one systemwill be usedas
inputs for the other system. The RED-Alert pilot will start
gradually to process the information stored in INP existing
databases,relatedto terrorist activities,groupsor persons.
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Å Initial phaseof RequirementsAnalysis together
with Technical SpecificationsArchitecture was
performedduring WP1 άSystemSpecifications&
Architectureέ.

Å WP6 άSolutionLƴǘŜƎǊŀǘƛƻƴέis coveringalso the
User-Centric Design and System Construction
phasesof RAD,involvingseveraliterationswhere
end-users interact with developers to design
models and build prototypes. It also involves
performing system integration and testing
activities to ensure that componentswork well
together,asdesigned.

Å The final release is planned after solution
deployment,pilots execution,and user feedback
that will be performed in WP7 άLEA Pilotsέ,
coveringthe Implementationphaseof RAD.

RAD(Rapid Application development) 
Methodology
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Main use cases
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VAnalyst - Main users of the RED-Alert system, involved in data gathering, various types of analyses, 
perform case work and produce reports .
VCoordinator - Distributes tasks to analysts, monitors and reviews their work. 
VSuper-user  - Input keywords access harder to use or high responsibility functionalities. 
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RED-Alert central solution
Interfaces
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