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Digital dependency, interoperability and complexi
>>> new types and levels of vulnerabilities
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Digital dependency and complexity:

If Software Is eating the world,
are we safe ?
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Why Software Is Eating The World

By MARC ANDREESSEN
August 20, 2011

This week, Hewlett-Packard (where 1 am on the board) announced that it is exploring
Jjettisoning its struggling PC business in favor of investing more heavily in software,
where it sees better potential for growth, Meanwhile, Google plans to buy up the
cellphone handset maker Motorola Mobility. Both moves surprised the tech world. But 2016
both moves are also in line with a trend I've observed, one that makes me optimistic

about the future growth of the American and world economies, despite the recent
turmoil in the stock market. = ANDREESSEN HOROWITZ Q

In short, software is eating t)

More than 10 years after the

dotcombutbie.adozenord 39 67 Podcast: Software Programs the World

companies like Facebook an

sparkin g controversy in Silid with Marc Andreessen, Ben Horowitz, Scott Kupor, and Sonal Chokshi

| G win Da their rapidly growing private “All of a sudden you can program the world” — it's the continuation of the software eating the
n an interview with WSJS's Kevin Delaney,

Gaervinon aned inkadin inwastor Adavr

valuations, and even the occy ) B .
world thesis we put out over five years 220, and of the trajectory of past and current technology

shifts. 5o what are those shifts? What tech trends and platforms do we find most interesting on
the heels of raising our fifth fund? Are we just building on and extending existing platforms
The woalcly largees though. or will there be new platforms; and if so, what will they be? Well, distributed systemg,ﬁm;

T COMPARY, 0w {
no velices one... \%‘/‘
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The wutld's mas
PRt mRdis tuvet. X distributed systems encompassing cloud and SaasS; A.l., machine

o e Ui learning, deep learning; and quantum computingo the role of

i ) hardware; futureinterfaces; and data, big and small.
XgKe aAydZ GAz2ya YFGGSNX FyR gKI
reality if we are all really living in a simulation as Elon Musk believes?
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Figure |: The Global Risks Landscape 2018
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Understanding cyber/hybrid crisis:
5AIAUAT SR {20ASid
1) CybetPhysical Systems
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2) Complex Systenrmd-Systems with emergent behavior
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Complex Systerr#-SystemsS09
Interoperability layers and security

A Network Transport physical connectivity and
network interoperabillity;

A Information Serviceg data/object models,
semantic/ information interoperability, knowledge
and awareness of actions interoperability;

A People, Processes and Applications: aligned
procedures, aligned operations, harmonized
strategy/doctrine, and political or business
objectives.
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Holistic approacly understanding interdependencies:

Beyond Layer 7: the real Cyberspace and Cyber terrain
[DoD- Defense in depth; Cyber Physical Systems]

Government Layer Government Govt. Cyber Laws, Regulations, Policies, Frameworks, Agreements, etc. mm

Organization Layer 3 Organization Org. Cyber Policies, Procedures, Information Sharing Agreements, etc et

: | ' Personnel
People - Supervisory Layer ¥ Supervisory mpora S

Ident. & |
Auth,

App
Security

Persona Layer Persona User IDs, Emails, Phone Numbers

Risk Remediation Analysis

Software Application Layer Software Application

Browsers, Office Products, etc.

Threat Susceptibility Scoring

Operating System Layer 9  Operating System Win / *nix / Android /i0S / etc.

Weakness Risk Analysis

Machine Language Layer 010100110101000001010010
Host
L : Security
Vulnerability & Weakness Scori
Cyberspace —< i . o .
Crown Jewels Analysis

Logical Layer | —<
(Communications Ports
And Protocols)

Physical Layer

Geographic Layer Geographic

Geographic Location & Dependencies

Hardware, Cables (fiber, copper, etc)




SoS and
Layers of the IoT/lloT
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UnderstandingsoJemergent) behavior
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So&re not justcomplex systems

[Maier's criteria, 1998]

A Operational Independence of Elements
A Managerial Independence of Elements
A Evolutionary Development

A Emergent Behavior

A Geographical Distribution of Elements

[Dr. DanieDelLaurentis2005 ]

A InterdisciplinaryStudy

A Heterogeneityof Systems
A Networks of Systems

So3 Systemof-systems) need
l'Lka|] FT2N aYl
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SoS Situational Awareness view (simplified)
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SoResilience = SIEM/SOC collaboration, Al/ML empowered
(advanced SIEMs+)
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Threat/Vulnerabillity side

ASoSSystemsf-Systems) and emergent behavior/risks
A From Verylarge-scale systems to all interoperable systems
A Cyber Physical Systems
A Supply Chains &0S

AMicro-targeting
A Privacy
A Mind/behavior manipulation

A9 YO SRRSRE 60& RSaAIyO @dzf YSNIF 0AT A
A Zero day )
AGQUSNY It . fdzS¢ {&8yRNRYS
A Complex nature

AUnknown Unknowns
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Economy, state and society:

from cyber hacking to manipulation of emotions and minds

The New York Review of Bo« ;
= - — - - Behavioral
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Invisible Manipulators of Your Mind
Tamsin Shaw

The Undoing Projectr A Friendship Thot Chonged Qe Minss
bae Mickmel Lewie
Muorans 362 pp., $28.05

Facebook is developing a way to read your mind

RN ¥ ] ¢ oo Jin v Concordia Summit: Alexander Nix, the CEO of
Cambridge Analytica, which did data analysis and
message targeting for the Trump campaign, New

w« York City, September 2016
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SoS obvious and notwbvious relationships and linkages Forensic

vulnerability analysis

Figure 1. Identifying Centers of Gravity
Source: Joint Publication 2-0, IV-14.
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. the weak point is &tDegree of Separation

Figure 3. Interconnected and Global System of Systems
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Unknown unknowns = ontological uncertainties

VPN
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THE NEXT ‘BLACK SWAN' EVENT: A CYBER

>y VPM Haus | Sep 3, 2014 | Industry Commentary | O comments

sprinkled throughout the course of history are flashpoints that were as E -
Jnexpected as they were far-reaching. Catastrophic events like the Sep- e
-

.
- |
"
!

ember 11 attacks come immediately to mind, but so too does the birth
>f the Internet and the rise of Google.

These unprecedented, unpredictable events were given a name in 2007
oy aulhor Massim Nicholas Taleb - black swans. In his book, "The Black

awan: The Impact of the Highly Improbable,” Taleb explains how, in the

Need: Prepare Organizations and Nations for

alylyz2ey (1ylyzoyace
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Protection / Defense / Resilience side

ASecurity & Resilience by design
AloT (+ Industrial Control Systems ICS/SCADA)
A Requirements CIP, CIIP, Essential Services

ARegulations elD(elDASY in relation to GDPR, NISD,
PSD2

AStandards, certifications holistic approach (entire
ecosystem), complementarity

ANew generation SIEMs

AAIl¢ more than Machine Learning
AQuantum Safe Cryptography

AActive response capability development
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If Al/ML is already Iin charge, can we have situational

awareness and impact assessment without?
[the Blueprint]

Utilities: Water Military: Nuclear / autonomous

EnergyNuclear i i . )
gy Plants/Electrical Grid Weapons CommunicationsSatellites

Power Plants

Supplies/Logistics: Financial/Stock Markets: . _ _ . | |
Supply/Value chains >80% generated by Automated Trading Aviation: Uninterruptible Autopilot System, ScienceR&D, Applied, Education
Systems Training simulators

UNCLASSIFIED




