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Application complexities

Business process
complexities

and moreé 

Digital dependency, interoperability and complexity 
>>> new types and levels of vulnerabilities
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Digital dependency and complexity:

If Software is eating the world, 
are we safe ?



UNCLASSIFIED

2011

2016

Χ distributed systems τencompassing cloud and SaaS; A.I., machine 
learning, deep learning; and quantum computing τ to the role of 
hardware; futureinterfaces; and data, big and small.
Χ ǿƘȅ ǎƛƳǳƭŀǘƛƻƴǎ ƳŀǘǘŜǊΧ ŀƴŘ ǿƘŀǘ Řƻ ǿŜ ƳŀƪŜ ƻŦ ƻǳǊ ŎǳǊǊŜƴǘ 
reality if we are all really living in a simulation as Elon Musk believes?
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January 25, 2018, Davos
To Prevent a Digital Dark Age: World 
Economic Forum Launches Global 
Centre for Cybersecurity

The Global Risk Landscape - 2018

2016

1. Building Resilience to 

Water Crises 

2. Building Resilience to 

Large- Scale Involuntary 

Migration 

3. Building Resilience to 

Large- Scale 

Cyberattacks 
NEW
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Understanding cyber/hybrid crisis:
5ƛƎƛǘƛȊŜŘ {ƻŎƛŜǘȅ όǘƘŜ άŦƛŦǘƘ ŘƻƳŀƛƴέύ Ґ ŘƛƎƛǘŀƭ άŜŎƻǎȅǎǘŜƳέ ƻŦ
1) Cyber-Physical Systems
2) Complex Systems-of-Systems with emergent behavior 
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Complex Systems-of-Systems (SoS)
Interoperability layers and security

Å Network Transport ςphysical connectivity and 
network interoperability;

Å Information Services ςdata/object models, 
semantic/ information interoperability, knowledge 
and awareness of actions interoperability;

Å People, Processes and Applications: aligned 
procedures, aligned operations, harmonized 
strategy/doctrine, and political or business 
objectives.



UNCLASSIFIED

Holistic approachςunderstanding interdependencies:
Beyond Layer 7: the real Cyberspace and Cyber terrain
[DoD - Defense in depth; Cyber Physical Systems]
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SoS and 
Layers of the IoT/IIoT
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Understanding SoS(emergent) behavior 
ґ

Sum of compound systems



UNCLASSIFIED

SoSare not just complex systems
[Maier's criteria, 1998]

ÅOperational Independence of Elements

ÅManagerial Independence of Elements

ÅEvolutionary Development

ÅEmergent Behavior

ÅGeographical Distribution of Elements

[Dr. Daniel DeLaurentis, 2005 ]

ÅInterdisciplinaryStudy

ÅHeterogeneityof Systems

ÅNetworks of Systems
SoS(System-of-systems) need 
!Lκa[ ŦƻǊ άƳŀƴŀƎŜƳŜƴǘέ
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SoS: Situational Awareness view (simplified)
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SIEM
SOC

SIEM
SOC

SIEM
SOC SIEM

SOC

SIEM
SOC

SIEM
SOCSIEM

SOC SIEM
SOC

SoSResilience = SIEM/SOC collaboration, AI/ML empowered 
(advanced SIEMs+)
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Threat/Vulnerability side

ÅSoS(Systems-of-Systems) and emergent behavior/risks
ÅFrom Very-large-scale systems to all interoperable systems
ÅCyber Physical Systems
ÅSupply Chains as SoS

ÅMicro-targeting
ÅPrivacy
ÅMind/behavior manipulation

Åά9ƳōŜŘŘŜŘέ όōȅ ŘŜǎƛƎƴύ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ όŜȄǇƭƻƛǘŀōƭŜΚύ
ÅZero day
Åά9ǘŜǊƴŀƭ .ƭǳŜέ {ȅƴŘǊƻƳŜ
ÅComplex nature

ÅUnknown Unknowns
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Economy, state and society:
from cyber hacking to manipulation of emotions and minds

Concordia Summit: Alexander Nix, the CEO of 

Cambridge Analytica, which did data analysis and 

message targeting for the Trump campaign, New 

York City, September 2016

Behavioral
microtargeting

Behavioral 
economics 
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SoS - obvious and non-obvious relationships and linkages Forensic 
vulnerability analysis: the weak point is at 4th Degree of Separation

https://ndupress.ndu.edu/Media/News/Article/1130658/forensic-vulnerability-analysis-putting-the-art-into-the-art-of-war/

https://ndupress.ndu.edu/Media/News/Article/1130658/forensic-vulnerability-analysis-putting-the-art-into-the-art-of-war/
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Unknown unknowns = ontological uncertainties

Need: Prepare Organizations and Nations for 

ά¦ƴƪƴƻǿƴ ¦ƴƪƴƻǿƴǎέ
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Protection / Defense / Resilience side

ÅSecurity & Resilience by design
ÅIoT (+ Industrial Control Systems ICS/SCADA)
ÅRequirements CIP, CIIP, Essential Services

ÅRegulations - eID(eIDAS) ςin relation to GDPR, NISD, 
PSD2

ÅStandards, certifications ςholistic approach (entire 
ecosystem), complementarity

ÅNew generation SIEMs

ÅAI ςmore than Machine Learning

ÅQuantum Safe Cryptography

ÅActive response capability development
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Financial/Stock Markets: 
>80% generated by Automated Trading 

Systems

Aviation: Uninterruptible Autopilot System, 
Training simulators

Military: Nuclear / autonomous 
WeaponsEnergy: Nuclear 

Power Plants

Utilities: Water 
Plants/Electrical Grid Communications: Satellites

If AI/ML is already in charge, can we have situational 
awareness and impact assessment without? 
[the Blueprint]

Supplies/Logistics:
Supply/Value chains

Science: R&D, Applied, Education


