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FACTS & FIGURES

Only EU Agency whose Steering Board meets at ministerial level

(all EU members except Denmark)
Administrative Arrangements
with Norway, Serbia, Switzerland and Ukraine

/ | 1 27 Member States
E

Budget 2018
Established 2004 €32.5 Mio

Based in BRUSSELS
EDA Portfolio:

. +-145 staff ca. 300 activities related to capability development,
connected with 2,500 experts in R&T and defence industry

Member States

Jorge Domecq Value R&T projects 2004-2017 run within EDA:
Chief Executive EDA approx. €1 billion
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MAIN MISSION ?

... to support the Council and the Member
States in their effort to improve the Union's
defence capabilities in the field of crisis
management and to sustain the CSDP*

* Council decision 2015/1835
of 12 October 2015 on statute, seat and operational rules of the EDA
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CAPABILITY DEVELOPMENT PLAN (CDP)

OBJECTIVE DP REVISION

Provide Member » New set of CDP
States with priorities to be

comprehensive picture TIERIEITLY
of European capability 20—
requirements over - » Capability driven,

time R&T and industry
'mensig_n included
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KEY FEATURES

» Output-oriented

» Coherence with NATO
Defence Planning Process,
National Plans & Programmes

» Implications of new security

challenges (EUGS) incl. hybrid,

threats included

EDAROLE

EDA is the architect
of the CDP and as such:

Works with experts from
Member States, EU
bodies and industry on
consolidating information
on short-, mid- and long-
term capability needs

www.eda.europa.eu
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DECISION-MAKING (THE OODA LOOP)

Observe Orient Decide Act
Implicit Implicit
guidance guidance
- & control & control
Unfolding
circumstances t'rad'“"”s
Decision Feed Action
(hypothesis) (test)
forward
Outside
information
Unfolding
' interaction
.Unfoldl.ng Feedback with
iInteraction .
with Feedback enwrolnment
Feedback

environment John Boyd's OODA loop
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CHALLENGES/I




CHALLENGES/II

~
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Malware still
poses a
. significant
Denial-of- threat The greatest
service attacks threat may

continue come from

worldwide T — \ S T

Ransomware
Size doesn’t The threat poses a grave

matter landsca pe risk to

:‘ availability
We're slow Beware

to detect and of the social

respond to . engineer
threats The biggest
threats aren’t

found in the
headlines

www.eda.europa.eu



CHALLENGES/IIl: CYBER WEAPON

A cyber weapon:

» |s sponsored or employed by a state or non-
state actor

* Meets an objective which would otherwise
require espionage or the use of force

» |s employed against specific targets

 |ts effects vary greatly with usage and time

» Unlike for instance CBR agents, cyber
‘weapons’ are neither banned nor controlled
internationally.
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Cyber weapon
genealogy

Estonia

Stuxnet

Ukraine

Kemuri USA

Trisis

Boeing / others

2007

27 April 2007 and targetted
websites

of Estonian organizations,
including Estonian parliament,
banks, ministries, newspapers
and broadcasters

2010

Targeted SCADA systems and is
believed to be responsible for
causing substantial damage

to Iran's nuclear program.

2015

Energy grid was shutdown at
least 3 times

2016

Change the levels of chemicals
used to treat tap water. Criminals
wanted to steal credit card
numbers, but the system with
this data was also managing the
chemicals definition for tap water

L2017

A nation state cyber weapon
deployed against st least one
victim in the Middle East.
Designed to manipulate
Schneider electric triconex
safety instrumental system

The first malware developed to
intentionally killing people

2018

Boeing production plant hit by
wannacry



SIX Al APPLICATION AREAS

Neural nets Search
« intrusion detection and intrusion prevention *Reduce a large number of options down to a manageable set
. ; : PP *Search on and- or trees, af3-search (“divide-and-conquer”),
gﬁg? nf(f)(; r[e)gg Cdient\?gélt(i)nétrigﬁlglvare detection/classification minimax search and stochastic search
- High speed, if implemgnted in hardware or used in graphic *widely used in games software, highly useful in decision-making
9 processors D 9
e | & Learni
Expert Systems earning
« knowledge base and inference engine eimproving a knowledge system by extending or rearranging its
. Can b d d for decisi t knowledge base or by improving the inference engine
an be used used for decision suppor *Supervised and unsupervised learning
*Useful to handle large amounts of data
. _/ N
( i | [ Constraint Solvi
Intelligent Agents T onstraint solving
« Proactiveness and reactivity 9 -finding solutions for problems that are presented by giving a set of
. 7 constraints on the solution
* Imply coop_eratlon between network operators (ISPs, etc) 1 -Applicable to planning problems
» Could provide [ROIE accurate SA n ¢ ¢ =4 +Can be used in situation analysis and decision support in
* Automated or semi-automated response 4 combination with logic programming
e & e
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THE OODA LOOP
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CYBER DEFENCE TECHNOLOGY LANDSCAPING

Consortium ISDEFE, AIT, CEIS

Objective

The output
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To identify technology challenges, enabling technologies, threats and discover gaps from Key

Cyber Defence references.

To elaborate white papers, special reports, etc. with the research's results.

To propose possible Project Clusters of Cyber SRA elements.

To establish a framework to support EDA's Cyber R&T foresight activities

Will be used for the specification of new project activities

X 4
Ao Isdefe
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your best ally
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Al DEFINITION & CHARACTERISTICS

‘ A machine’s ability to replicate functions generally attributed to humans, e.g.
recoghnizing images or sounds™

Short story of Al ‘
1956 - Coining of the term « Al» 1997 - Deep Blue 2016 - Alpha Go
ARTIFICI AL | NTELULIGENTCE
1936 - Turing’s machine 1965 - Dendral 2005 - Stanley 2017 - Alpha Go Zero

Speed / automation / real-time adjustment / large data set management

EUROPEAN
DEFENCE 15
- AGENCY www.eda.europa.eu



POTENTIAL APPLICATIONS
o Improving resilience — CHESS / combining human & machine strengths
o Early detection — GARD
o Automation of networks’ management

o Monitoring of Internet Battle of Things devices

24/7 Automation Decision making
Predictability Blind spots

Lack of consistency

« Non-standard cases Fatigue

Consistency Speed

« Non-standard cases » Cognitive biases

Managing large volumes of data Broader context

Food for thought

EUROPEAN
DEFENCE 16
- AGENCY www.eda.europa.eu




PROJECTS: CYSAP

 Decision Support

* Dynamic Risk Management
» CIS Infrastructure discovery
» Real-time sensor interface

» Threat Management

Objectives

* The objective for the cyber situation awareness
package (CySAP) is to provide decision-makers
with information to develop a clear understanding
of the cyber-attack threat landscape.

* Provide decision-makers with the tools

* 3 pMS involved

* Requirements definition between
2014 and 2018

* Implementation kickoff in Jan 2019

* Prototype expected by Q2 2020

(competent personnel, effective procedures and
technology platforms) to manage risks during the
planning and conduct phases of a military
operation.

 Ultimate objective is to improve the resilience of
military information infrastructure in the event of
a cyber-attack.

» Validation of the technical
architecture design

« Validation of prototype
architecture
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PROJECTS CYBER RANGES FEDERAT|ON  Improved utilization of national cyber ranges

» Easy access to existing cyber range
capabilities for non-owners

» Extend cyber range capabilities with services
and modules from other ranges

« Combined (more complex) exercises, leading
to improved cyber capabilities.

* Improved knowledge on developing and
operating (federated) cyber ranges.

Objectives

» Create the conditions to facilitate the
utilization of cyber ranges in other contributing
Member States (cMS).

Enhance the functionalities and capacities of

* 11 pMS involved

» Spiral 1 completed — Sep 2018
 Spiral 2 due to complete Q1 2020
 Designed tech infrastructure

» Defined community governance rules

existing, emerging and future cyber ranges in
cMS by establishing a federation of cyber
ranges.

Exchange information, knowledge and
experience on the development,
establishment and operation of cyber ranges.

» Demonstration / Exercise
planned for Nov 2019 in
Helsinki (FI)

» Second project, same
participants, to continue
working on the technical
services federation

EUROPEAN
DEFENCE 18
- AGENCY www.eda.europa.eu




THE POWER OF COORDINATION...

FOR MORE INFORMATION
WWW.EDA.EUROPA.EU

FOLLOW US ON TWITTER
@EUDEFENCEAGENCY

q _— Thank you!
QEFENCE

www.eda.europa.eu




