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1 MDM Re i

mmm Expectations Complaint Handling (i), Reporting adverse events/incidents (i) -
>
Field Safety Corrective Actions (il i
Risk Management & Postmarket Y ( > (maybe limited) =
Expectation (7.2.1 ) Proactive Risk Management (v}, {reduced) >
Design devices under a secure development Reactive Risk Management (v) -
framework with Baseline Security Controls and rd

3 party component considerations (6.2.1)

Postmarket Expectation Level High Miade
Low
-~
Communications (8.1.1) Communications {9.1.1)
Communications (7.1.1) EOL Customer Nof i a. Product Security
a. Product Security Doc. EOL Public information Information for Security
I M D R F N 70 . b. Product Life cycle Doc. Continue to provide Maintenance
0 c. Update of above two communications {7.1.1) . EOS Public information
. . d. Vuln. & Patch Information Life Cycle Planning Info. . Risks information via
P rl n C| p I es a n d €. 3™ party component info. Product Security Doc, reactive Vuln. management
Practices for the Communications* -

4

CYbersecu rlty Of * Communication betwean MDMs and HCPs increases Camlr(;]unti;atliofns (7'1. ) ded
. as they get closer to end of support to better enable . CLLL I M =
Legacy Medical

HCPs to understand the risks the HCP is inheriting. AGIEE L
Devices -

communications
Postmarket Expectation Level

Continue Communications &
Ask Questions (8.1.2)

Ongoing Communications High

Middle

Planning of activities for EOS -
- === >

— Em

Risk Management
HCP Responsibilities and Activities

Expectations

Cybersecurity Responsibility

Transfer to HCP

Development Limited Support End Of Support

(Devices in this phase are considered

Initiate Develupment Commerclal Release End of Life End of Support  °82¢Y devices)
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Philips Product Security — Overview

Secure coding standards Specific security requirements (regulatory
Secure code reviews compliance; FDA, NMPA, GDPR, RMF, FedRAMP, ISO

i i 27001, UL2900, IEC62443 SOC1,2,3, HiTrust ] )
Static code analy.5|s . ol ) supply chain security
Open-source review Threat modelling

Secure by design principles Timely delivery of Security updates

CODE @ Security design review 9 DEPLOY Secure installation

Risk assessments

Security Patch analysis
Secure operation guidelines

P OST_ Vulnerability advisories

Threat Analysis

MARKET Manage customer complaints

Coordinated Vulnerability Disclosure

OS Hardening and Patching
Secure systems engineering
Security documentation

PRE- ‘
MARKET

F TEST =& monIToR

Security requirements testing Product defense in depth
Threat mitigation testing Secure hardening guidelines
Vulnerability testing Security guidelines 24X7 monitoring
Penetration testing - Instructions for Use Incident response
- Installation manuals
- MDS2
- White papers
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For consumers  For professionals  About Philips

Global
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Philips supports coordin
, with responsible reporting to Philips.

When submitting reports of vulnerabilty findings, p

Our PGP public key

Reporting Procedure:
1. Please use our PGP public key to encr
r organization ar
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Questions?

There are some
viruses doctors
can't treat.
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