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Securing medical devices



Cybersecurity challenges in Healthcare
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Systems are increasingly connected
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Systems become more ‘intelligent’
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Integration of networks and responsibilities?
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Shared responsibility
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Obsolescence
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IMDRF N70: 
Principles and 

Practices for the 
Cybersecurity of 
Legacy Medical 

Devices 
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Philips Product Security – Overview

CODE

BU
ILD

TEST

DEPLOY

O
PERATE

MONITOR

PRE-
MARKET

POST-
MARKET

Secure coding standards
Secure code reviews
Static code analysis
Open-source review

Security requirements testing 
Threat mitigation testing 
Vulnerability testing 
Penetration testing 

OS Hardening and Patching
Secure systems engineering
Security documentation

Specific security requirements (regulatory 
compliance; FDA, NMPA, GDPR, RMF, FedRAMP, ISO 
27001, UL2900, IEC62443 SOC1,2,3, HiTrust)
Threat modelling
Secure by design principles
Security design review
Risk assessments

24X7 monitoring
Incident response

Supply chain security
Timely delivery of Security updates
Secure installation

Security Patch analysis
Secure operation guidelines
Vulnerability advisories
Threat Analysis 
Manage customer complaints
Coordinated Vulnerability Disclosure

Product defense in depth
Secure hardening guidelines
Security guidelines
- Instructions for Use 
- Installation manuals
- MDS2
- White papers
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Standards
• ISO/IEC 81001-5-1 
• IEC/TR 60601-4-5
• IEC/TR 81001-2-2*
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Security Fast response

In Control Minimized risk

Questions?
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