
ENISA THREAT LANDSCAPE (ETL): 
HEALTH SECTOR

20 09 2023

Albert Haro 
CISO
Cybersecurity Agency of Catalonia

8th ENISA eHealth Security Conference



NIS INCIDENT REPORTING
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Impact per sector (%)
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• January 2021 to March 
2023

• Analysis of the incidents 
concluded in May 2023

• 215 publicly reported 
incidents in the EU and 
neighbouring countries
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Incidents observed per year (2021, 2022, Q1 2023)



ETL: HEALTH THREATS
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Threats in health sector (2021-2023) Threats per year



ETL: ENTITY AND ACTOR TYPES

5 ENISA THREAT LANDSCAPE (ETL): HEALTH SECTOR

Number of incidents per entity type Actor types



ETL: HEALTH ASSETS AND ENTITIES AFFECTED
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Affected assets Affected entities - breach or theft of data



ETL: HEALTH IMPACT

7 ENISA THREAT LANDSCAPE (ETL): HEALTH SECTOR

ConsequencesAffected assets
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ETL: HEALTH FINDINGS

• Ransomware is one of the prime threats in the health sector (54%). 

• 46% of incidents resulted from threats against the data of health organisations (data 
breaches, data leaks). 

• Cybercriminals had the heaviest impact on the sector, in particular ransomware threat 
actors driven by financial gain (53%). 

• The pandemic caused data leakage of patient data from Covid-19 related systems or  
testing laboratories on multiple occasions and in multiple countries. 

• Increase in DDoS attacks against hospitals and health authorities in early 2023. 

• Attacks on healthcare supply chain and service providers caused disruptions or losses 
to organisations in the health sector (7%). 

• Delays in treatment, cancelled operations or diversion to other facilities can impact both 
patients and healthcare professionals.
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ETL: HEALTH CHALLENGES
• Vulnerabilities in medical devices.

• Rapid evolution of healthcare systems and medical devices.

• Patients whose sensitive health data have been stolen may face extortion
after a data breach.

• Only 27% of organisations surveyed in the health sector have a dedicated 
ransomware defence programme and 40% of the organisations surveyed 
have no security awareness programme for non-IT staff. 

• 95% of the health organisations surveys face challenges when performing 
risk assessments, while 46% have never performed a risk analysis.

• Challenges in data collection and underreporting.
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ETL: HEALTH RECOMMENDATIONS
• Offline encrypted backups of mission critical data. 
• Awareness raising and training programmes for healthcare professionals.
• Regular vulnerability scanning.
• Regular patches and updates on software and operating systems. 
• Good practices for authentication methods for remote access. 
• Basic cyber incident response plans to ensure that patient care is not affected.
• Commitment of senior management is key - NIS2 introduces liabilities for top 

management.
• Additional resources for mitigation controls:

- ENISA Threat Landscape 2022
- NIS CG report on “Threats and risk management in the health sector”
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SOME RELEVANT RANSOMWARE INCIDENTS
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SOME RELEVANT DATA RELATED INCIDENTS

Ransomware 



THANK YOU FOR YOUR
ATTENTION

+34 647 333 256

aharo@ciberseguretat.cat

Albert Haro Abad.
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