
Leadership in cybersecurity in the NIS 
context
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About me

Florent Lesueur

13 years in cybersecurity

CISO at CHdN, Luxembourg

lu.linkedin.com/in/florent-lesueur-7381a21a



«I am blocked all the 
time when doing my

job»

«The security is not 
my problem, it is an 

IT problem»

«Security team 
doesn’t understand IT 

problems»

«Security is a 
blocker»

«CISO / ISO are too
technical and don’t

understand the 
business»

Users

Top 
management

IT
«CISO / ISO are just

policemen»

«No one listen
to me»

«I don’t have 
budget»

«IT doesn’t
follow the 
process»



The human factor

ENISA THREAT LANDSCAPE: HEALTH SECTOR - 2023

Healtcare sector data 
breach are caused by 

phishing

60%

Metacompliance - 2023

Human is the most
common root cause

71%

Healtcare sector data 
breach are caused by 

phishing

HIMSS - 2021



Lack of security culture in Healthcare

40%

OES with no security awareness 
program for non-IT staff

ENISA 2023

Health organizations 
have never performed a 

risk analysis

46% 61%

CISO positioning in the 
organisation

Security 
incidents were caused 

by vulnerabilities



CISO main challenges 

Effectively dealing with
threat and budget 

Awarness of risks and CISO role

Effectivively working with IT

2022 CISOs’ and DPOs’ role and responsabilities survey
PwC Luxembourg

Average tenure of CISO is 18 to 26 months



NIS2 requirements

Top management liability
Follow training on 

cybersecurity
Ensure cybersecurity

training for employees
Oversee the risk

management framework
Accountable in case of 

cyber incident

Governance Measures Business continuity

Risk analysis
Information security management
Access management
Evalute effectiveness of security measures

Backup management
BCP / DRP plan
Incident response plan

Policies and procedure for the use of cryptography
Use of multi-factor authentication
Human resource (screening)
Security around supply chains

Penalties

Random inspections Regular auditsNotifications



We are not facing a technical issue

We won’t face anymore a regulatory issue

(Only)

(Only)

We are facing a business issue



We need a strong leadership in cybersecurity to face all the other issues



Definiton of Leadership

Leadership is the ability to inspire, guide, and 
influence a group of individuals or an 
organization towards a common goal or 
objective.

Everyone CultureNot hierarchical



Drive a cybersecurity culture
Built Awarness

Propose interactive 
and diversified
trainings

Adapt to the 
audience

Repeat Repeat Repeat

People, process, 
Technology

Cost of security control 
shall not exceed the 
potential lost

Supported by the 
decision-makers

Built a strategy

Technology enforce and support the culture



The CISO is a conductor

Influence position

HolisticRisks as a tool

Be business oriented

Communicator Show up

Facilitator



« Yes » is a MUST

Leadership - Do and don’t
Make everything
technical

Listen and understand

Be strategic

Complicate things

Give up



Thank you!


	Slide Number 1
	About me
	�
	The human factor
	Lack of security culture in Healthcare
	CISO main challenges 
	NIS2 requirements
	Slide Number 8
	Slide Number 9
	Definiton of Leadership
	Drive a cybersecurity culture
	The CISO is a conductor
	Leadership - Do and don’t
	Slide Number 14

