
ENISA – Hacking demo
Without crossing the real line ☺
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There are two main things to hack! 
The technical approach

The humans☺



https://www.cybersecasia.net/news/76-medical-devices-of-healthcare-
facilities-in-philippines-may-be-infected-by-malicious-code

Vulnerabilites in devices

https://www.cybersecasia.net/news/76-medical-devices-of-healthcare-facilities-in-philippines-may-be-infected-by-malicious-code
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All vulnerabilities

8% 
Known

5,5%

5,5% of the known
are exploited

0,4% af all 
vulnerabilites

are used

https://www.zdnet.com/article/only-5-5-of-all-
vulnerabilities-are-ever-exploited-in-the-wild/

https://www.zdnet.com/article/ransomware-this-is-how-
half-of-attacks-begin-and-this-is-how-you-can-stop-them

https://www.zdnet.com/article/only-5-5-of-all-vulnerabilities-are-ever-exploited-in-the-wild/


In the homes



In the homes



There are two main types of hackin! 
The technical approach

The humans☺



https://youtu.be/F78UdORll-Q?t=102



Demo ☺



The humans ☺



Successful cyberattacks
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How big a percentage of 
successful cyber attacks used 
humans in the attack (errors, 
phishing or sharing of users 
information)?

> 90%

It is now actually over 
94% 



Hacking and physical access!



The hackers toolbox - USB



Price to get an USB in a specific PC ?



Another demo ☺



QR codes

NO malware SOME ☺ malware



QR codes



QR codes



The use of 
QR codes today ☺



Again another demo ☺



Public Wifi as seen from a hacker

https://e-channelnews.com/top-5-most-dangerous-public-wifi-attacks/

Your smartphone
Keeps broadcasting 
all the networks you
have ever been
logged into.

List ☺
Hacking
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