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How The Security Leader Enables Business Outcomes

Zero Trust & The Flaming Sword of 
Justice



WHOAMI

• Dave Lewis

• Global Advisory CISO, Cisco

• Hacker

• Grey Beard

• Coffee Drinker

• Whisky Distillery Co-Owner

• Football Club Co-Owner





© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential4





ZTN It’s On Fire Yo!
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What is Zero Trust?
• Where/how/when trust is decided has changed

• Must continuously verify

• Assume all networks are hostile

• This is not a “rip & replace” conversation



Zero Trust: Principles

• No implicit trust

• Strongly authenticated user

• Strongly authenticated device

• Encrypted connection to resource

• Policy decision and enforcement

(Read the rest at NIST SP 800-207)
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NIST SP 800-207: Zero Trust Architecture 
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Zero Trust capabilities

Establish 
Trust

Enforce Trust-
Based Access

Continuously 
Verify Trust

Respond to 
Change in Trust
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What it takes to get Zero Trust right
Zero Trust requirements

• User / device / service 
identity 

• Posture + context

• Risk-based authentication 

• Micro-segmentation

• Unified access control

• Least privilege + explicit 
trust

• Re-assessment of trust

• Indicators of compromise

• Shared signals

• Behavior monitoring — threat and 
non-threat activity

• Vulnerability management

• Prioritized incident 
response

• Orchestrated remediation

• Integrated + open 
workflows

Establish 
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ZTN Value Proposition

Devaluation of stolen credentials 

Low hanging fruit sours.

Complicates lateral movement 
through uniform security policy.

Attackers have to work that much 
harder.
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Don’t trust something 
just because it’s on the 
“inside” of your firewall





Is the password…password?



No!! Now go away, or I shall taunt you a 
second time!



Castles Don’t Scale



Lessons From 
History

The sack of Rome in 410 AD



Remember when 
you only had to 
outrun the other 
hiker?



Now there’s more 
than enough bear to 
go around
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Zero Trust Maturity Model

It’s a journey, and a 

destination.
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The Ecosystem



The Flaming Sword of Justice



“The perimeter is anywhere an 
access decision is being made.”



New Perimeter
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Data Breaches



81%
Of breaches involve stolen or 

weak credentials

70%
Of breaches involve 

compromised devices

Sources: Verizon DBIR, IDC Research



The Summer of Breach 2012



Been There…



YEARS AGO…





What’s Open In Portugal?



1,000,276



So, Why Should We Be Concerned?

Vulnerable to 
Heartbleed

Compromised 

Databases

418 4 602
Industrial Control 

Systems
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Hi There!



SSH



Bastion Hosts



From DMZ To The Soft Chewy Centre



A Game of Increments



Determining Priorities



1 2

How do you stop 

attacks that use

stolen (yet legitimate) 

credentials?

How do you prevent 

devices with poor 

security hygiene from 

accessing critical apps?



Security Best Practices

●Strong Authentication

●Intuitive Authentication

●User Risk Assessment

●Up-to-date Devices 

●Well-configured 

Devices

●Managed Devices

●Device Authentication

●All Cloud Apps

●All On-Prem Apps

●Consistent End 

User Experience & 

Security

Policies Are Unique to Each User and Device

Verify Your 

Users

Verify Their 

Devices

Protect Every 

Application
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•Attackers 
must 

compromise:

Example: Stolen Credentials

●Username

●Password

●2nd auth factor

●Trusted device



Enforce Policy Based Controls 

46

Get Granular
●Block anonymous networks, out-of-date 

browsers and plugins, and rooted or 

jailbroken devices

●Require users to enable screen-lock and 

use U2F or push authentication  

●Ensure all systems are up-to-date



MDM-EAM

Trusted Access: leverage your existing investments

NAC

●Secure VPNs with MFA and 

device-level hygiene

●Ensure only managed devices 

can access network or cloud 

apps leveraging MDM agents

●Easily add protection for cloud 

apps in addition to your on-

prem NAC

VPN

Note: No agents required





Webauthn
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ZTN Summary

Build an asset inventory.

Get a solid hold on user 
management.

What’s on your network?

Defined Repeatable Process

User and Entity Behavior Analytics.

Network Zone Segmentation.



The Sword Is Dissolving



No Need For The Holy Hand Grenade



Thanks!

gattaca@cisco.com

@gattaca@infosec.exchange




