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2nd ENISA International Conference on 
Cyber Crisis Cooperation and Exercises 

23-24 September 2013, Athens Greece (venue: Hotel Divani Caravel)  

 

 

 

Agenda 
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Map to the venue 

Nearest Metro Station: Evangelismos (blue line) 
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Day 1 – 23 September 2013 

08:30 -09:00 Registration  

09:00 -09:40 

 

Welcome & introduction 

 

Keynote: Prof. Udo HELMBRECHT, Executive Director, ENISA 

09:40-11:00 Session: Governance models, practices and cooperation procedures for cyber crisis 
management 

Speaker 1: Adrien OGEE. ANSSI, France – Multilateral mechanisms for cyber crisis 
cooperation in the EU 

Speaker 2: Adam SEDGEWICK, NIST, US – The Development of the Cybersecurity 
Framework for Critical Infrastructure in the United States 

Speaker 3: Ann-Sophie RONNLUND, European Commission – The European 
Cybersecurity Strategy and draft Directive on Network and Information Security: Enhancing 
cybersecurity capabilities and cooperation throughout the EU 
Speaker 4: Hans Oude ALINK NCSC, The Netherlands - Public Private partnership in 
Cyber crisis in the Netherlands: The ICT Response Board 

Chair: Iowa CARELS, National Cyber Security Centre, The Netherlands 

11:00-11:30 Coffee break  

11:30-13:00 

 

Session:  Cyber crisis management and cooperation exercises 

Speaker 1: Stefan RITTER, BSI, Germany - How 'Jigsaw' exercises can increase effects of 
information sharing during cyber-exercises 

Speaker 2: Amit KHOSLA, DHS, US, The US National-Level Exercise 2012 – setup and 
main lessons learned 

Speaker 3: Freddy DEZEURE, CERT-EU - APT response; shared threat intelligence to 
detect early and respond quickly 

Speaker 4: Roger HOLFELDT, MSB, Sweden - The National Cyber Exercise in Sweden 

Chair: Rob HARRIS, Cyber Security Operations Centre (CSOC), UK 

13:00-14:00 Lunch break 

14:00-15:15 Session: Governance models, practices and cooperation procedures for general crisis 
management 

Speaker 1: Zarko SIVCEV, EUROCONTROL - Aviation Crisis Management in Europe - 
Lessons Learned from the First Cyber Attack Exercise - CYBER 13 

Speaker 2: Assimoula ECONOMOPOULOU, European Centre for Disease Prevention 
and Control (ECDC) – Information Processing for Public Health Threats: an EU perspective 

Speaker 3: Bruno HALOPEAU, European Cyber Crime Centre (EC3), Europol –  

Practices and cooperation related to Cybercrime 

Chair: Helena RAUD, National Information Systems, Estonia  

15:15-15:45 Coffee break 

15:45-17:30 

 

Session: Cyber-exercise scenarios: supply chain integrity  

Speaker 1: Pierre-Dominique LANSARD, France Telecom - Scenarios/case studies on 
Supply Chain Integrity  

Speaker 2: Luigi ROMANO, University of Naples Parthenope - The Big Challenge: 
Building Trust while favouring Openness 

Speaker 3: Claire VISHIK, Intel - Towards a standard approach to supply chain 

Speaker 4: Mats NILSSON, Eriksson  - Supply Chain Integrity and Security Assurance for 
ICT - Finding practical approaches to ensure security in a fast evolving and all-embracing 
mass market 

Speaker 5: Kostas PANAGOS Corporate Security, Risk & Compliance, Vodafone - A 
trusted supplier counts  

Chair: Demosthenes IKONOMOU, ENISA 

17:30 Day 1 Closed 

 

20:00 

 

Social Event (by invitation only) 
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Day 2 – 24 September 2013 

08:45-09:00 Registration 

09:00-10:00 Opening speeches:  

Speaker 1: Ilias CHANTZOS, Symantec - The trends of cyber incidents leading to large-
scale cyber-crises 

Speaker 2: Jason THELEN, Atlantic Council US - Global Aggregation of Cyber Risk: 

‘Finding Cyber Sub-Prime’ 

Chair: Panagiotis TRIMINTZIOS, ENISA 

10:00-11:00 Session: Issues Cyber Security Crisis Cooperation, Management and Information 
Exchange  

Speaker 1: Mariko MIYA, Cyber Defence Institute, Japan, Major Cyber Incidents in 
Japan 

Speaker 2: Marnix DEKKER, ENISA – European Network and Information Security 
Incidents Report 2012 

Speaker 3: Dr. So-Jeong KIM, National Security Research Institute, S. Korea - Cyber-
security in the Republic of South Korea  

Chair: Paul RHEIN, Haut-Commissariat à la Protection Nationale, Luxemburg 

11:00-11:30 Coffee break 

11:30 -13:00 Session: Technical Issues on Cyber Crisis Cooperation and Exercises 

Speaker 1: Kaur KASAK, NATO CCDCOE - Lessons learned from the Locked Shields 2013 
exercise  

Speaker 2: Lauri PALKMETS, ENISA - Technical trainings for CERTs 

Speaker 3: Omar SHERIN, Q-CERT, Qatar - 2013 CS drills for the Energy sector in Qatar 

Speaker 4: Andrea KROPACOVA, CESNET - DDoS attacks against www server providers 
in the Czech Republic 

Chair: Andrea DUFKOVA, ENISA  

13:00-14:00 Lunch Break 

14:00-15:00 Session:  Infrastructures related to Cyber Crisis Cooperation and Exercises  

Speaker 1: Wolfgang ROEHRIG, European Defence Agency (EDA) - Mainstreaming 
European Military Cyber Defence Training & Exercises 

Speaker 2: Pieter WELLENS, DIGIT - The sTesta infrastructure 

Speaker 3: Klaus-Peter KOSSAKOWSKI, Trusted Introducer, Operational Support 
Services for Cyber Response Teams in Europe and beyond 

Chair: Razvan GAVRILA, ENISA 

15:00-15:30 Coffee break 

15:30-17:15 Panel Session: Challenges and approaches of Cyber Risk Assessments 

Speaker 1: Panagiotis TRIMINTZIOS, ENISA - ENISA’s Guide on National Risk 
Assessment for ICT 

Speaker 2: Amit KHOSLA, DHS, USA– Approaches in National Cyber Risk Assessments 

Speaker 3: Costas EFTHYMIOU, OCECPR, Cyprus – The Cyprus efforts in NRA and 
National Contingency Plans  

Chair: Neil ROBINSON, RAND Europe  

17:15-17:30 Closing remarks 

 
 


