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Evidence stocktaking

(a) Scanning and review of key academic literature

(b) Identification and mapping Foresight Projects

(c) Review of ENISA projects 

(d) Data analytics and extrapolation

Expertise

(a) Review of interviews with key AI stakeholders and experts to detect key/critical 

technologies and to validate identified trends

(b) Focus groups with foresight international experts 

(c) Government, Business, Research and Civil Society panels  

Interaction

(a) Participation in relevant AI events and conferences, e.g., European Robotics 

Forum 2022 in Rotterdam

(b) Focus Groups and Roundtables with AI and foresight researchers, e.g., 2022 

Foresight Executive Course in Manchester

(c) Sequential sessions of experts’ roundtables

Creativity

(a) Review of scenario-based analysis of strengths, weaknesses, opportunities, and 

threats in relevant AI for cybersecurity future contexts 

(b) Identification of wild cards in the scanned literature

METHODOLOGY
C o m b i n i n g  M e t h o d s  F r o m  D i f f e r e n t  K n o w l e d g e  S o u r c e s
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CONCEPTS, MODELS & APPROACHES
T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h
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SEMI-AUTOMATED DATA MINING 
P u b l i c a t i o n  a n d  C o n f e r e n c e s  D a t a s e t  A n a l y s i s

CLOUD SECURITY

MALWARE

IOT

NETWORK SECURITY

AUTHENTICATION

274,108 publications on 

cybersecurity in the last 10y

44,236 publications on 

cybersecurity + AI in the last 10y
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SEMI-AUTOMATED PATENT ANALYSIS
3 1 , 9 9 1  m e n t i o n  c y b e r s e c u r i t y  &  5 5 3  m e n t i o n  A I  

0.2 %

0.2 %

0.2 %

0.4 %

0.4 %

2.4 %

2.7 %

3.8 %

7.5 %

12.9 %

69.3 %

CyberRisk

Mobile Security

Automation

Internet of Things

Distributed Denial-of-Service (DDoS)

Application Development

Cloud Security

Network security

Malware

Cryptography

Authentication
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TREND CARDS 
T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

A Trend Card has 
been designed to 
provide:

• A description
• Manifestation profile
• Analysis of:

• Opportunities 
• Risks
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TOP 12 POSITIVE TRENDS 

Cybersecurity 
convergence 

simplifies, 
creates single 

points of failure.

Cyberinsurers
monitor 

networks, 
adjust coverage 

based on risk 
exposure.

Infrastructure 
gap widens, 
empowering 

companies in AI 
development.

Paradigm shift 
reshapes 

government 
and firm roles in 

digital 
geopolitics.

Compute supply 
chain gains 
regulatory 

importance in 
AI development.

AI's significance 
alters 

semiconductor 
dynamics, 

future efficiency 
improvements 

expected.

AI cybersecurity 
use increasing 
(macrotrend).

Edge computing 
enhances 

privacy, speed, 
reduces data 
transmission.

Data privacy 
prioritised, 
compliance 
pressures 

increase talent 
demand.

Multi-factor 
authentication 

ubiquitous, 
specialised apps 
improve access 

security.

Trusted 
networks shift 

to identity-
based 

authentication, 
zero trust 

model.

Companies 
invest in 

security culture, 
combat social 
engineering 

risks.

T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h
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TOP 10 NEGATIVE TRENDS 

Transition to 
AGI poses 
significant 
dangers.

Ransomware 
attacks increase, 

targeting 
vulnerable 

victims.

Hacktivism 
rises, driven by 

geopolitical 
events, 

collective 
targeting.

Business leaders 
acknowledge 
cybersecurity 

but lack 
prioritisation.

AI exploits 
socio-technical 

systems, 
unprepared for 

scale and speed.

Expanded attack 
surface enables 
non-PC-based 

hacking.

AI exploits 
vulnerabilities, 

improving 
performance.

Smarter supply 
chains 

vulnerable to 
cyberattacks.

Sophisticated 
social 

engineering 
bypasses 

cybersecurity 
advancements.

Demand for 
cybersecurity 

experts exceeds 
talent supply.

T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h
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ENABLING & HINDERING DEVELOPMENTS

1. Quantum Computing
2. Edge Computing
3. Neuromorphic Computing
4. Federated Learning
5. Generative Adversarial Networks (GANs)
6. Explainable AI (XAI)
7. Transfer Learning
8. Natural Language Processing (NLP)
9. Reinforcement Learning
10.Data Privacy and Security Tools

1. Adversarial Attacks
2. Data Bias and Discrimination
3. Lack of Interoperability
4. Ethical Considerations
5. Limited Explainability
6. Regulatory and Legal Frameworks
7. Scalability and Efficiency
8. Data Accessibility and Quality
9. Computational Power & Resource Needs
10.Algorithmic Transparency and Interpretability

T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

+ ChatGPT
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SMART Foresight is a systematic, 
participatory, prospective and 
policy-oriented process aimed to 
actively engage key stakeholders 
into a wide range of activities 
anticipating, recommending and 
transforming (ART) technological, 
economic, environmental, political, 
social and ethical (TEEPSE) futures.SCOPING

Defining the 
rationales, 
objectives, 

budget, duration, 
time horizon, 

coverage and the 
methodology. 

MOBILISING
Defining the 

sponsors, 
research/support 

teams, target 
groups, 

methodology and 
domain experts,  
champions and 

outreach.

ANTICIPATING
Combining 

outward-looking, 
inward-looking 
and forward-

looking 
approaches to 

anticipate possible 
futures.

RECOMMENDING
Developing sound 
and robust advice 
based on multiple 

stakeholders’ 
insights and 
needs of the 

implementation 
space. 

TRANSFORMING
Assessing and 
managing the 

foresight process 
so as to achieve 

its objectives and 
facilitate the 

implementation of 
relevant actions.

SMART Foresight
F u l l y - F l e d g e d  P r o c e s s
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OPPORTUNITIES VS RISKS

1. Threat detection and prevention
2. Automated incident response
3. Intelligent threat hunting
4. Behaviour-based authentication
5. Intelligent vulnerability management
6. Secure software development
7. Malware detection and analysis
8. Real-time threat intelligence
9. Privacy-preserving analytics
10.Cybersecurity workforce augmentation

1. Adversarial attacks
2. Data privacy and protection
3. Bias and fairness
4. Explainability and interpretability
5. Malicious use of AI
6. Data integrity and authenticity
7. Scalability and efficiency
8. Insider threats and model poisoning
9. Lack of skilled cybersecurity professionals
10.International collaboration and standards

T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

+ ChatGPT
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Scoping

Mobilising

Anticipating

Recommending

Transforming

Evaluating

Sustaining

Training

Engaging key players in the 
systematic mapping of Research 
and innovation needs and 
challenges for AI in 
cybersecurity

S

M R

T

Scoping

Mobilising

Anticipating

Recommending

Transforming

SMARTEST Foresight
F u l l y  F l e d g e d  &  C o n t i n u o u s  P r o c e s s
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POSITIVE & NEGATIVE WILDCARDS
T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

1. Medical breakthroughs
2. Sustainable energy solutions
3. Climate change mitigation
4. Enhanced transportation systems
5. Increased productivity & economic growth
6. Personalised education
7. Cybersecurity advancements
8. Efficient resource management
9. Enhanced creativity and innovation
10.Improved accessibility and inclusion

1. Unintended system behaviour
2. Autonomous weapons and warfare
3. Job displacement & socioeconomic inequality
4. Manipulation and misinformation
5. Privacy breaches and surveillance
6. Bias and discrimination amplification
7. Dependence on AI systems
8. Ethical dilemmas and accountability gaps
9. Socio-cultural disruption
10.AGI runaway scenario

+ ChatGPT
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RESEARCH AGENDA

1. ML for evolving cyber threat detection

2. AI automation for incident response

3. Intelligent threat hunting and proactive identification

4. AI-enhanced user authentication and fraud detection

5. ML and predictive analytics for vulnerability assessment

6. AI-based software vulnerability prevention

7. Improved malware detection with AI algorithms

8. Actionable insights from diverse threat data using AI

9. Privacy-preserving analysis for secure collaboration

10.AI automation for augmented cybersecurity teams
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T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

+ ChatGPT
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INNOVATION AGENDA
T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

1. AI-enabled proactive threat identification and mitigation

2. AI-powered incident response automation

3. Efficient threat hunting and investigation with AI analytics

4. Adaptive authentication with AI-based continuous monitoring

5. AI-driven vulnerability management automation

6. Secure coding enhanced with AI-based tools

7. AI-based detection of known and unknown malware

8. Real-time threat intelligence with AI platforms

9. Privacy-compliant advanced analytics using AI

10.Cybersecurity collaboration fostered by AI-powered platforms
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+ ChatGPT
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AI-informed
yet HI-based

decisions

FUTURE
1

FUTURE
3

FUTURE
2

FUTURE
4

AI-based 
ISSUE

ISSUE

ISSUE

ISSUE AI-based 
ISSUE

AI-based 
ISSUE

ISSUE

ISSUE

AI-based 
ISSUE

“The only real valuable thing is intuition … 
Imagination is more important than knowledge.

Knowledge is limited. Imagination encircles the world.”
- Albert Einstein

Human Intelligence (HI) at the Core
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Key Takeaways
T r e n d s  i n  A r t i f i c i a l  I n t e l l i g e n c e  R e s e a r c h

AI presents 
immense 

opportunities 
for 

cybersecurity

AI-driven risks 
demand 

attention and 
weak signals 

analysis

Collaboration 
and interaction 
are key for R&I 

agenda 
co0creation

Strive for 
explainability, 
transparency 
and evidence-

based 
knowledge

Human 
expertise and 

creativity 
remain vital

Takeaway 1 Takeaway 2 Takeaway 3 Takeaway 4 Takeaway 5

+ ChatGPT
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THANK
YOU
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