
THE CTI CLOUD CONTEXT DILEMMA
Evaluating and building CTI for the Cloud

Neil Thacker, CISO EMEA @ Netskope

nthacker@netskope.com

@nt_hacker

2020 © Netskope Inc. All rights reserved.  



$WHOAMI
• 20 years experience in Information Security, Threat 

protection & Data protection

• Swiss Re, Deutsche Bank, Camelot, Websense, Netskope

• CISSP, CIPP/E, CEH

• Co-founder Security Advisor Alliance (CISO non-profit)

• Advisory Board member to CSA EMEA

• Advisory Board member to NeuroCyber

• ENISA Threat Landscape Stakeholder
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• SLUB COVERT C2 & DATA EXFIL
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• Top 3 threats remain 
unchanged

• Web attacks are also 
Cloud attacks

• Top 3 threats used in 
common kill-chain/attack 
loop

• Cryptojacking entry 
primarily due to IaaS and 
browser plug-in

• New 2019/2020 report will 
be issued in Feb/March 
2020
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ENISA THREAT LANDSCAPE 
2018/2019

• “Researchers suggest that web-application attacks often result in larger data breaches. Not 
surprisingly, cloud infrastructure seems to be the most attractive target for malicious actors”

• “The average cost of a cybersecurity breach increased 6.4% in 2018. Notably, the average size 
of a data breach is typically amplified by 2.2%. Third-party involvement and extensive cloud 
migration at the time of a breach increases the cost.”

• “Cryptojacking hits cloud’s high-powered resources. Cryptojacking is one of the major issues 
found in cloud environments. The recent incident with cryptojacking activity in the cloud 
environments of Tesla, Aviva, Gemalto and LA Times are indicative of the trend. Moreover, cloud 
threats also include cryptomining via Docker and Kubernetes as well as hacked serverless 
functions.”
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MITRE ATT&CK

MITRE ATT&CK™ is a knowledge base of adversary tactics and techniques based 
on real-world observations. It is used as a foundation for the development of 
specific threat models and methodologies in the private sector, in government, 
and in the cybersecurity product and service community.

The MITRE ATT&CK framework is a structured model for understanding and 
analyzing the behavior (the tactics and techniques) of adversaries (i.e. actor groups 
and malware) and their attacks, as well as procedures to detect and mitigate such 
attacks.
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MITRE ATT&CK MATRIX 
(NOTE: NO CLOUD DOMAIN 8TH OCT 2019)

7

Domains
Tactics (Why)

Techniques 
(How)

Source: https://attack.mitre.org/matrices/enterprise/
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Source: https://attack.mitre.org/matrices/enterprise/cloud/
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DATA EXFILTRATION
• >85% of org web traffic 

(by volume) is going to 
Cloud applications (SaaS, 
IaaS etc)

• HTTPS, DNS still 
common egress channels 
for exfil.  FTP, SMTP 
becoming less common

• Increase in use of SaaS 
for C2 & exfil through API
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Deeper analysis and better insights on CTI measures for:

1. Exploiting IAM Permissions in GCP
2. Exploiting Temporary Credentials in AWS
3. SLUB TTP

CASE STUDIES
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• Colin Estep, Netskope Threat Research Labs
• Netskope Field Summary
• Netskope Blog Post
• DEF CON Presentation (Aug 2019)

EXPLOITING IAM PERMISSIONS IN GCP
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My Organization

colin-demo-project

VPC SERVICE CONTROL PROTECTS AGAINST DATA EXFIL

nsk-colin-child-bucket
colin_perimeter

colin-child-project
Service account

instance-1
Compute Engine

nsk-colin-child-bucket
Cloud Storage

Stolen 
credential

Shell Access
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My Organization

COMPROMISED CREDENTIAL -> COMPROMISED INSTANCE -> DEFAULT SERVICE 
ACCOUNT BOUND TO ORGANIZATION -> PRIVILEGE ESCALATION / LATERAL

colin-demo-project

Stolen 
credential

instance-1
Compute Engine

Default SA
Cloud IAM

Org Admin
Cloud IAM

Org Admin
Cloud IAM

Shell Access

SA Impersonation

colin_perimeter

IAM Binding

colin-child-project

nsk-colin-child-bucket
Cloud Storage
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My Organization

DISABLE OF VPC SERVICE CONTROL -> DATA EXFILTRATION FROM INTERNET

colin-child-project

nsk-colin-child-bucket
Cloud Storage

colin-demo-project

instance-1
Compute Engine
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MITRE ATT&CK ANALYSIS

Credential Access (Credentials in Files)
● Exposed SA key (credential) that has not been expired.  Also without any MFA or other context.

Initial Access (Valid Accounts)
● Publicly exposed workload accessed from unknown IP space (successful SSH)

Discovery (Account Discovery)
● Publicly exposed workload has been given a default service account, which is not recommended.
● Publicly exposed workload has been given a service account with too much privilege
● Publicly exposed workload has been given a service account with a primitive role
● Project level bindings for a service account user results in the ability to find any other SA in that project.

Privilege Escalation (Sudo)
● Using a service account for administrative tasks at the Organization level in GCP
● Administrative service account resides in the same project as publicly exposed workloads.
● Project level bindings for a service account user results in the ability to authenticate as any other service account in 

that project.
Execution (User Execution)

● Tearing down of an organization-level security control without any MFA or other context.
Exfiltration (Automated Exfiltration)

● Security control changes have opened exposure of sensitive data in a bucket.
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MITRE ATT&CK ANALYSIS

Checks
● SSH is allowed from 0.0.0.0/0 using a service account (OS Login)

[SSH authentication was allowed from any IP address, based on cloud identity credentials (not SSH keys).]
● Default Compute Engine service account used on publicly exposed workload with full scopes

[A cloud identity credential was assigned to a publicly exposed workload had no scope limitations, so its full 
capabilities would be allowed.]

● A service account with a primitive role is associated to a publicly exposed workload. [An over privileged cloud 
identity credential associated with a workload exposed to the Internet.]

● A service account with a primitive role is associated to a publicly exposed workload AND that service account has 
project level binding with “service account user” permissions
[An over privileged cloud identity credential associated with a workload exposed to the Internet, which was given 
the ability to assume other cloud identities.]

● An organization-level administrative service account has been authenticated from a publicly exposed workload
[An administrator-level cloud identity authenticated from a workload exposed to the Internet.]

● A VPC Service Perimeter was removed, which protected a bucket.  Now, data from that bucket is downloaded to an 
IP address outside of the organization
[A cloud perimeter control was removed, followed by data access from an unknown IP address.]

* additional checks from ATT&CK-based analysis
* generalized checks 2020 © Netskope Inc. All rights reserved.  



• Jenko Hwong, Netskope Threat Research Labs
• Netskope Field Summary
• Netskope Blog Post
• DEF CON Presentation (Aug 2019)

EXPLOITING AWS TEMPORARY CREDENTIALS
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https://docs.google.com/presentation/d/1Ooqxf5fBlOtPjxAMgn6dWc-WFD8ZOWXfV1gKfh0drb8/edit
https://docs.google.com/document/d/1oZDt7EBp-0oZ2svyvaA4zdf8wRqCkRSiUiEa2FtLQQI/edit
https://drive.google.com/drive/folders/18zkJAhariNvnS8gqbaEK0flo5yAkyU6Z


TEMPORARY CREDENTIALS -> PERSISTENCE/DEFENSE EVASION -> PRIVILEGE 
ESCALATION -> DATA EXFIL
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Prevention
Ø Lockdown access keys(aws:sourceIp or 

aws:sourceVpc[1]/MFA)
Ø isolate temp token usage in separate accounts
Ø service-only IAMUsers in separate accounts
Ø minimal privileges for AssumeRole and PassRole

Detection
Ø alert on GetSessionToken
Ø alert on temp tokens (ASIA*)
Ø harden CloudTrail/CloudWatch/SIEM
Ø AWS Config (IAM,Lambda)

ORIGINAL TAKEAWAYS

Mitigation/Remediation
Ø review/revise remediation playbook
Ø do not use GetSessionToken, use AssumeRole
Ø maybe don’t use temp tokens at all…permanent 

access keys
Ø use revoke active sessions for 

role(aws:TokenIssueTime[1])
Ø create/test a recovery plan from compromised temp 

tokens
Ø AWS Config (IAM,Lambda)

Provisioning/Inventory
Ø track temp tokens that are created in a datastore
Ø use wrapper code for custom apps that need temp 

tokens
Ø for AWS-generated tokens (IoT, AssumeRole) have to 

parse logs
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MITRE ATT&CK ANALYSIS OF TEMPORARY CREDENTIAL TECHNIQUES
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STRUCTURED ANALYSIS OF PREVENTION, DETECTION, MITIGATION PROCEDURES
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• Erick Galinkin, Netskope Threat Research Labs
• Netskope Field Summary
• Netskope Blog Post
• DEF CON Presentation (Aug 2019)

SLUB: COVERT CLOUD C2 & DATA EXFIL
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https://docs.google.com/presentation/d/1jaNVkfCWuTbb4xnDMV56kekrSrnDPheNIKPhmNE0mes/edit
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SOPHISTICATED MALWARE UTILIZING MULTIPLE SAAS APPLICATIONS FOR CNC AND 
DATA EXFIL

Challenges
• Focusing on single SaaS technique leads 

to high false positive rate

• Multi-channel behavioral approach 
required

• Correlation of events from trusted Cloud 
apps
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MITRE ATT&CK ANALYSIS
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TAXONOMY: START WITH EXISTING ATT&CK TECHNIQUES AND ID CLOUD-APPLICABLE 
TECHNIQUES
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TAXONOMY: IDENTIFY/ADD NEW CLOUD TECHNIQUES
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Netskope is working with MITRE to contribute content to MITRE ATT&CK, helping to 
describe cloud-specific threats and the techniques used within the cloud by today’s 
adversaries.

Content focuses not only on unique cloud threat vectors but also on prescriptive 
guidance for prevention, detection, and mitigation.  Specifically, Netskope contributes 
content in 3 areas:

o submissions on cloud threat techniques
o prescriptive guidance on prevention, detection, mitigation
o cloud classification / taxonomy

HOW DOES NETSKOPE SUPPORT MITRE ATT&CK?

2020 © Netskope Inc. All rights reserved.  



• Consider updating your CTI data sources for Cloud including updating 
credential access TTP 

• Consider API as a primary attack vector and SaaS as a C2 and data 
exfiltration method

• Review/Revisit MITRE ATT&CK CLOUD MATRIX.  Support building new models 
based on new TTP

• RSS feed - https://www.netskope.com/resources/netskope-threat-research-
labs

• Consider educating the next generation on Cybersecurity, CTI…and Cloud

CONCLUSION
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