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$whoami

• Incident Response and Threat Intelligence Professional

• Member of the ENISA Threat Landscape Stakeholders Group

• Co-Author of ENISA Threat Landscape Report (2018)

• Experience in financial services & Tech industries

• Contributor to Cybersecurity Intelligence research at Kingston University

•@raghimi
•linkedin.com/in/raghimi

KEEP IN TOUCH …



AGENDA

• What we know about STIX & ATT&CK
• Going back & looking forward

• ATT&CK

• STIX in practice
• Customization (examples)

• Refreshing (my thoughts on) the concept ☺

• Takeaways
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STRUCTURED THREAT 
INFORMATION EXPRESSION

…IDXWG 2010
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+ REPORT Object

<.json>
+ IDENTITY
+ INTRUSION SET
+ MALWARE
+ OBSERVED DATA
+ TOOL
+ VULNERABILITY
- Incident

…

+ Location
+ Infrastructure
+ Note
+ Opinion
+ Grouping
+ VULNERABILITY
+ Malware Analysis
- malware

…

Cybox cyber Observables

Relationships

STIX
STRUCTURED THREAT 
INFORMATION EXPRESSION

Confidence, Language,… 

<.xml>
+ CAMPAIGN
+ TTP  
+ COURSE OF ACTION
+ EXPLOIT TARGET
+ INCIDENT
+ INDICATOR
+ THREAT ACTOR
…

Cybox integration



https://github.com/freetaxii/stix2-graphics/blob/master/diagrams/stix2-architecture-72dpi-v1.png

https://github.com/freetaxii/stix2-graphics/blob/master/diagrams/stix2-architecture-72dpi-v1.png
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ATT&CK 

ATT&CK

ADVERSARIAL TACTICS, TECHNIQUES, 
& COMMON KNOWLEDGE



REFRESHING MY THOUGHTS ON 
THE CONCEPT

What have I missed?



https://docs.oasis-open.org/cti/stix/v2.0/stix-v2.0-part1-stix-core.html

Customizing STIX

https://docs.oasis-open.org/cti/stix/v2.0/stix-v2.0-part1-stix-core.html


Properties

• Example: T1047
• x_mitre_data_sources

T1047

https://github.com/mitre/cti/blob/master/enterprise-attack/attack-pattern/attack-pattern--01a5a209-b94c-450b-b7f9-946497d91055.json


“x_foo_data_sources”: [ 

“process monitoring”: “sysmon”, 

“Authentication logs”:”AD_security, azure_auth_logs”, 

“process command-line parameters”:”sysmon”, 

“netflow”:”bro_logs”

]

• Need more context …

Properties T1047

https://github.com/mitre/cti/blob/master/enterprise-attack/attack-pattern/


• Example: MITRE Tactics
• Kept the baseline

• Created extra needed properties

Objects



What have I missed again?





A way of thinking...
Structuring my knowledge and data in CTI



Let's look Back…
ATT&CK example:

• Model it?

• Enrich it?

• Standardise it?

APT-Groups & Operation : https://apt.threattracking.com

https://apt.threattracking.com/


Can I go beyond?
Intelligence Cycle!



…requirements
example: spoon feeding requirements!

• Keep the core

• Modify based on requirements 



Takeaways

• STIX
• … has been through  major changes

• … customizable & extendable – you can tailor it to your needs

• … more than just a sharing standard

• … File format (json) is just one small part of it

• Points to talk/debate about:
• Shall I use this approach internally or via TIPs or both?

• How much resources it requires to follow/build this?



STIX reads & Docs:
STIX Documentation 
STIX 2.1 – Draft
STIX Previous versions – intro (< 2.0)
It's All in the Name: A Guide to STIX Naming Conventions - EclecticIQ
CTI Automation is harder than it needs to be… (FIRST 2018)

CTI Sources:
APT-Groups & Operation
MITRE ATT&CK Framework - Philosophy
Your Requirements are not my Requirements (Pasquale Stirparo)
Exploring the opportunities and limitations of current Threat Intelligence Platforms (ENISA)

Data Models & Ontologies:
An Ontology for Cyber Threat Intelligence
What are Ontologies?
Ontologies and Data Models – are they the same? (2011 – a good overview)
Ontologies for Security Requirements: A Literature Survey and Classification (long version) (2014 – full review)

References & Related Readings

https://oasis-open.github.io/cti-documentation/
https://docs.oasis-open.org/cti/stix/v2.1/csprd01/stix-v2.1-csprd01.html
https://stixproject.github.io/getting-started/whitepaper/
https://blog.eclecticiq.com/its-all-in-the-name-a-guide-to-stix-naming-conventions
https://www.first.org/resources/papers/conf2018/Thomson-Allan_FIRST_20180602.pdf
https://www.mitre.org/capabilities/cybersecurity/overview/cybersecurity-blog/the-philosophy-of-attck
https://www.first.org/resources/papers/london2019/1430-1500-Your-Requirements-are-Not-My-Requirements-Speaker-Pasquale-Stirparo.pdf
https://www.enisa.europa.eu/publications/exploring-the-opportunities-and-limitations-of-current-threat-intelligence-platforms
https://www.duo.uio.no/bitstream/handle/10852/69063/groenberg_mari_thesis.pdf?sequence=1&isAllowed=y
https://www.ontotext.com/knowledgehub/fundamentals/what-are-ontologies/
https://www.topquadrant.com/ontologies-and-data-models-are-they-the-same/
https://hal-paris1.archives-ouvertes.fr/hal-00709970/document


Thank You!
Looking forward to your feedback and comments on this!

•@raghimi
•linkedin.com/in/raghimi

& I hope…


