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* What we know about STIX & ATT&CK
* Going back & looking forward
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STIX 2.0 Architecture
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https://github.com/freetaxii/stix2-graphics/blob/master/diagrams/stix2-architecture-72dpi-v1l.png
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ATT&CK

ADVERSARIAL TACTICS, TECHNIQUES,
& COMMON KNOWLEDGE

lllllllllllllllllllllllllllllllllll’

03-2013
oreeirerisirersssneeneneeees ATT&CK

Crodential Acces: Discavery Collection
Drve-ty Comgromse
[ET—— Cauncher Accesa Tokr Maniputation, nccourt Maripuaton Accourt Discovery Duta Enerypied for Impact
Hopieaan ol i Sctwaiing B ypaas e Aottt Contet Bt iy [ — sacamant
Exteenal Remots Senices L5ASS Drvar Exira Window Memory Inpecton Bre Force - Connaction Proxy Data Transter Size Limts Otsx Conteen Wigs
Hardware Addiions Trap Process yecton Reposianes P——— E——— Dok Sractre Wipe
[E—— AoploScrnt DL Search Order Hiacking Credontals i il Discavery Dt o Local System ‘Convol Protocol Network Medhm Ervipint Danial o Sorvice
Remavatis Mecia cusTR Image Fis Execulion Cpions inection Credentals 1 Regaty Dcman Trust Discovery
Plist Modifcatcn. Esploitation for File 8nd Divectory Discovery Shered e Prefood i Conbol ol Irhiat Syslom Rocovary
Compied HTML Fie e Accounts Gredental Access Metwork Servce Searring ata rom Ramovabie edia Data Encodng Network Derial of Service
‘Speapnaning va Servies Gontro Panal lams. Accossbiny Foanres BITS Jobs Forces Aumentcation Netuork Shars Dscovary Puss tne Tickat Oata Staged Data Ovtuscaton Pretacal Resourcs Higeaing
i AppCer DLLs ‘Giear Goremand History Hooking Passwors Paicy Oiscarery Remate Dessiop Presocol Email Collecion Domain Frertirg taton Cver Funtime Dota Manipulation
Tnusied Remtorsbip AoprbLLs oneTe ot Capars Discoveey Romota Fia Gopy Topes Caphure Frysical Medum Sarvics Siop
ik Aot [E— Apsication Shimaieg Code Sgring rged Prompt Dhacowry Agorters Schced Transter Siered Dnta Manipulaion
Models Lowd Gl Hiaching i Kertroastng Frocoss Discareey Eo——
Esploiation for Pemsticns Weskness Component Fimware Keychain Qusry Regisiry ke Media Wibea Capture Manipulstion
Hoskrg o e Paisoring | __ReMeR System Discovery ‘Sharea Webroot
“Craphical User Iierisce Lmunch Desmon Hiackig ‘and Relay “Socurty Sofvwers Discovery "S5H Hijacking Vhitheyer Encryption
nstain Hew Servics Goniral Panei s Passward Fiher DLL Taint Sharea Garsent Wl Stage Crannals
Mshta Pam ntsrception DGShadow Privete Keys Dacovery Third party Sotware Port Knodking
Powarshel Fort Monkars p— Secusityd Mermony Remole Access Tools
Servics Registy Permissions Weskness. o nkormaton Windows Remote. Remale Fie Copy
Reguraz Se050 wnd Setya Oisaning Securty Toors Interoeption Managemert Standand Appiication Layer
Runaisz S s DL 5Ke-Loading Gonnections Biscavery Protacal
Sarping Webs Shal Excution Gusrdaits [— Standard Cryplograghic
Servcs Exacution bash_gofie o bashr [—— [—— Dacovery Protocal
Soved Cirary “hcszun Manuiabon Priiege Escaalin Detense Evasion Syatem Servcs Dacovery [
Prowy Exncution itertication Packes SI0-Fastory cion Fie Defeton ‘Systar Ture Discavery Layer Protocel
Signed Script BITS dobs Sl File Pormissions Vitustzation Saevles Uncammardy Used Parl
Praxy Execulion Do “Swdo Caching Maditcaton Evasion proe—
Sourca Browsor Exsonsons Fis Systom Logical Offsts
Space afer Fieromme Gotmimeper Byposs
T garty Saftwarn File Asscxiation Gruup Palcy Modhcation
Trusted Davelopar Uiities Comporsnt Famare Hisden Fios and Directoron
User Execusion ‘Comporen Obiect Hidden Users.
I — Model Hijackig Headen Window




REFRESHING MY THOUGHTS ON
THE CONCEPT

What have | missed?




7 Customizing STIX™

There are two primary means to customize STIX: Customn Properties, and Custom Objects. Custom Properties provides a mechanism and requirements for adding properties not defined by this specification to existing STIX Objects. Custom Objects, on the other hand,
provides a mechanism and requirements to create custom STIX Objects (objects not defined by this specification).

A consumer that receives a STIX document containing Custom Properties or Objects it does not understand MAY refuse to process the document or MAY ignore those properties or objects and continue processing the document.

Producers of STIX documents that contain Custom Froperties or Objects should recognize that consumers may not understand them and may ignore them. Producers should define any Custom Froperties and Objects they use, along with any rules for processing
them, and make these definitions and rules accessible to any potential consumers. This specification does not specify a process for doing this.

7.1 Custom Properties

There will be cases where certain information exchanges can be improved by adding properties that are neither specified nor reserved in this document; these properties are called Custom Properties. This section provides guidance and requirements for how

producers can use Custorn Properties and how consumers should interpret them in order to extend STIX in an interoperable manner.

7.1.1 Requirements

® A STIX Object MAY have any number of Custom Properties.
* Custom Properly names MUST be in ASCI and MUST only contain the characters a-z (lowercase ASCII), 0-9, and underscore {_).
* Custom Properly names SHOULD start with “x_" followed by a source unigue identifier (such as a domain name with dots replaced by underscores), an underscore and then the name. For example, x_example_com_customfield.
*  Custom Property names MUST have a minimum length of 3 ASCII characters.
*  Custom Property names MUST be no longer than 250 ASCII characters in length.
* Custom Properly names that do not start with “x_" may be used in a future version of the specification for a different meaning. If compatibility with future versions of this specification is required, the “x_" prefix MUST be used.
*  Custom Properties SHOULD only be used when there is no existing properties defined by the STIX specification that fulfils that need.
Examples
{ = =
'x_acme_org_confidence”: 10, u S l O I I I l Z l n
'x_acme_org_scormg”: {
"impact”: "high",

ability*: *low"

7.2 Custom Objects

There will be cases where certain information exchanges can be improved by adding objects that are not specified nor reserved in this document; these objects are called Custom Objects. This section provides guidance and requirements for how producers can use
Custom Objects and how consumers should interpret them in order to extend STIX in an interoperable manner.

7.2.1 Requirements

*  Producers MAY include any number of Custom Objects in STIX documents.

* Custom Objects MUST support the Common Froperties as defined in section 3.1.
The definitions of these properties are the same as those defined in Common Properties and therefore those properties MUST NOT be used to represent the custom properties in the object.
*  The type property in a Custom Object MUST be in ASCIl and MUST only contain the characters a-z (lowercase ASCII), 0-9, and hyphen (-).
*  The type property MUST NOT contain a hyphen (-) character immediately following another hyphen (<) character.
*  Custom Object names MUST have a minimum length of 3 ASCII characters.
*  Custom Object names MUST be no longer than 250 ASCII characters in length.
*  The value of the type property in a Custom Object SHOULD start with “x-" followed by a source unique identifier (like a domain name with dots replaced by hyphens), a hyphen and then the name. For example, x-example-com-customobject.
*» A Custom Object whose name is not prefixed with “x-" may be used in a future version of the specification with a different meaning. Therefore, if compatibility with future versions of this specification is required, the “x-" prefix MUST be used.
* The value of the id property in & Custom Object MUST use the same format as the identifier type, namely, [object-type]--[UUIDv4].
*  Custom Objects SHOULD only be used when there is no existing STIX Object defined by the STIX specification that fulfils that need. brushing i on.-

https://docs.oasis-open.org/cti/stix/v2.0/stix-v2.0-partl-stix-core.html ATTECK



https://docs.oasis-open.org/cti/stix/v2.0/stix-v2.0-part1-stix-core.html

Properties

1,
"x_mitre_data_sources": [

4 Exa m ple: T1047 "Authentication logs",

"Netflow/Enclave netflow",
"Process monitoring",
"Process command-line parameters"

* X_mitre_data_sources

"x_mitre_data_sources": [
"Authentication logs",
"Netflow/Enclave netflow",
"Process monitoring",

"Process command-1line parameters"

1,

Https://github.com/mitre/cti/blob/master/enterprise-attack/attack-pattern/



https://github.com/mitre/cti/blob/master/enterprise-attack/attack-pattern/attack-pattern--01a5a209-b94c-450b-b7f9-946497d91055.json

Properties

1,
"x_mitre_data_sources": [

d Need more Context ven “Authentication logs",

"Netflow/Enclave netflow",
"Process monitoring",
“x foo data sources”: | " ; "
_ _ _ . Process command-line parameters

“process monitoring”: “sysmon”,
“Authentication logs”:”AD security, azure auth logs”,
“process command-line parameters”:”sysmon’”,

“netflow”:”bro logs”

Https://github.com/mitre/cti/blob/master/enterprise-attack/attack-pattern/



https://github.com/mitre/cti/blob/master/enterprise-attack/attack-pattern/

Objects

"type": "x-mitre-tactic",
"name": "Credential Access", ® Examp|e. MITRE Tactics
"description": "The adversary 1

* Kept the baseline

“"created_by_ref": "identity--c7

“created": "2018-10-17T00:14:20 * Created extra needed properties
"id": "x-mitre-tactic——2558fd61l
"X mitre _shortname": '"credentia
TACTIC

“"modified": "2019-07-19T17:43:4

type = x-mitre-tactic
"object_marking_refs": [ id = x-mitre-tactic--<hash>

name =

description =

X-mitre-shortname =
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this is relevant to my interests

What have | missed again?
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STIX

STANDARD

(model to follow)

BASELINE

(foundation)
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A way of thinking...

Structuring my Knowledge and data in CTI

Model it Enrich it

does it map to the model? : do | have any data?

can | modify the model? ) do | need to collect?
can | scale it?

brushing up on,
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Let's look Back...

ATT&CK example:

PN

APT Groups &

Operations
google docs.

MITRE ATT&CK _raw

N

INTRUSION SET

type = intrusion-set
id = intrusion-set---<hash>

TACTIC

{.json {STIX)

e Model it?
e Enrich it?
e Standardise it?

type = x-mitre-tactic

id = x-mitre-tactic--<hash>
name =

description =

X-mitre-shortname =

APT-Groups & Operation : https.//apt.threattracking.com

S5 Em oam o oem owm oam

b - - - - -

COURSE OF ACTION

type = course-of-action
id = course-of-action--<hash

RELATIONSHIP

type = relationship
id = relationship--<hash>

1
I
I
i
]
]

MALWARE

type = malware
id = malware--<hash>

o o e e W e

TOOL

type = tool
id = tool--<hash>

ATTACK PATTERN

type = attack-pattern
id = attack-pattern--<hash>

brushing up on...

ATT&CK
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https://apt.threattracking.com/

Can | go beyond?

Intelligence Cycle!

Workflows

(Requirements checked?)

Model it Enrich it

does it map to the model? - do | have any data? &

can | modify the model? ) do | need to collect?
can | scale it?

Continue the Cycle

brushing up on...

ATT&CK

expioiting the CTl models




...requirements

example: spoon feeding requirements!

COURSE OF ACTION

type = course-of-action

INTRUSION SET id = course-of-action--<hasti

TOOL

type = intrusion-set

¢ Keep the core id = intrusion-set---<hash> [* =
. . x_foo_modified_by=
* Modify based on requirements

- - Type = tool
id = tool--<hash>

- eem Em o omm owm

I
I
: REPORT
|
RELATIONSHIP : pmmmm - type = report
TACTIC - S 1 I id = report--<hash>
. s ; 1
type = x-mitre-tactic _ | id =relationship--<hash> |= = = = = = = =
e '
id = x-mitre-tactic--<hash> 1 . : ATTACK PATTERN
name = 1
e 1 I 1
description = ! ’ i » type = attack-pattern
r I v _ _ _ _ _ | id = attack-pattern--<hash>
X_mitre_shortname = 1 1
1
1
! [
| |
1
Threat Score 1 R
I
type = x-foo-threat-score 1 gp—er;arlnv?;v:;[eha h
id = x-foo-threat-score--<hash= 1 T ped il
name = I
description = L=
x_foo_attempted_intrusion=
x_foo_breached =
x_foo_3rd_party = brushing us on-

ATT&CK

expioiting the CTl models




Takeaways

* STIX

* ... has been through major changes

... customizable & extendable — you can tailor it to your needs
e ... more than just a sharing standard

e ... File format (json) is just one small part of it

* Points to talk/debate about:

» Shall | use this approach internally or via TIPs or both?
 How much resources it requires to follow/build this?

ALTEEK
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STIX Documentation
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Data Models & Ontologies:
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Ontologies and Data Models — are they the same? (2011 — a good overview)
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Thank You!

Looking forward to your feedback and comments on this!

& | hope...

your
love for
STIX before

your
love for
STIX now!?
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