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time

capacities

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Collect IOCs

Share IOCs

Knowledge bases
TA – TTP – Camp.

MISP

CTI Platform
Threat alerts

Threat landscape reports
Collect reports
1 million IOCs

Threat memos

CTI-MISP integration

Threat hunting
Industrial collection

10 million IOCs
12 K reports collected

112 threat memos
46 threat alerts

Auto-context
Detection feedback

Situation awareness
Threat memos go public

+ TI platform (OpenCTI)
+ Automation

+ Threat hunting
+ CERT-EU Portal integration

Stone Age

IOCs era

Bronze Age

Knowledge basis era

Iron Age

Structured products and services era

Machine Age

Industrial collection

Atomic Age

Threat hunting

1000 Threat actors
4000 TTPs

Detect advance 
adversaries

Monitor threat 
landscape on an 

ongoing basis

Communicate 
timely 

actionable 
threat data

Know  your 
adversaries and 

techniques

IOC based 
threat detection
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Thank you
for 

your attention

Contact
frederic.garnier@cert.europa.eu
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