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THE GOAL




THE TRIGGER

Note: Given the nature of hybrid threats in the cyber domain that are designed to stay below
the threshold of a recognisable crisis, the EU needs to undertake preventive and preparedness
measures. The EU Hybrid Fusion Cell is tasked to rapidly analyse relevant incidents and
inform the appropriate coordination structures. The regular reporting from the Fusion Cell can
contribute to inform sectoral policy-making to enhance preparedness.

e Step 1 - Regular sectoral monitoring and alerting: the existing, regular sectoral
situation reports and alerts provide indications to the Council Presidency on a developing
crisis and its possible evolution;

o Identified Gap: There are currently no regular and coordinated cybersecurity
situation reports and alerts as regards cybersecurity incidents (and threats) at EU
level

o Blueprint: EU Cybersecurity Situation Monitoring/Reporting

* A regular EU Cybersecurity Technical Situation Report on
cybersecurity incidents and threats will be prepared by ENISA on incidents
and threats, based on publicly available information, its own analysis and
reports shared with it by Member States' CSIRTs (on a voluntary basis) or
NIS Directive Single Points of Contact, European Cybercrime Centre
(EC3) at Europol. CERT-EU and Europ Union Intelli e Centre
(INTCEN) at the European External Action Service (EEAS). The report
should be made available to the relevant instances of the Council, the
Commission and the CSIRTs Network.

=  On behalf of SIAC, the EU Hybrid Fusion Cell should compile an EU
Cybersecurity Operational Situation Report. The report also supports
the Framework for a Joint EU Diplomatic Response to Malicious Cyber
Activities.
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= Both reports are disseminated to EU and national stakeholders to contribute
to their own situational awareness and inform decision making and
facilitate cross-border regional cooperation.
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After an incident has been detected
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Step 2 - Analysis and Advice: based on available monitoring and alerting, the
Commission services, the EEAS, and the GSC keep each other informed on possible
developments. in order to be ready to advise the Presidency for a possible activation (in
full or in information-sharing mode) of the IPCR;
o Blueprint:
= For the Commission, DG CNECT, DG HOME, DG HRDS and DG
DIGIT, supported by ENISA, EC3 and CERT-EU
= EEAS. Drawing on the work of the SITROOM, and intelligence sources,
the EU Hybrid Fusion Cell provides situational awareness on actual and
potential hybrid threats affecting the EU and its partners including cyber
threats. Therefore, when the analysis and assessment of the EU Hybrid
Fusion Cell indicates the existence of possible threats directed against a
Member State, partner countries or organisation, INTCEN will inform (in
the first instance) on the operational level, according to established
procedures. The operational level will then prepare recommendations for
the political strategic level, including the possible activation of crisis
g arrang in ing mode (e.g. EEAS Crisis
Response Mechanism or the IPCR monitoring page).
* The CSIRTs Network Chair assisted by ENISA prepares an EU
Cybersecurity Incident Situation chon:" which is presented to the
Presidency, the Cc and the HRVP via the CSIRT of the rotating

Operational Presidency.
Technical
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The process

Monitor (machine) Search (analyst) Report

(machine+analyst)
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NLP

What is Natural Language Processing?
Field of study focused on making sense of language

Using statistics and computers

Basics tasks of NLP:
Topic identification

Text classification
NLP applications include:

Chatbots

Translation, Fake News detection, text summarization
Sentiment analysis -> Social Media, Customer reviews etc.
SPAM
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Information aggregation

VIORIORIMAEHINEN |  Search (analyst) Report
(machine+analyst)

Open CSAM

situation awareness

I

for cybersecurity
executives

* News aggregator, monitors 24/7 a set of news sources and tweets
« Uses NLP to isolate trending terms

» Creates clusters of relevant terms using Al

« Searches ENISA's own publications

« Searches ENISA's own recommendations
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Report
(machine+analyst)
NLP
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business

Trending terms in Tweets

Continuous monitoring
Daily/Weekly/Monthly/Yearly Stats

CSIRTs and communities

Critical Information Infrastructures  Threat Landscape
Security measures

CSIRT Capabilities
Ics SCADA  CSIRT Cooperation  nternet Infrastructure

Critical Infrastructures and Services
Threat and Risk Management

cloudandBigbata CSIRTs in Europe

Online and mobile data protection  Data Protection
Trust Services

Law Enforcement | idant Reportine

Cyber Security Education  For Telcos

CSIRT Services
Risk Management

Standards and certification

ENISA's topics
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NLP
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Trending terms in News

Public Private Partnership
Cloud Computing Security
Threat Intelligence  crisis Management
dent Reporting
Threatlandscape  spEs Resilience Trust Services
Online Safety  cyher Security Dpata prote
Internet of things CS|RTS Good Pract
Risk Management Pr ivacy elD Trainings
Critical lnformatlon Infrastructure Protection (CIIP)
andards  |dentity & Trust
Trust service providers Mobile Security
Network and Information Security Awareness

ENISA’s terms



Report
(machine+analyst)

Topics - Search

Time

»  October 24th 2018, 07:14:40.579

»  October 23rd 2018, 07:14:40.348

»  October 22nd 2018, 07:14:40.037

»  October 21st 2018, 07:14:40.307

»  October 20th 2018, 07:14:40.345

»  October 19th 2018, 07:14:40.808

»  October 18th 2018, 07:14:41.941

»  October 17th 2018, 07:14:42.281
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NLP

cluster0

vulnerabilities, viruses, trojans, spam, release
s

vulnerabilities, viruses, trojans, spam, feature
s

vulnerabilities, viruses, trojans, spam, feature
s

inersiie, viruses, rojan, o relese ﬁy/Week.[y/M Orn}ghcly,(é(e&relyesStats

vulnerabilities, viruses, features, exploits, troj
ans

vulnerabilities, features, viruses, exploits, arti
cles

viruses, features, exploits, trojans, spam

cluster1

technology, company, according, report, to
day

technology, report, according, today, attack
s

technology, today, according, report, world

today, company, technology, world, time

october, year, report, week, according

october, year, world, today, week

cluster2

vulnerability, server, affected, used, remote

vulnerability, server, used, remote, code

vulnerability, server, used, code, remote

facebook, million, breach, users, accounts

facebook, million, breach, users, accounts

facebook, million, breach, users, hackers

cluster3

october, european, national, government, eu

october, national, european, states, eu

october, national, european, eu, states

users, million, breach, facebook, hackers

million, users, facebook, breach, hackers

vulnerability, server, code, update, used

vulnerability, server, update, code, remote

vulnerability, users, microsoft, server, code

Al

1-500f107 <

clusterd

attacks, group, threat, systems, researchers
users, people, facebook, breach, million
users, million, facebook, hackers, breach
october, european, states, eu, state

october, national, european, states, eu
october, national, states, year, european
company, internet, technology, today, google

report, systems, according, attacks, attack
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Knowledge Graph -
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disinformation
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Exploitation \ Cyber war
Hscking
—
Security Cyber conflict
vulnerabilities Data breaches Thresats /)
Government
Security incident interference
Credantis| theft
Propaganda
Dsts dump

Hardcoded
Used to drive Al
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Public Private
Partnerships (PPP)

Cybersecurity
companies

Black market

Report
(machine+analyst)
NLP

Search (analyst)



Web Articles and RSS

https://www.bleepingcomputer.com/
https://arstechnica.c security/

https://threatpost.com/
https://www.darkreading com/attacks-breaches.as;
https://techcrunch com/tag/cybersecurity/
https://www.csoonline.com/category/security/
https://www.csoonline.com/category/hacking/
https://www.csoonline.com/category/malware/

9. https://www.csoonline.com/category/loss-prevention/

10. hitps://www.csoonline.com/cate /social-engineeri

11. https://www.csoonline.com/category/access-control/

12. https://www.securityweek.com/

13. https://securityaffairs.co/wordpress/

14. hitps:/nake: ity.sophos.com/

15. https://securelist.com/

16. https://securityintelligence.com/

17. https://www.bankinfosecurity.com/

18. https://www.symantec.com/blogs/

19. https://www.fireeve com/blog/threat-research html

20. https://blogs.cisco.com/security

21. https://blog. malwarebytes.com/

22. http:/www.itsecurd OF

23. https://www.scmagazine.com/cybercrime/section/6950/

24. http//www.bbc.com/news/topics/cz4pr2gd8Sqt/cyber-security
25. https:/www.i dent.co.uk/topic/cyber-securif
26. https://www.reuters.com/news/archive/cybersecurity

27. https://www.euractiv.com/sections/cybersecurity/

28. https://www.politico.com/cybersecurity

29. https://www.wired.com/category/security/

30. https:/www.secureworks.com/research

31. https://www.tripwire.com/state-of-security/

32. https://blog trendmicro.com/trendlabs-security-intellisence/
33. https://thehackernews.com/

34. https://news.hitb.org/tags/security?q=tags/

35. https://www.infosecurity-magazine.com/news/
36. https://www.ncsc.gov.uk/index/news

37. https:/www.welivesecurity.com/

PN OV, . =

itv&page=1

Twitter Profiles
1. DarkReading
2. kaspersky,
3. pavlsparrows,
4. demonslay335
5. haveibsenpwned
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* * Custom Threats Technology Business Policy Geopolitics

Q  apt2s| %)

@® News Articles (O Twitter Feed (O ENISAReports (O ENISA Recommendations
@ KnowiedgeGraph (P TimeDecay () Popularity of Sources

Advanced Persistent Threats: Using multi-layered detection to defend against APTs

Link Type: web Source: welivesecurity

Wednesday, April 15, Advanced persistent threats (APTs) are a growing concern to the world's companies and networks. This recorded
D 2015 webinar looks at real-world data breaches resulting from APTs and how multi-ayered proactive detection can
combat this threat. Advanced persistent threats (APT) are a growing concem to the world’s companies and
networks. In a 2014 study by ISACA, about 1 in 5 respondents reported that their enterprise had already been
victimized by an APT, but more than three times that number said they “believe that it is only a matter of time before
their enterprise is t

The Naikon APT and the MsnMM Campaigns
Link Type web Source: securelist

a Thursday, May 21,  Regarding interaction with other APTSs, it’s interesting to note that Naikon APT victims overlap with Cycldek APT
2015 victims. Cycldek is another persistent, but weaker APT. In addition, not only does the APT30 target profile match the

Naikon APT, its toolset also features minor but noticeable similarities. And the later Naikon campaigns led to an all
out APT v APT confrontation with the Hellsing APT, when "the empire struck back”

The Naikon APT
Link Type web Source: securelist
[:] Thursday, May 14,  Our recent report, “The Chronicles of the Hellsing APT: the Empire Strikes Back” began with an introduction to the
2015 Naikon APT, describing it as “One of the most active APTs in Asia, especially around the South China Sea". Naikon
was mentioned because of its role in what turned out to be a unique and surprising story about payback. It was a
Naikon attack on a Hellsing-related organization that first introduced us to the Hellsing APT. Considering the volume
of Naikon activity observed and its relentless, repeated attack attempts, such a confrontation was worth lookin

CrowdStrike uncovered a new campaign of GOBLIN PANDA APT aimed at Vietnam

Link Type rss Source: cert

Thursday, September 6, #1228197: CrowdStrike uncovered a new campaign of GOBLIN PANDA APT aimed at Vietnam. Researchers from
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APT28 group return to covert intelligence gathering ops in Europe and South America.

Link
Article Type : web

Published Date : 2018-10-07714:08:04+00:00

Experts from S tec collected evidence that APT28 group returns to covert intelligence gathering operations in Europe and South
America. ﬂ:‘temnsmed group (aka Fancy Bear, Pawn Storm, Sofacy Group, Sednit, and STRONTIUM) seems to have shifted the
focus for its operations away from election interference to cyber espionage activities. The APT28 group has been active since at least
2007 and it has targeted governments, militaries, and security organizations worldwide. The group was involved also in the string of
attacks that 1argeted 2016 Presidential election. According to experts from Symantec, the group is now actively conducting cyber
espionage campaigns against government and military organizations in Europe and South America. Starting in 2017 and continuing into
2018, the APT28 group returned to covert intelligence gathering operations in Europe and South America. “After receiving an
unprecedented amount of attention in 2016, APT28 has continued to mount operations during 2017 and 2018. However, the group’s
activities since the beginning of 2017 have again become more covert and appear to be mainly motivated by intelligence gathering " reads
the analysis published by Symantec. “The organizations targeted by APT28 during 2017 and 2018 include: The cyberespionage group used
several malware and hacking tools from its arsenal, including the Sofacy backdoor, the in composed of two main components; the
Trojan.Sofacy (aka Seduploader) used for basic reconnaissance and the Backdoor.SofacyX (aka X-Agent) which was used as a second
stage info-stealing malware. The APT group is also using the recently discovered Lojax UEF| rootkit that allows the attackers to maintain
persistence on the infected machine even if the operating system is reinstalled and the hard drive is replaced. Symantec researchers also
highlighted possible links to other espionage operations, including the Earworm that has been active since at least May 2016 and is
involved intelligence-gathering operations against military targets in Europe, Central Asia, and Eastern Asia. The Earwerm group carried
out spear-phishing campaigns aimed at delivering the Trojan.Zekapab downloader and the Backdoor. Zekapab. Experts noticed some
overiap with the command and control infrastructures used by Earworm and APT28. “During 2016, Symantec observed some overlap
between the command and control (C&C) infrastructure used by Earworm and the C&C infrastructure used by Grizzly Steppe (the US
government code name for APT28 and related actors), implying a potential connection between Earworm and APT28. However, Earworm

v
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Search (analyst (mm'fni'?:m)
B NLP

1st Prototype (2018)

Search results

Machine Learning
Elastic Search Done 5
Kibana  Done Desp Learning

Jenkins Done Latent Dirichlet Allocation (LDA) Done

Done . . N
Knowledge Graph Non-negative Matrix Factorization (NMF) Done
Sources Done

User inputs
Spiders
Scrappers

* T
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2nd Prototype (2019)

Search results

Update of

Knowledge Graph and sources
]
Deep Learning
Latent Dirichlet Allocation (LDA)

M@@hﬁm@ &@@[ﬂmﬁm@ Non-negative Matrix Factorization (NMF)

Elastic Search
Kibana
Jenkins

Knowledge Graph
Sources s

features

Users features

Spiders

Training Data
[ features

-

Scrappers
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WAY FORWARD
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The Vision

Develop a dynamic knowledge graph fed by threat analysts and Al

New , 5 44 that will keep itself up to date by adding
~Hackwsm new terms and delete obsolete ones
' 9,8 4

]
,' Destabilization

\ Cyber war ? #
Public Private
Partnerships (PPP)
Cyber conflict =’ #

Go it
Sovermert 8,3 4

S. Propaganda 91 1 *
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Cybersecurity
companies 9 1 8 #

soonaret | D1V
o
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The Vision

Twitter - Accounts

Content - Resource Labels & Types
200 3,4 © ®web
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Y
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Develop a dynamic pool of sources fed by threat analysts and Al
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Originality
Authenticity
Popularity

Quality
Also...new types of sources like DarkWeb, Pastebin and sentiment analysis !
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The Vision

Make enisa an open source info hub with good training data for Al available for all

y
v

Threat analysts <«

CSIRTs <

v

Cyber Security _
Professionals

v

Use services
Contribute to QoS

- European Counci

European
Commissian

Cenisa & s EC SR
*
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Academia
Essential Services providers
Researchers

Training data for Al Cyber Security professionals




EPILOGUE

Beta testers welcomed. Let us know if you are interested !

georgios.chatzichristos@enisa.europa.eu

https://github.com/enisaeu/OpenCSAM
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THANK YOU FOR YOUR
ATTENTION

Vasilissis Sofias Str 1, Maroussi 151 24,
Attiki, Greece

F) +30 28 14 40 9711

& info@enisa.europa.eu

€ www.enisa.europa.eu



