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What is Open RAN / O-RAN?
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Highly integrated base
station ”black box” from
single vendor

Modular ”chunked” base
station from many vendors
that ”fit the purpose”
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Why Open RAN exist? – Market Concentration
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Why Open RAN exist? – Political Concerns
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Source: Foreign Policy Asia

$ 3.5bn
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Why Open RAN exist? – The Technical Side

5G is designed for businesses with many
different requirement on:

• Latency
• Amount of devices
• Bandwidth
• Usage patterns
• Mobility patterns
• Different kind of RAN behaviour needed

Intention to create an ecosystem (including
RAN apps using AI/ML) that offers for each
use case the right solution
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O-RAN Development under Time Pressure – Fast & Furious

EU member states closed 2018 with 138 
trials of 5G networks in 35 cities. 
Finnish operator Elisa Oy launched 
commercial 5G network in 2018. 
Further deployments in 2019 and 2020 
from operators including the U.K.'s 
Vodafone Group PLC, BT Group-owned 
EE, France's Orange SA, Germany's 
Deutsche Telekom AG in 2019 ahead of full 
commercial service in 2020.
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Source: https://www.spglobal.com/marketintelligence/en/news-insights/trending/ZiQiFaN9Tnrf7Dwf6pQmTw2
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History of O-RAN Security
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2018/19 2020 20222021 2023

• 24.10.2020, O-RAN 
ALLIANCE Security 
Focus Group (SFG) first 
time externally mentioned

• Upgrade of SFG to full 
Working Group (WG11)

• Publishing of Test 
specification, Studies on 
Security of Non-RT-RIC, O-
Cloud, Near Real Time RIC 
and xApps and update of 
existing specs

• 05/22 ENISA Report 
Cybersecurity of Open 
Radio Access Networks

• 09/22 US CISA & NSA 
Open Radio Access 
Network Security 
Considerations 

• 12/22 US FCC CSRIC VIII 
Report Promoting Security, 
Reliability, and 
Interoperability of Open 
RAN Equipment

2018
• Foundation of O-RAN in 

February 2018

• 03/23 O-RAN Various 
studies on 
•Security for Shared O-RU 
•Service Management and 
Orchestration, 

•Log Management, 
Application Lifecycle 
Management

• 03/23 Update of existing 
specifications

• June / Oct 2021 first O-
RAN security 
specifications (focus on 
threat modelling, 
protocols and 
requirements)

• 11/21 Publication of 
first security study on 
O-RAN by German BSI

Security Kicks-In
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What is there (normative):
• Security Requirements
• Threat Modelling and Remediation
• Security Protocols
• Test Specifications

What is there (study of the issue):
• O-Cloud Security
• Security of Log Management
• Security for Service Management and Orchestration 

(SMO) 
• Security for Application Lifecycle Management 
• Security for Shared Open Radio Unit (O-RU)
• Security for Near Real Time RAN Intelligent Controller 

(Near RT RIC) and xApps
• Security for Non Real Time RAN Intelligent Controller 

(Non RT RIC) 

Status of the Specifications

8



PwC

Issues without detailed solutions:
• Studies are issues and high level requirement e.g., 

• “Control-10: Integrity Protection for Data at Rest” -> but no details on how
• Details controls for security for:

• O-Cloud
• Log Management
• Service Management and Orchestration (SMO) 
• Application Lifecycle Management 
• Shared O-RU  (Open RAN Radio Unit)
• Near Real Time RAN Intelligent Controller (RIC) and xApps
• Non Real Time RAN Intelligent Controller (RIC) 

Not yet touched:
• Application layer filtering for messages e.g., from xApps/rApps or between core and 

RAN
• Usage of secure hardware for cloud and O-RAN security e.g., secure updates
• Software Bill of Material (SBOM) guidelines for O-RAN
• Secure Ecosystem Management for trusted xApps/rApps
• OAuth Authorization Details

Open Issues (beside Interoperability)
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Work to be done

Thank you

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication 
without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the 
extent permitted by law, PricewaterhouseCoopers Oy, its members, employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else 
acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it. 
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